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FOREWORD

In accordance with the requirement in Article 44¢6the Regulation of Investigatory
Powers (Jersey) Law 2005 and Article 104(4) of Badice Procedures and Criminal
Evidence (Jersey) Law 2003, | am pleased to lagrbahe States the attached Annual
Report of the Commissioner appointed under thosesLa

Article 44(6) of the Regulation of Investigatory viRers (Jersey) Law 2005 requires
the report to contain a statement indicating whretrgy matters have been omitted
from it. Article 44(7) allows the Bailiff to excledany matter from the report laid
before the States if it appears to him, after cason with the Commissioner, that
the publication of any matter in an annual repoduld be contrary to the public
interest or prejudicial to national security, threyention or detection of serious crime,
the economic well-being of Jersey; or the contindisgharge of the functions of any
public authority whose activities include activti¢hat are subject to review by the
Commissioner. | am able to inform members thateraftonsultation with the

Commissioner, | have omitted the confidential Anmeferred to in Section D of the
report.

Article 104(4) of the Police Procedures and Crirhiasidence (Jersey) Law 2003
contains a similar provision, requiring the replaitl before the States to contain a
statement indicating whether any matters have loeaitted from it. Article 104(5)

allows the Bailiff to exclude any matter from theport laid before the States if it
appears to him, after consultation with the Comiuoier, that the publication of any
matter in an annual report would be prejudiciah® security of the British Islands or
to the detection of crime. | am able to inform mensithat, after consultation with the
Commissioner, | have omitted the confidential indewex referred to in the report.

BAILIFF OF JERSEY
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REPORT

A. THE 2005 LAW

The Regulation of Investigatory Powers (Jersey) @05 (the “2005 Law”) makes

provision for a comprehensive statutory framewankthe use of investigatory powers
by public authorities in the Bailiwick. These poweinclude the interception of

communications (formerly regulated by the Intermapof Communications (Jersey)

Law 1993 (the “1993 Law”")), the acquisition andaliisure of communications data,
direct and intrusive surveillance and the use ekdohuman intelligence sources. The
power to interfere with property is not within teeope of the 2005 Law, but derives
from Part 11 of the Police Procedures and Crimihatience (Jersey) Law 2003 (the
“2003 Law”).

The 2005 Law also provides for the regulation ofspas and authorities lawfully
entitled to use the techniques described, whatasde made of the material acquired
and mechanisms for an oversight of those poweresthblishes safeguards for the
investigation of criminal offences and is intend&d comply with the European
Convention for the Protection of Human Rights anddamental Freedoms.

The 2005 Law consists of 4 main Parts (one of wictiivided into 2 Chapters), an
additional Part and 4 Schedules. The Law is algplemented by the Regulation of
Investigatory Powers (Codes of Practice) (Jersegp2006 (the “Codes”).

Part 1

Article 2 defines “interception” in relation to conunications, identifies the territorial
extent of the 2005 Law and requires that the concluestituting the interception must
take place in Jersey.

Article 3 defines “traffic data”: the term has afpzular relevance to Part 2, Chapter 2,
which is concerned with the obtaining and disclesef communications data.
Article 3(1) defines traffic data as including saildser information, routing
information, data entered in order to effect theawting of a telephone call and data
which indicates the nature of the communicatiowhach the traffic data relates.

Part 2, Chapter 1

Part 2 of the 2005 Law concerns communications @m@pter 1 is limited to
interception. Article 5 creates 2 offences and l&gs requests by a person in Jersey
to an authority in another country or territory fbe interception of a communication.

Article 5(1) makes it an offence, intentionally amdthout lawful authority, to
intercept a communication sent through a publidgdagervice or communicated on a
public telecommunications system. This offenceaegs that which was enacted by
Article 2 of the 1993 Law.

Article 5(2) creates a similar offence in relatibm a private telecommunications
system otherwise than in circumstances defined iticla 5(3). Article 6 makes

provision for a civil right of action for the sendar the recipient of a communication
if transmitted by means of a private telecommuicet system which is intercepted
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without lawful authority and without the expressimplied consent of a person having
control of the system.

Article 5 also provides for penalty on convictiaor these offences and prohibits the
institution of proceedings otherwise than by, othwihe consent of, the Attorney
General. The Article also requires the Attorney &ahto ensure that when a person
in Jersey makes a request for assistance to anaihatry or territory, pursuant to an
international mutual assistance agreement, theestdpas lawful authority.

Article 7 summarizes the circumstances in which ihierception may be made

lawfully and Article 8 describes circumstances ihish a communication may be

intercepted without the need for an interceptiomrargt. These circumstances include
where both sender and recipient have, or are leglige have, consented to the
interception (Article 8(1)), where the sender oe tfecipient has consented to the
interception and the interception has been authdrimder Part 3 of the 2005 Law
(Article 8(2)), where the interception is carriedt dy the person providing the postal
or telecommunications service and takes place fmpgses connected with the
provision or operation of the service or for thdoecement of legislation relating to

the service (Article 8(3)), and where communicatisnintercepted whilst being

transmitted by wireless telegraphy and the intd@rorpis authorized under the

Wireless Telegraphy Act 1949 (Article 8(4)).

Article 9 describes where the power may be exedogighout the need for a warrant
for interception. These circumstances include giample, an interception conducted
in accordance with the Rules made under the P(imsey) Law 1957.

Article 10 describes the circumstances in which Atiorney General may issue a
warrant to authorize either the interception of @mmunication in Jersey and the
disclosure of the intercepted material, or the mgldf a request to another country or
territory for interception under an internationalitoral assistance agreement. The
grounds for issuing a warrant are defined in AetitD(2)(a) and (3) and include the
interests of national security, the purpose of enting or detecting ‘serious crime’ (or
to assist another country or territory with sucavention or detection), or the purpose
of safeguarding the economic well-being of Jerdmyt pnly where the information
which is to be obtained relates to the acts omtitas of people outside Jersey);
provided always that the conduct authorized bybeant is proportionate to what is
sought to be achieved by that conduct (Article J@)2 and provided also that the
information sought could not reasonably be obtalmedther means (Article 10(4)).

“Serious crime” is defined in Part 1 as conductalhinvolves the use of violence,

results in substantial financial gain or is conduntertaken by a large number of
persons in pursuit of a common purpose, and fochvhi person who has attained the
age of 21 years and has no previous convictiontda@asonably be expected to be
sentenced to imprisonment for 3 years or more.

Article 11 defines the persons who may apply foriaterception warrant. These
include the Chief Officer of the States of Jerselide, the Agent of the Imp6éts, the
Chief Immigration Officer, the Director Generaltbe Security Services, the Chief of
the Secret Intelligence Services, the Director &EH®, the Chief of Defence

Intelligence within the Ministry of Defence, andygoerson who, for the purpose of an
international mutual assistance agreement, is tirapetent authority of another
country or territory.
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Article 12 states the requirements for the contaft@n interception warrant. The
warrant must relate either to a named person om’ tsingle set of premises
(Article 12(1)). The warrant must contain a schedwbhich lists appropriate

identifying features of the communications which & be intercepted. Article 12 also
makes provision for an exception to these requirdsng the warrant relates only to
the interception of communications sent or receigatside Jersey and the Attorney
General has given a certificate (an “Article 12{éjtificate”) detailing the description

of the information to be intercepted and the greufa the interception. Article 20

imposes additional requirements in the case of arawt accompanied by an

Article 12(4) certificate.

Articles 13 and 14 provide for the duration, renearad modification of interception
warrants and Article 13(2)(b) imposes a duty on Atmrney General to cancel a
warrant at any time when the grounds for interceptiease to be satisfied.

Article 15 describes how an interception warrantriplemented. The person to whom
the warrant is addressed must give effect to it @heérs may be required to provide
assistance. Article 15(7) creates an offence dingaito comply with this duty and
provides for punishment on conviction. Article 1pffermits the Attorney General to
take injunctive proceedings to enforce it.

Article 16 empowers the Minister to make Ordersuneng providers of public postal
services and public telecommunications serviceamdmtain interception capabilities
in the light of consultations with, among otherke tTechnical Advisory Board
established by Article 17.

Article 19 requires the Attorney General to makeamagements to ensure that
intercepted material is distributed and disclogethe minimum number of people, to
restrict the copying of intercepted material, tsw@e its secure storage, and to provide
for its destruction once there are no longer greufal retaining it. Article 19(4)
defines the purposes for which intercept materiay tve retained.

Article 21 restricts the use in civil or criminalgeeedings of information which might
indicate that an interception warrant has beeresthat a communication has been
intercepted (whether pursuant to a warrant foraggtion or, unlawfully, by a person
to whom a warrant may have been issued), or tipaetson has been required to assist
in giving effect to a warrant. This Article replacArticle 10 of the 1993 Law.

In respect of Article 22, and in addition to thatstory requirement that all trials are
fair (as emphasized in the Attorney General's exqiary “Guidelines to Crown
Advocates and Prosecutors”), the Article createsepttons to the restrictions
contained in Article 21. The exceptions includegaeutions for offences under the
2005 Law (or other enactments regarding intercaptamd in respect of proceedings
before the Investigatory Powers Tribunal estabtishg Article 46. Moreover, at the
request of a Crown Advocate, the Bailiff is emposeeto order disclosure to himself.
Thereafter he may require the prosecution in asg ¢a make an admission of fact or
facts which the Bailiff considers it essential srhade in the interests of justice.

Article 23 imposes a duty on persons whose officeroployment render them privy
to the existence of an interception warrant, or twmtents of an intercepted
communication, to keep that knowledge secret. lr@8(4) creates an offence for
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breach of this duty, subject to certain definecedeés described in Articles 23(5)—(7),
and provides for punishment on conviction.

Part 2, Chapter 2

Part 2, Chapter 2 is concerned with the acquisiiod disclosure of communications
data, which is defined in Article 24. Article 25rp#ts the obtaining and disclosure of
communications data pursuant to an authorizatiomatice granted or given by a
designated person to a relevant public authoriighSlesignated persons are listed in
Schedule 1 of the 2005 Law and include the Chidic&f of the States of Jersey
Police, the Agent of the Impéts, the Chief Immigmat Officer and the Attorney
General.

By Article 8 of the Regulation of Investigatory Pess (Miscellaneous Provisions)
(Jersey) Order 2006 (“the 2006 Order”), the filsee mentioned may delegate certain
powers under certain Articles in respect of thiafkr of Part 2, and in respect of
certain Articles under Part 3, to senior officeiithim their respective agencies.

Article 26 confers the power to grant authorizatiand to give notices. An
authorization allows the relevant public authotdycollect and retrieve data. A notice
given to a postal or telecommunications operatoy neguire that operator to collect
or retrieve the data and to provide it to the publithority which has served the notice
(see Schedule 3, paragraph 5.1 of the Codes). &ueuthorization or notice may be
granted or given where the issuance is necessatypeoportionate. According to
Article 26 issuance may be necessary in a numbeliffefrent circumstances which
include the interests of national security, thevprgion or detection of crime or the
prevention of disorder, the interests of the ecanamell-being of Jersey, the interests
of public safety, the protection of public healthe assessment or collection of any
tax, duty or other charge lawfully payable, thevergion or mitigation of any injury
or damage to the health of an individual, or foy ather purpose which may be
specified in Regulations made by the States. Thaning of proportionality is
explored in Schedule 3, paragraph 4.4 of the Cadethe context of Convention
rights, and includes questions of collateral inbbngsee Schedule 3, paragraph 5.1 of
the Codes).

Article 27 defines the period during which the autkation or notice takes effect and
stipulates that the designated person must cameeidtice if it is no longer necessary
(as defined in Article 26(4)) or if the conduct wégd by it has become
disproportionate to what is sought to be achieved.

Part 3

Part 3 is concerned with directed and intrusivevaillance and covert human
intelligence sources. These are defined in Artigig@s32.

Article 33 renders such surveillance and the useowért human intelligence sources
lawful if authorized under this part of the 20051La

Article 34 empowers certain designated persons, aneolisted in Parts 1 and 2 of
Schedule 2 (as enacted by Article 36) and who deline Chief Officer of the States
of Jersey Police, the Agent of the Impbts, the Chiemigration Officer and the
Attorney General, to authorize directed surveilaircaccordance with Article 34.
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Under Article 34(2) a designated person shall mahgsuch an authorization unless
the authorization is necessary and proportionatehat is sought to be achieved by
carrying it out. In accordance with Article 34(8)etgrounds of necessity include the
interests of national security, the prevention etedtion of crime or the prevention of
disorder, the interests of the economic well-bedfiglersey, the interests of public
safety, the protection of public health, the assess or collection of any tax, duty,
levy or other imposition, or for any other purpageecified in Regulations made by
the States. Considerations of proportionality idelu among other matters,
considerations of collateral intrusion (see Schedulparagraph 2.6 of the Codes) and,
where intrusive surveillance is concerned, whettier information sought could
reasonably be obtained by other means (see Schedudeagraph 5.9 of the Codes).

Article 35 (in conjunction with the Codes) empowardesignated person to authorize
the use of covert human intelligence sources. Tesigdated persons are those
described above in respect of directed surveillarf8enilarly, the grounds of
authorization for the use of such a source aresainge as those which apply in respect
of directed surveillance. But there are additioreduirements. An officer of the
relevant public authority must be deputed to haaxetd day responsibility for contact
with each source and for the welfare of each so@fgécle 35(5)(a)), a different
officer must be appointed to oversee the use obthece (Article 35(5)(b)), a record
must be kept of the use made of the source (Ar86(&)(c) and (d)), and there must
be restricted access to details of the identitytt@ source (Article 35(5)(e)). In
addition certain specific provisions are enforcgdhe Codes if the source is a person
under the age of 18 years.

Article 37 is concerned with intrusive surveillancEhe Attorney General may

authorize intrusive surveillance but only a limitedmber of persons may apply to
him for an authorization. These include the Chidfic®r of the States of Jersey
Police, the Agent of the Impéts, the Chief Immigrat Officer, a member of the

Intelligence Services, an official of the Ministof Defence or a member of Her
Majesty’s forces: the last two mentioned are red in the circumstances in which
they may apply for authorization (Article 37(4))nAuthorization can only be given
by the Attorney General on specified grounds. Thggminds must relate to the
interests of national security, the prevention etedtion of serious crime, or the
interests of the economic well-being of Jersey ithet37(3)). The surveillance must
be proportionate to what is to be achieved by dl #me Attorney General must

consider whether the information sought could reably be obtained by other means
(Article 37(5)).

Article 38 includes a provision empowering the Aty General to combine an

authorization issued under Part 3 with an authtomaissued under Article 101 of

Part 11 of the 2003 Law. The latter Article perntiis Attorney General to authorize
any act in relation to property or wireless tel@ima as is necessary to prevent or
detect serious crime or to safeguard the intergfstee security of Jersey, provided
that the act being authorized is proportionate hatvis sought to be achieved.

Article 40 contains general provisions regardinghatizations under Part 3 of the
2005 Law which include the periods during whichhauwizations, whether oral or in
writing and whether for directed or intrusive sulle@ce or in respect of a covert
human intelligence source, may be granted, inctutle periods for which they may
be renewed. Article 41 contains provisions emplirgithe importance of cancelling
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an authorization once the grounds for its existarcdéonger persist and, in any case
relating to the use of a covert human intelligesoerce, if the arrangements required
by Article 35 are no longer in place.

Part 4

Part 4 relates to the powers and duties of theshiyatory Powers Commissioner who
must be an Ordinary Judge of the Court of Appehé Tommissioner is enjoined to

keep under review the exercise and performanceeopowers and duties conferred or
imposed on the Attorney General under Articles 5ab8 19 (interception), under

Chapter 2 of Part 2 (communications data) and uPRdetr 3 (surveillance and covert
human intelligence sources), and on other personwlmm powers and duties are
conferred or imposed under Chapter 2 of Part 2ndeuPart 3. The Commissioner is
also obliged to give all such assistance, as magdpgired, to the Tribunal established
by Article 46.

Article 44 imposes a duty on a large humber ofceffiolders and individuals, listed in
Article 44(1)(a)—(n), to disclose or to providettee Commissioner any document or
information which the Commissioner may require tmlde him to carry out his
functions under the 2005 Law; and Article 39 imposespecific obligation on the
Attorney General to notify the Commissioner at teavery 12 months of
authorizations for intrusive surveillance whichtas granted, renewed or cancelled.

If the Commissioner becomes aware of any contréwerdf the provisions of the
2005 Law or if he considers that any of the arramggs made under Article 19 are
inadequate, he is required to bring the contrawantr those inadequacies to the
attention of the Bailiff in a Report in respectto$ functions which he must make to
the Bailiff as soon as possible after the end oheamlendar year (Article 44(4)). Such
a Report must be laid before the States.

However, if it appears to the Bailiff, after constilon with the Commissioner, that the
publication of any matter in such a Report wouldcbatrary to the public interest or
prejudicial to national security, the prevention detection of serious crime, the
economic well-being of Jersey or the continued hdisge of the functions of any
public authority whose activities include activitievhich are the subject of review by
the Commissioner, the Bailiff may exclude that maatfrom the copy of the
Commissioner’s Report laid before the States (Faridl(7)).

Article 46 establishes the Investigatory Powerddmal. The Tribunal consists of an
Ordinary Judge of the Court of Appeal (who is tegue), 3 members appointed by
the Superior Number of the Royal Court, and 3 3ur&roadly, the Tribunal's
jurisdiction is to hear proceedings concerning andi of the intelligence services
which are incompatible with the European ConventorHuman Rights, proceedings
concerning investigatory powers regulated by the520aw or entry on or interference
with property or wireless telegraphy conducted bpliz authorities, complaints by
persons who believe that they have been subjetttetaise of investigatory powers,
entry on or interference with property or interfeze with wireless telegraphy in
certain challengeable circumstances, and complbintgersons who believe that they
have suffered detriment as a consequence of atbdabhe duty to secure a key to
protected information.
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Article 48 requires the Tribunal to determine pextiags in which it has jurisdiction
and to apply the same principles in doing so asldvbe applied in judicial review
proceedings. In determining any proceedings or ¢aimpthe Tribunal may make
such order as it thinks fit including an order fompensation.

Subject to any rules made by the Bailiff under @eti50, Article 49 provides that the
Tribunal may determine its own procedures. The um@d can require the
Investigatory Powers Commissioner to provide ithwatssistance and is required to
keep the Commissioner informed of proceedings eforlf the Tribunal makes a
determination in favour of a complaint which retate an act or omission on behalf of
the Attorney General or to conduct for which thaoftey General has given any
warrant, authorization or permission, the Tribumalst report its finding to the Bailiff.
The persons who are under a duty to provide infaongo the Commissioner under
Article 44 are under a like duty to provide infotioa to the Tribunal.

B. THE 2003 LAW

Article 101 provides that the Attorney General naayhorize the taking of any action
in respect of property or wireless telegraphy ifdedieves that the action is necessary
for preventing or detecting serious crime or ishie interests of the security of Jersey
and the action is proportionate to what it seekasctueve.

The Attorney General is also enjoined to consideetiver what it is necessary to
achieve by the authorized action could reasonalglyabhieved by other means
(Article 101(3)).

“Serious crime” is defined in Article 101(4) asltols —

“(4) In this Article “serious crime” means —
(@) conduct which constitutes one or more offerces

()  which involves the use of violence, results Snbstantial
financial gain or is conducted by a large numbepeafsons
in pursuit of a common purpose, or

(i)  for which a person who has attained the ag2loédnd has no
previous convictions could reasonably be expectedéd
sentenced to imprisonment for 3 years or more; or

(b)  conduct which is, or corresponds to, any cohdavach, if it all
took place in Jersey, would constitute an offermrepffences, of
the kind referred to in sub-paragraph (a).”

Article 102 defines the circumstances in which atharization may be given orally,
and for the form and duration of oral and writtemharizations.

Article 103 imposes a duty on the Attorney Genérgbrovide a written report every
12 months to the Commissioner in respect of alttemi or oral authorizations given
under Article 101 in the past 12 months.

Article 104 regulates the powers and duties ofGbenmissioner who shall be one of
the Ordinary Judge of the Court of Appeal, who Iskeép under review the powers
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exercised by the Attorney General under Article$s-1®3 and who shall make a
Report to the Bailiff as soon as practicable afterend of each year.

Article 104(4) requires the Bailiff to lay a copy the Report of the Commissioner
before the States. But if it appears to the Baildfter consultation with the
Commissioner, that the publication of any mattethim Report would be prejudicial to
the security of the British Islands or to the datec of crime, the Bailiff may, in
accordance with Article 104(5), exclude that maftem the copy of the Report laid
before the States.

C. MY INVESTIGATION GENERALLY

The purpose of the 2003 Law and the 2005 Law wasdaoe on a statutory footing a
range of activities formerly undertaken by publiatteorities in accordance with
guidelines laid down by each authority. As | havade clear, apart from the
interception of postal and telecommunications, Whiere formerly regulated by the
1993 Law and which were incorporated with some fications into the 2005 Law,
none of the activities with which Part 2, Chaptear2l Part 3 are concerned were the
subject of any statutory codification prior to 200or were any of the activities
which are now regulated by Part Il of the 2003 Law.

I have received reports from Police and from Cust@oncerning the operation of
both Laws for the period 1st January — 31st Decen@®d1 and | have had the
opportunity of discussing these reports and othattars with senior officers of these
authorities and with the Law Officers.

Notwithstanding the duties imposed on the pers@seribed in Article 44(1) of the
2005 Law, | am grateful to those who have giverrttime to enable me to discharge
my functions under both Laws. In particular | wolilet to thank members of the Law
Officers’ Department, including the Attorney Gereaad the Solicitor General, as
well as the Secretary to the Attorney General, M&adly Bliault, and also to
Mrs. Caroline Coleman and Miss Katie Ridley. | netany gratitude to the Chief
Officer of Police and his Officers, and to the Agehthe Impéts and his Officers for
their courtesy, co-operation and forbearance. Isatisfied that | have had access to
the necessary documentation and to the relevardopeel in order properly to
discharge my functions under Article 43(2).

I have been impressed by the way in which thosgoresble for their implementation
have operated both Laws during 2011. The documentathich | have seen and the
discussions which | have had with those most neawhcerned have convinced me
that the quantity and quality of the informationtaibed as a result of the proper and
effective operation of these Laws has contribuigdificantly to the prevention and
detection of crime, particularly serious crime, hiit the Bailiwick during the
reporting period.

The 2005 Law: Part 2, Chapter 1

| am satisfied that those responsible for applyimginterception warrants and those
concerned in their grant or refusal, renewal orceliation appreciate the nature of the
activities being undertaken and conscientiouslyhappe criteria laid down by the
2005 Law and the Codes. | have, for example, semurdentation which has
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demonstrated to me that the Law Officers and th&efCbfficers concerned have
rigorously applied the appropriate tests and hafesed applications when, in their
view, one of the tests has not been met.

I emphasize in particular applications and autladigns under this Part and Chapter
of the 2005 Law. The interception of communicaticha significant infringement of
the rights of the individual and it is especialiyportant that those responsible for
making application for such warrants, and thosepamsible for granting them,
appreciate the sensitive, secret and intrusiver@atinterception.

| am satisfied that the safeguards described iiclarlO have been applied, and that
due and proper regard has been paid to the crivérigecessity and proportionality

(Articles 10(2) and (3)), as well as to the craenhether the information sought could
reasonably be obtained by other means (Article))0(4

| am also satisfied that appropriate consideratias been given to questions of
collateral intrusion (see Schedule 2, paragraph@ lthe Codes) and to questions
relating to “confidential information” (see Sched, paragraph 3.2. and 3.8-10 of
the same). My attention has not been drawn to anynwnication which concerned

“an unusual degree of collateral intrusion”, as igaged by the provisions of

Schedule 2, paragraph 4.2 of the Codes.

| am satisfied that arrangements have been in ftrceatisfy the requirements of
Article 19. | confirm that no breach of these safagls has been brought to my
attention in accordance with Schedule 2, paragbaplof the Codes and no material
has been disclosed to me which has been retaingdeg@urpose of facilitating any of
my functions as Commissioner in accordance withchatl9(4)(c).

It is particularly important in the context of thHfart of the 2005 Law that there exists
an effective system of vetting and supervision égiar officers of those responsible

for interceptions. | am satisfied that such exisl that these have operated effectively
during the period with which this report is conasin

The 2005 Law: Part 2, Chapter 2

I have made enquiries of the way in which commuioog data have been acquired
during the period. | am satisfied that the obligas defined in Article 26 are
understood, particularly in regard to necessity tithe 26(1) and (2)) and
proportionality (Article 26(5)). | am also satidli¢hat appropriate procedures as to the
form and duration of authorizations and noticesanrdticle 27 have been in place to
ensure compliance with these obligations in conftyrmwith Schedule 3,
paragraphs 5.9-12 of the Codes.

No error in the grant of an authorization or theirgy of a notice has been drawn to
my attention (as envisaged by Schedule 3, paragiaplof the Codes) during the
course of the year or at the time of my audit.

The 2005 Law: Part 3

Certain surveillance activity is as sensitive amirusive as the interception of
communications, and it is essential that the dategstablished by Article 34
concerning necessity and proportionality are setisflt is apparent to me that these
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criteria are understood by the relevant personnélthat appropriate safeguards exist
to ensure that they are tested whenever an apphdatmade. | am also satisfied that
similar such provisions relating to the use of coveman intelligence sources under
Article 35 have been followed. | have consideresldirangements which are in place
to satisfy the requirements of Article 35(5) andonclude that these arrangements
meet the relevant criteria. No incident regardingogert human intelligence source
has been drawn to my attention in the terms conteg by Schedule 5,
paragraphs 3.7-10 of the Codes.

No material has been provided to me in accordantte Schedule 4, paragraphs 3.7,
3.9 or 3.10 (as defined in paragraphs 3.11-13)hef Godes, as material which |

should feel obliged to inspect as part of my fumtsias Commissioner. | am satisfied
that no incident has occurred which would engage ghovisions of Schedule 4,

paragraph 4.14 concerning an officer granting grliegtion for directed surveillance

in an operation in which he was involved in anoitegracity.

| have had the advantage of considering a repodienta me by the Attorney General
in respect of intrusive surveillance in accordawité his obligations under Article 39.

| have also considered documentation brought iristence under Article 40 and 41
in order to comply with the general rules for theard, renewal and duration of
authorizations under this Part of the 2005 Lawml satisfied that the documentation
which | have seen meets the criteria defined.

The 2003 Law: Part 11, Article 103

| have considered a report submitted to me by ttterdey General in satisfaction of
the obligations imposed on him by Article 103.

D. THE CONFIDENTIAL APPENDIX

In accordance with Article 44(7) of the 2005 Lawge tBailiff may exclude from
publication any matter contained in the Commisgisri@eport if he considers, having
consulted the Commissioner, that the publicatiosuth matter would be contrary to
the public interest or prejudicial to any of thenswmlerations mentioned in
Article 44(7).

| am satisfied that there are matters which | neecbommunicate to the Bailiff in the
proper discharge of my functions under the 2005,ltae publication of which would

be both contrary to the public interest and whiculd be prejudicial in respect of one
or more of the ways defined in Article 44(7) and, garticular, the prevention or
detection of serious crime (Article 44(7)(b)) arue tcontinued discharge of the
functions of certain public authorities (Article(@3(d)).

Further, in accordance with Article 104(5) of tH@32 Law, if it appears to the Bailiff,
after similar consultation, that the publication afy matter in the Report of the
Commissioner under that Law would be prejudicialthe security of the British
Islands or to the detection of crime, the Bailifiyrtake a similar course.
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| am satisfied that there are matters which | neeshmunicate to the Balliff in the
proper discharge of my functions under the 2003, ltae publication of which would
be prejudicial in one of the ways defined in Aridl01(5).

Lest the Bailiff should agree that the criteria entioth Laws are engaged in respect
of that information, | have included such infornsatiin a Confidential Appendix
which | attach to this Report.

SIRJOHN NUTTING, BT. Q.C.
20th May 2012
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