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PROPOSITION 

 
THE STATES are asked to decide whether they are of opinion  

 
to request the Minister for Treasury and Resources to – 

 

(a) take note of the current emergency restrictions being applied by the 

United States in the National Emergency Order signed by President 

Trump on 15th May 2019 and, as shareholder representative, to take 

steps to ensure that the operations of JT take these into account and that 

equipment and software used by JT in respect of 5G takes into account 

the restrictions signed into law or by U.S. Presidential order in the 

United States; 

 

(b) take steps, as shareholder representative, to ensure that access to the 

5G network is limited to the Hospital and to the business area of central 

St. Helier and the Waterfront, with such access only provided if a 

requirement for 5G is requested in writing from the Hospital or a 

business in that area; 

 

(c) work with JT, as shareholder representative, to set up a plan to replace 

all software and equipment in the 4G network with equipment that takes 

into account the American restrictions; and 

 

(d) engage an expert technical consultant to advise the Minister, as 

shareholder representative, on telecommunications, and to conduct a 

review of the Island’s preparedness against cyber-attacks. 

 

 

 

SENATOR S.C. FERGUSON 
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REPORT 

 

Jersey prides itself on its excellent regulatory process and its secure holding of assets. 

However, our clients rely on Jersey for the confidentiality about, and security, of their 

assets. If our finance industry and the Government of Jersey connects with the world 

through equipment which allows access to their records by other governments or 

companies, how secure will our clients feel? 

 

I have no doubt that the contract offered by ZTE to JT was extremely tempting, with an 

excellent price and terms being offered. But is it good enough to sacrifice the reputation 

of our finance industry for a short-term gain? Should the Assembly be party to such 

short-termism? Surely it is better to be able to provide cyber-security to a higher level 

to support our finance industry and government? 

 

The Treasury appears to have been less than thorough in their supervision of the 

companies, and have not taken expert advice where it would have been advantageous. 

Whilst the contracts entered into by JT might have been appropriate in the short term, it 

is not at all clear that they are advantageous for the long-term strategies of the States. 

 

As outlined in Appendix 1 to this report, pressure has been building for electronics 

companies, particularly telecommunications companies, to exhibit caution as to their 

equipment and components used in products and infrastructure and software. This has 

culminated in U.S. President Donald Trump signing an executive order on Wednesday 

15th May 2019. The executive order did not name China or Chinese companies 

specifically. The order was issued under the 1977 International Emergency Economic 

Powers Act. Google has now announced it is not supporting Huawei phones for its 

Gmail and its applications, and others have now followed Google’s lead (see attached 

article at Appendix 2). 

 

The Commerce Department added Huawei and 70 affiliates to its “Entity List” after it 

concluded that the Chinese company was engaged in activities “contrary to U.S. national 

security or foreign policy interests”. Inclusion in the list means that a U.S. Company, 

person or government agency purchasing equipment from a company on the Entity List 

now requires a specific licence “to export, re-export and/or transfer (in-country)”. 

 

It should also be recognised that what applies to Huawei also applies to ZTE. 

 

Currently Jersey Finance are intending to develop business from the USA. In addition, 

JT have a contract for communications with a large American conglomerate. In the light 

of the executive order signed by President Trump on 15th May, the short-term approach 

being taken by JT may well jeopardise Island business efforts. 

 

I have commented on 5G in Appendix 1. Expert opinion seems to be that much of what 

is proposed for 5G can be achieved using 4G. However, it is suggested that where there 

are substantial amounts of data to be processed, such as in the business sector or the 

Hospital, 5G offers significant advantages. It is not clear that it will be particularly 

advantageous for the domestic market at this point and consequently, no money should 

be spent on installing 5G at present. 

 

One of the marketing advantages of Switzerland as a finance centre is the fact that it 

offers Tier 1 communications and advanced security. Jersey should be aiming at 

achieving this as near as possible in order to retain its position as a top offshore finance 
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centre. This proposition intends to put the Island firmly on the route to excellent 

security. 

 

Ideally, our financial institutions should be subject to external high-level testing of their 

security systems at least once a year, and to report the results and reports in writing to 

the Jersey government. I am not aware that such testing or reporting is done. 

 

Financial considerations 

 

The present Jersey structure where JT, which is 100% Government-owned, pays for all 

the Jersey telecommunications infrastructure improvements, means that only the 

Government of Jersey, not the operators, is paying for infrastructure upfront, as the other 

operators do not presently contribute. An example is that fibre is not, for the most part, 

used or paid for by the other operators except JT, as the cost to the other operators is too 

high to be profitable. The fibre is used and paid for only if absolutely necessary by other 

operators. 

 

The regulator is presently asking for comments on 5G frequency allocation. 

 

Financial and manpower implications 

 

The short-term direct financial and manpower implications could result in reduced 

dividends from JT unless the vertical separation and change in structure is agreed. 

However, the benefit to the finance industry if Jersey is perceived to have an excellent 

security system is significant. 
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APPENDIX 1 

 

 

Over the past few months there has been a significant increase in international 

condemnation of the unprincipled steps allegedly being taken by Chinese industry to 

steal technological and other information from western countries. As a result, and as 

documented in the attached press cuttings, governments are forbidding their 

telecommunications companies to enter into contracts with Chinese companies. Leading 

countries such as the United States, Australia and New Zealand are already taking such 

steps. Japan has avoided the problem by using Nokia equipment. BT is removing 

Huawei equipment from its 3G and 4G networks and will not be using Huawei in the 

core of its fixed-line network1. It is also removing Huawei equipment from the core of 

the mobile networks it acquired when it bought EE, and will not use Huawei equipment 

in central parts of the 5G network. 

 

The concerns about the Chinese approach to intellectual property have arisen from work 

being done by the U.S. Authorities. Mr. Bill Evanina is director of the National Counter-

intelligence and Security Centre, a division of the Office of the Director of National 

Intelligence. He serves as the U.S. Government’s top counter-intelligence official. 

 

He says: “When it comes to espionage, China poses the greatest threat. Its trade secrets, 

proprietary data, intelligence, emerging technology, nanotechnology, hybrid, anything 

that they can see that is the future. Supercomputing, encryption, those are the issues 

that they look at. And they have a prioritized schedule that they look at and they send 

people forward to go collect that data.”. 

 

What is more, if you are going to China to discuss business, Evanina recommends that 

you do not take a phone which has any personal or corporate data on it. Visitors should 

remember that when they turn on their phone or their laptop, they are connecting to the 

Government of China. 

 

Mr. John Demers, of the Justice Department’s National Security Division, says that 

since 2011, more than 90 percent of the economic espionage cases they have charged 

have involved China, which has stolen secrets about everything from genetically 

modified rice seeds to wind-turbine technology. He adds that they are “very persistent, 

very sophisticated. Very well-resourced, very patient and very broad in scope”. 

 

Demers says Chinese operatives have intensified their efforts on industries critical to 

Chinese President Xi Jinping’s “Made in China 2025” program, a 10-year plan to jump 

ahead of the United States in aerospace, automation, artificial intelligence, quantum 

computing, and other cutting-edge industries. 

 

Given this experience, it is not surprising that the United States is clamping down on 

the installation of Chinese equipment or components. Nor is it surprising that countries 

such as Australia and New Zealand are following suit. The EU is taking notice, and 

senior management of companies are now questioning the sense of allowing Chinese 

companies to take over advanced technological firms. 

 

                                                           
1 Reuters, 5th December 2018 
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When interviewed by the Financial Times2 the CEO of Siemens expressed concern 

about the Chinese takeovers. The technological departments are hived off into a separate 

company, which is then transferred to China, together with all the intellectual property, 

patents, etc. 

 

Whilst this may appear to be fanciful, the serious press, as well as the technical press, is 

concerned about the campaign to obtain these intellectual properties from the West, 

whether by theft or by purchase. 

 

5G Networks 

 

There has been a great deal of hype about the implementation of 5G networks. I have 

included an article from the New Scientist,3 questioning whether the alleged advantages 

of 5G justify a rush to installation. According to Mr. William Webb, a former director 

of OFCOM, a significantly faster connection may be pointless. If your phone is slow 

when browsing the web or streaming a movie, it is more likely to be due to limited 

hardware than network issues. He says “All of the applications we use are no longer 

limited by the connection speed, they are limited by the processor on the device or the 

far end server.”. 

 

The current target market is the commercial user rather than the consumer. Trials are in 

progress to establish whether a private 5G network will handle data better than Wi-Fi 

or a 4G equivalent, but the tests have yet to be completed. It is suggested that an 

important area to be considered is healthcare. The main advantage being considered is 

that a hospital will no longer require complicated wiring. There are suggestions that 5G 

will make it possible to provided better homecare for the elderly. However, Mr. Webb 

states that it would be simpler to connect the in-home devices with traditional broadband 

Internet and Wi-Fi. If they haven’t got it, then give it to them. That is going to be 

cheaper. 

 

The conclusion is that many of the advantages hyped for 5G are in fact available 

with 4G. 

 

  

                                                           
2 Financial Times, 21st December 2018 
3 New Scientist, 9th March 2019 
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APPENDIX 2 
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