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REPORT

Background

The digital world moves extremely rapidly and any legislation in this area runs the risk
of quickly becoming outdated. New devices are emerging at an unprecedented rate,
and consumer behaviour is changing in often unpredictable ways.

It is important that the relevant authorities in Jersey have the ability, in appropriate
cases, to prosecute people for sending communications that are grossly offensive or of
an indecent, obscene or menacing character, including via social media. As part of
this, the law should enable the appropriate authorities to tackle behaviour that
constitutes cyberbullying.

On 15th October 2015, the Assistant Minister for Economic Development made a
Ministerial Decision approving instructions to the Law Draftsman to prepare
amendments to the legislation applying to harmful electronic communications (see
MD-E-2015-0088). The purpose of these amendments is to ensure that the legislation
in Jersey continues to effectively deter the sending of harmful online communications
and provides appropriate and lasting protection for the Public, whilst also ensuring
that it does not have a chilling effect on free speech. In short, it should allow for
people in Jersey to take full advantage of the opportunities offered by new technology,
safe in the knowledge that they will be appropriately protected by the law in so doing.

On 30th November 2015, the Minister for Home Affairs made a Ministerial Decision
approving instructions to the Law Draftsman to prepare amendments to the legislation
applying to restraining orders (see MD-HA-2015-0078). The purpose of these
amendments is to ensure that legislation in Jersey continues to deter the commission
of disorderly conduct and harassment and provides appropriate and lasting protection
for the public.

Research and consultation

To inform the policy on harmful electronic communications, the Economic
Development Department commissioned independent quantitative research to better
understand the behaviour and attitudes of online users, as well as their experience of —
and existing level of concern around— harmful electronic communications
(e.g. cyberbullying). The policy team also examined a range of international case
studies. These are described in detail within the consultation document attached to this
report as Part 1 of Appendix 2; but in summary, they support the view that there is no
‘gold standard’ or single approach internationally, and that the behaviour that this
paper considers is often covered by existing legislation that is not primarily aimed at
addressing electronic communication (e.g. harassment laws). A summary of the
responses submitted to the consultation is also attached to this report, as Part 2 of
Appendix 2.

The case studies do demonstrate that some jurisdictions have enacted specific
legislation however, or tailored guidelines to address cyberbullying. In the UK in
recent years there have been a number of controversial cases in this area that led to
concerns about ensuring a consistent and fair approach to prosecution. This led,
in 2013, to the Director of Public Prosecutions developing guidelines on the
prosecution of cases involving communications sent via social media (the “DPP
Guidelines”).

In particular, the DPP Guidelines recommend that prosecutors should take into
account the intent and context of online communications when considering
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prosecuting. The UK guidelines have helped inform the States of Jersey’s policy in
this respect.

In March 2015, the Council of Ministers (the Council) issued the aforementioned
public consultation, based on the findings of the above research, and on the analysis
conducted by officers. The consultation sought views on whether it would be
appropriate to make changes to the legislation in Jersey applying to harmful electronic
communications. Specifically, it sought views on whether the existing legislation
should be amended to remove doubt about its application, and to ensure that it is
‘future proof’. It also considered whether a new offence is required to tackle the
publication of revenge pornography.

The responses to the consultation mainly offered personal opinion and highlighted
individual experiences. As such, they provided limited new quantitative evidence;
however, they did support the original quantitative research that was commissioned as
part of the development of the consultation, as well as other analysis and evidence
gathered throughout the process (e.g. international case studies) (see Appendix 2).

What are the changes to the Telecommunications (Jersey) Law 2002 intended to
achieve?

Having undertaken the research mentioned above, it became apparent that the existing
legislation in Jersey is, in fact, largely fit for purpose and does provide protection from
cyberbullying and other types of behaviour on social media that would be considered
criminal if conducted via traditional means of communication. However, the
legislation in question was enacted before social media became pervasive, and thus
was not designed for the ‘digital era’, nor was it explicitly intended to deal with
behaviour conducted via social media. The policy view is that some minor
amendments are required therefore, in order to —

e ensure that existing legislation applies to harmful electronic communications
sent without use of a public network;

e increase the maximum penalties for existing offences which may be applied to
electronic communications, to reflect the seriousness of the potential harm to
victims of such conduct; and

e ensure that existing offences do not have a chilling effect on free speech, in
particular by removing ambiguity about the circumstances in which a
prosecution may take place, especially where the sender might not have
intended the communication to be grossly offensive or of an indecent, obscene
or menacing character.

The amendments were drafted with a view to offering an approach that is light-touch
and proportionate, whilst delivering value for money. The aim is not to create new
legislation where it is unnecessary, but to ensure that there is the ability to prosecute in
all appropriate cases.

In respect of all of the above, it must be remembered that the digital world moves
extremely quickly and, therefore, any legislation runs the risk of soon becoming
outdated. So far as it is possible to do so, these amendments are designed to ensure the
law is future-proof, by which we mean it should remain applicable even as
technologies and trends in behaviour change and develop.

This requires the legislation to be ‘platform neutral’, which is to say that it must cover
all types of electronic communication, irrespective of the device used or the
technology that facilitates it. It also accounts for technological development, as well as
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for changes in the use of existing technologies, including in ways that may not be
foreseeable or commonly practiced today.

The intention is that these amendments to the legislation should not result in a
disproportionate increase in the number of prosecutions being brought about. It should
be remembered that the existing legislation is largely fit for purpose, and that these
amendments are designed to bring clarity to the law and resilience to change. As such,
this legislation should not be used to stifle free speech, for example criminalising
legitimate political debate and discussion, humour and satire, and restricting people’s
right to be offensive, etc.

It should be noted that these examples are not exhaustive, and are given for the benefit
of States Members, as a means of contextualising the amendments.

How are we going to achieve this?

It is apparent that prosecutions for harmful electronic communications can already be
made under the Article 51 of the Telecommunications (Jersey) Law 2002 (the “TJL”)
or the Crime (Disorderly Conduct and Harassment) (Jersey) Law 2008 (the
“CDCIJL”). However, there is no room for complacency. Both technology and
peoples’ behaviour online are changing all the time.

Whilst the consultation process did not highlight any particular difficulties, it would
be beneficial to make certain small amendments to the TJL to ensure that single acts
of harmful electronic communication, which do not form part of a course of conduct,
can be suitably and proportionately punished.

In particular the amendments made to the TJL will —

e Ensure the legislation in this area remains future-proof and ‘platform neutral’,
the proposed amendment to Article 51 would prohibit improper use of any
telecommunications system, not just a ‘public’ telecommunications system
(such as the telephone network) as it is currently defined. This will ensure that
a prosecution can take place where a message of the requisite character is sent
over either a private network, or from one device directly to another, for
example. It is not to say that this behaviour would not be covered by the
current legislation, but that it will ensure there is no uncertainty in the future.

e Ensure the legislation does not have a chilling effect on free speech by making
provision so that an offence of sending a message or other matter that is (or
conveys anything that is) grossly offensive or of an indecent, obscene or
menacing character would be committed only if the sender knew or intended
the message to be of such a character or was aware of the risk that the
message would be viewed as such by a reasonable member of the Public. The
introduction of this mens rea (guilty mind) element of the offence will reflect
current practice in the criminal courts, which have drawn on English case law
in respect of the equivalent offence in the Communication Act 2003 as
persuasive when interpreting the existing Article 51 TJL offence. This element
of the new offence has been formulated to clarify the application of Article 51,
but allow the courts to continue to draw on English case law where
appropriate.

e Ensure fair and proportionate penalties, the proposed amendment to Article 51
would increase the penalty for this offence to a maximum of 2 years’
imprisonment and an unlimited fine (either or both of which may be imposed
by the court, under Article 13(3) of the Interpretation (Jersey) Law 1954).

It is worth highlighting one further point with regard to acts of ‘revenge pornography
(i.e. the non-consensual disclosure of private sexual images). The consultation that
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was undertaken earlier this year sought input on whether the Council of Ministers
should consider a new offence to deter and prosecute acts of revenge pornography.

Such an offence was recently introduced in the UK in the Criminal Justice and Courts
Act 2015, and it carries a maximum penalty of 2 years’ imprisonment and an
unlimited fine. However, further analysis indicates that this is not necessary in Jersey,
and would not be proportionate at this time. It has been demonstrated since publishing
the consultation that prosecutions can and have been made under existing legislation
for distributing revenge pornography.

Further, it is felt that a new offence tailored to address a specific form of online
behaviour would contravene the ‘future-proof” approach proposed by the consultation,
in that it would risk becoming quickly outdated, given the pace at which online trends
develop.

What are the amendments to the Crime (Disorderly Conduct and Harassment)
(Jersey) Law 2008 (the “CDCJL”) intended to achieve

Whilst preparing instructions to amend Article 51 of the TJL, it was recognised by the
Home Affairs Department that there would also be advantages to amending the
CDCJL at the same time, offering additional protection to victims of harmful
electronic communications.

To provide some context to this, Article 5 of the CDCJL currently enables prosecutors
to apply to the Court for a restraining order where a person has been convicted of
harassment. Restraining orders may be drafted to meet the particular risks presented in
the case. For example, in cases involving cyber-bullying, the restrictions may prohibit
the offender having contact with the victim (by any means online or offline), and
prohibit the publication or sharing of any material relating to the victim. The
restraining order may be made for a specified or indeterminate period of time. Breach
of a restraining order is itself a criminal offence, and carries a maximum sentence of
12 months’ imprisonment and a fine.

Restraining orders will be imposed where the Court considers the restrictions
necessary (and proportionate) to protect the victim and/or prevent further offences.
They play a significant part in managing the risks to the victim and preventing further
harassment. However, restraining orders are not available where the offender is
convicted of the Article 51 TJL offence, or indeed any other offence. This can leave
the police and prosecutors with difficult decisions to make as to how to best protect
victims of cyberbullying.

Where a course of conduct can be established, prosecutors will often proceed under
the harassment legislation rather than prosecute multiple charges of TJL offences so
that a restraining order can be obtained following conviction.

Where a course of conduct cannot be established, but a prosecution could be brought
under the TJL, the limits on the availability of restraining orders mean that it may be
appropriate to wait and see whether further harassment of the victim takes place that
would establish a course of conduct. A prosecution could then be brought under the
CDCJL, and a restraining order could be obtained following conviction to safeguard
the victim from further harassment. However, given the potential seriousness of even
one harmful electronic communication, it was felt that amendments to the CDCJL
would be appropriate, proportionate and would avoid the necessity to adopt a wait and
see approach in such cases.
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Therefore —

e To provide additional protection to victims of harmful electronic behaviour,
the amendments made by Article 2 would have the effect of permitting the
court to make or impose a restraining order on conviction for any offence (not
only an offence of harassment), if the court is satisfied that it is necessary to
do so to protect the victim or any person named in the order from further
conduct which would amount to harassment, or from a perceived threat of
violence.

e It should be noted that restraining orders are available to prosecutors dealing
with revenge pornography cases in the UK (whether the prosecution is
brought under the Communications Act or harassment legislation).

e To ensure parity with the new penalties under the TJL offence, the penalties
for an offence of harassment, and for breach of a restraining order, would be
increased correspondingly to a maximum of 2 years’ imprisonment and an
unlimited fine.

Conclusion

By enacting the amendments described above therefore, the States of Jersey will
ensure that people in Jersey are appropriately protected from all forms of harmful
electronic communication, now and in the future.

Specifically, the amendments will do this by ensuring that the wording of the
legislation in Jersey is future-proof, so that people are protected even as technologies
and behaviour change. Further, the amendments will ensure that the specific context of
online communication is taken into account, and that an offence would only be
committed if the sender knew or intended the message to be of a grossly offensive,
indecent, obscene or menacing character. The penalties in this area have also been
updated to ensure that they are appropriate and proportionate.

Lastly, the consultation document attached as Appendix 2 to this report provides a
detailed background to the policy development in this area (though it should be noted
that the final policy position was adopted on the basis of a range of evidence,
including the consultation, after it was issued), and human rights notes prepared by the
Law Officers’ Department are attached as Appendix 1.

Financial and manpower implications

There are no financial or resource implications for the States arising from the adoption
of this draft Law.
Human Rights

The notes on the human rights aspects of the draft Law in Appendix 1 have been
prepared by the Law Officers’ Department and are included for the information of
States Members. They are not, and should not be taken as, legal advice.
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APPENDIX 1 TO REPORT

Human Rights Notes on the Draft Telecommunications (Amendment No. 3) and
Crime (Miscellaneous Provisions) (Jersey) Law 201-

These notes have been prepared in respect of the Draft Telecommunications
(Amendment No. 3) and Crime (Miscellaneous Provisions) (Jersey) Law 201- (the
“draft Law”) by the Law Officers” Department. They summarise the principal human
rights issues arising from the contents of the draft Law and explain why, in the Law
Officers’ opinion, the draft Law is compatible with the European Convention on
Human Rights (“ECHR?”).

These notes are included for the information of States Members. They are not,
and should not be taken as, legal advice.

The purpose of these amendments is to ensure that the criminal law in Jersey
continues to effectively deter the sending of harmful online communications, and
provides appropriate and lasting protection for the public, whilst also ensuring that it
does not have a chilling effect on free speech.

The draft Law makes amendments to the Telecommunications (Jersey) Law 2002
(“the 2002 Law”) (see Article 1 of the draft Law) and also to the Crime (Disorderly
Conduct and Harassment) (Jersey) Law 2008 (“the 2008 Law”) (see Article 2 of the
draft Law). As the amendments to each of those Laws raise different issues with
respect to ECHR compliance, they are analysed separately below.

Amendments to the 2002 Law

Article 1 would amend the 2002 Law to expand the scope of the offence currently
found in Article 51 of that Law. The substituted Article 51 would prohibit improper
use of any telecommunications system, not just a public telecommunications system
such as the telephone network. The purpose of this change is to ensure that the offence
applies to communications over private networks, or sent directly from one device to
another without the use of a public network (e.g. via Bluetooth).

The amendments made by Article 1 would also increase the maximum custodial
penalty for an offence under the substituted Article 51 from a maximum of 6 months’
imprisonment to a maximum of 2 years’ imprisonment.

Article 1 also introduces an express ‘mens rea’ (guilty mind) element into the
substituted Article 51 offence of sending a message or other matter that is grossly
offensive or of an indecent, obscene or menacing character. Under new Article 51(2)
and (3), the offence in Article 51(1) would only be committed if the sender knew or
intended the message to be of such a character or was aware of the risk that the
message would be viewed as such by a reasonable member of the public.

The principal ECHR right that may be engaged by the amendments made to the
2002 Law is the right to freedom of expression under Article 10, which states, as
relevant:

States% Page -9
of Jersey P.19/2016



“I.  Everyone has the right to freedom of expression. This right shall include
freedom to hold opinions and to receive and impart information and ideas
without interference by public authority and regardless of frontiers...

2. The exercise of these freedoms, since it carries with it duties and
responsibilities, may be subject to such formalities, conditions, restrictions or
penalties as are prescribed by law and are necessary in a democratic society,
in the interests of national security, territorial integrity or public safety, for
the prevention of disorder or crime, for the protection of health or morals, for
the protection of the reputation or rights of others, for preventing the
disclosure of information received in confidence, or for maintaining the
authority and impartiality of the judiciary.”

The amendments to the 2002 Law made by Article 1 capture additional means of
communication and substantially increase the penalty for misuse of a
telecommunications system. Therefore the amendments may amount to an interference
with the right in Article 10(1) of the ECHR.

The right to free expression is fundamental to the maintenance of a free and
democratic society. However, despite the high importance attached to this right, it is
possible for restrictions on the right to be justified under Article 10(2) of the ECHR.
Any such interference must pursue a legitimate aim set out in Article 10(2), must be
prescribed by law and be “necessary” in a democratic society (i.e. proportionate to the
aim pursued).

Tackling the misuse of telecommunications systems to send grossly offensive,
indecent, obscene or menacing messages clearly falls within the scope of the
legitimate aims set out in Article 10(2) ECHR.

The offence in Article 51 of the 2002 Law (now and as substituted), can be applied by
the courts in a way that, in the circumstances of a particular case, protects the public
while allowing free speech, including rude or distasteful comment or banter, to
continue.

The extension of the application of the Article 51 offence to communications sent
without use of a public telecommunications system is important to ensure the offence
can be applied to new technology and does not change the type of offending behaviour
captured. The increase in the maximum custodial penalty for commission of the
substituted Article 51 offence reflects that conduct amounting to cyberbullying may
have a very significant effect on the victim, particularly in a small community. The
increased penalty will give the prosecution and the criminal courts greater latitude to
reflect this in sentencing in serious cases.

The new mens rea element of the substituted Article 51 offence has been formulated
to reflect the decisions of the courts in England and Wales relating to the application
of the equivalent offence in section 127 of the Communications Act 2003 (in
particular the decisions in Chambers v DPP [2012] EWHC 2157(Admin) and
DPP v Collins [2006] UKHL 40). That case law would be persuasive here in any
event, so this addition might not substantially alter the nature of the Article 51 offence.
However, it does provide additional certainty and clarity as to the circumstances in
which an individual will be liable to prosecution and will help to ensure that Article 51
is applied in a manner that is proportionate in practice.

Taking into account the points above, the amendments made by Article1l are
proportionate to the pursuit of a legitimate aim.
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Amendments to the 2008 Law

Article 2 would amend the 2008 Law so as to permit the court to make or impose a
restraining order following conviction for any offence (not only an offence of
harassment), if the court is satisfied that it is necessary to do so to protect the victim or
any person named in the order from further conduct which would amount to
harassment, or from a perceived threat of violence. The new Law would also increase
the maximum penalty for breach of a restraining order to 2 years’ imprisonment and
an unlimited fine.

The ECHR right most likely to be engaged by this amendment is Article 8 ECHR,
which provides:

“l. Everyone has the right to respect for his private and family life, his
home and his correspondence.

2. There shall be no interference by a public authority with the exercise of
this right except such as is in accordance with the law and is necessary in a
democratic society in the interests of national security, public safety or the
economic well-being of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection of the rights and
freedoms of others.”

The imposition of a restraining order may infringe the right to private life under
Acrticle 8(1) ECHR of the person on whom it is imposed. However, the imposition of
such an order also serves to protect the Article 8(1) ECHR rights of any potential
victim of harassment or threatening conduct. Interference with Article 8(1) ECHR
rights can be justified where the interference is in accordance with the law and
proportionate to a legitimate aim identified in Article 8(2) ECHR.

The imposition of a restraining order following conviction for an offence may pursue
a legitimate aim falling within the scope of Article 8(2). Further, where it is proposed
that a restraining order should be made, the court will be required to balance
competing Article 8(1) ECHR rights to ensure that the extent of any restriction
imposed by a restraining order is proportionate. This requirement is reflected in
Acrticle 5(4)(b) of the 2008 Law as amended by Article 2(4), which makes it clear that
the court can only make a restraining order where it is satisfied, on the balance of
probabilities, that it is appropriate to make the order to protect a person from conduct
that would amount to harassment or would be likely to cause the person to be in fear
of violence.

The requirement for the court to balance competing Article 8 ECHR rights when
exercising its powers to make, vary or discharge a restraining order also arises from
Article 6(1) of the Human Rights (Jersey) Law 2000. That Article requires the court to
act in a manner compatible with Convention rights, including Article 8 ECHR.

Taking into account the points above, Article 2 is also compatible with the ECHR, as
any interference with Article 8(1) ECHR rights arising from it will be in accordance
with the Law and should only be such as is necessary in a democratic society for the
protection of the rights of others.

In view of the above, the draft Law is compatible with the ECHR, as any infringement
of the rights in Articles 8(1) and 10(1) is capable of being justified under Articles 8(2)
and 10(2).
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APPENDIX 2 (PART 1) TO REPORT

Consultation States E

Council of Ministers oEJersey

Title of consultation:

Review of legislation on harmful electronic communications

Summary

The purpose of this consultation is to invite comments on the legislation applying to
harmful electronic communications. £ seeks views on whether the existing
legislation is appropriate, or whether it requires amending, to remove any doubt
about its application and fo ensure that it is future proof. It also considers whether
a new offence is required to tackle the publication of revenge pomography.

Date published Closing date:
31 March 2015 19 June 2015
Supporting documents attached:

Annex 1: Electronic Communications - Usage & Behaviour Survey November
2013

We aim for a full and open consultation process and aim to publish consultation
submissions online. If you do not want your response, including your name and
contact details, to be published, please state this clearly in writing when you submit
your response together with a brief explanation. We will respect your wish for

confidentiality as far as possible, subject to the Freedom of Information law.
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Consultation
Council of Ministers

Introduction

The Council of Ministers is consuliing on whether it is approprate to make changes
to the legislation applying to hamiful electronic communications.

The Council recognises that it is important that the relevant authorities in Jersey
have the ability, in appropriate cases, fo prosecute people for sending grosshy
offensive, threatening, false or malicious electronic communications, including via
social media. As part of this, the law should enable the appropriate authorities to
tackle behaviour that constitutes cyberbullying; however, the law should not
provide that electronic communications are subject to 3 more stringent level of
legislation than other means of communication.

The Council is confident that the existing legislation is largely fit for purpose.
However, changes to legislation may be required to remove any doubt about the
application of existing legislation to aclivities conducted electronically, via means
such as social media; to make certain that the legislation is future proof, and to
ensure that existing offences do not have a chilling effect on free speech.

For the purposes of this consultation, the term social media has been broadly
defined as meaning ‘the online social networks, technology and methods through
which people share content, opinions, information and ideas — whether this is in the
form of text, images, audio or video' though it is worth noting that this definition
should not be taken as exhaustive.’

Cyberbullying may include a range of online conduct and has been defined as ‘the
use of information and communication technologies to support deliberate,
repeated, and hastile behaviour by an individual or group that is intended to harm
others.”* So it may include sending abusive or threatening messages, but may also
take place by other methods, such as impersonating a person online or posting
revenge pomography.

The digital world moves extremely quickly and any legislation in this area runs the
risk of quickly becoming outdated. From Snapchat to ‘real-time wel', new platforms
and trends are emerging at an unprecedented rate, in an often unpredictable way
and on a grand scale. Taking Facebook as an example, it was founded in 2004

! Results from the 2013 BDO Local Govermment Social Media Survey
htp/www.bdo.couk’ data/sccets'pdf Sle/d009186525 followine the wends 2013

© mmw.cybermllying or
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Consultation States E

Council of Ministers ofJersey

and now boasts more than 1.3 billion active users.* Other platforms, claiming fewer
users are growing at a faster rate, as indicated in Figure 1: Social media sites,
20122014 Therefore, it is proposed that any amendments to the law and any
new offences should be drafted in such a manner that makes them resilient to
technological development, or future proof, as far as it is practical to do so.

Figure 1: Social media sites, 2012-2014

Social media sites, 2012-2014

of orline adilts wibo wse fae follow g sociol needia icebsites, by pear

okl b [ Fulhie 2004

7171
67
28 28 =5
20 22 o1 p.

Facehaok Linksdin Finkanest Instagr=em Tearttar

FEW RESEARCH CENTER

It iz also vital that any amendments to the law should be made in such a way that
stnkes a halance between ensurng criminal law can be implemented effectively
and protecting freedom of expression. As definitions of ‘grossly offensive” or
‘threatening’ communications can be subjective, consideration must be given to
how legislation can be framed so as to avoid unnecessarily infringing the right to
freedom of expression, as provided by Article 10 of the European Convention of
Human Rights, while also ensuring that there is greater certainty in the application
of the relevant provisions than has been the case in other junisdictions, in particular
England and Wales.

) imewsrpom fiv com/col p-infio/ Facebook. Febmary 6, 2015
" http:/'www pewinternet orz/files'2015/01/PI SocislMadiallpdate? (144
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Consultation States E

Council of Ministers ofJersey

This consultation is not about the detail of potential amendments o the law but
about the proposed approach and the high-level principles that will guide any
legislative response.

Contents

Background

Current legislative position

Intemational examples

Islanders’ experiences and atiitudes
Proposal

Conclusion and questions for consultation

DN b=

Who should respond?

It is important that any changes to legislation take info account a wide range of
views and experiences. Therefore we would like to hear from:

«  members of the public;

+« telecoms providers;

* |5Ps;

+ social media providers;

« digital businesses:

+ internet safety professionals;

=« Consumer organisations; and

« schools and other education providers.
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Consultation States E

Council of Ministers ofJerSE.Y

Section 1: Background

The intemet has become integral io everyday life in Jersey. By 2014, nine out of
ten adulis (91%) had access o the internet; 89% of adults could access it at home
and 85% of workers could access the intermet at work

Although the most popular device for accessing the intemet in Jersey remains the
home computer, it is followed closaly by the smart phone. The use of tablets is also
increasing in popularity. In 2013 more than half (59%) of those in Jersey who
accessed the intermet used a smart phone, while more than two-fifths (42%) used a
tablet® In the UK there has also been a rise in the number of intemet-enabled
devices such as felevisions and games consoles, which one would expect o see
mirrored in Jersey”

Internationally, there has been a rapid rise in the use of social networks. In the UK
almest half of adults (47%) claim to use a social network, and usage is even higher
in Jersey.® In 2014, 65% of adults said they used a social networking site. The use
of social networks is particularly prevalent among young people; nine out of ten
adults aged 16-34 years (92%) reporied using social media such as Twitter and
Facebook, compared to two out of ten (19%) of those aged 65 years or over ®

In conjunction with increased access to the intemet and the rapid growth in the uss
of social media, there have been growing concems, hoth internationally and in
Jersey, about the potential for ham caused by new types of aclivity associated
with their use.

UK case studies
Internationally, thers have been numerous high profile cases involving

cyberbullying and other abusive and threatening behaviour conducted over social
media. These have involved a variety of social networking sites including Twitter,

: Jersey Anmnal Social Survey 2014,

btip:'warw. gov.je ' Government TerseyW orld StatisticsUnit People Communities Pages Socialstatistic
s.aspxsanchor-1

" Jersey Anmnal Social Survey 2013,

btip:'warw. gov.je ' Government TerseyW orld StatisticsUnit People Communities Pages Socialstatistic

5.85pn

" Ofcom Communications Market Report 2014,
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Consultation

Council of Ministers

Facebook and Ask.Fm. In some instances criminal charges have been brought
against alleged offenders.

The hox below shows some examples of recent UK cases. These illusirate the
range of activity that is being considered in this consultation.

Figure 2: UK Case Studies

Abusive and menacing tweets

In January 2014 lsabella Sorley and John Mimmo were sentenced to twelve weeks and
eight weeks respectively for sending abusive tweets to the feminist campaigner Caroline
Criado-Perez. They pled guilty to separate offences of improper use of a public electronic
communications network, contrary to section 127 of the Communications Act 2003.

Offensive Facebook posts

In 2012 Matthew Woods, who had made several offensive postings about the missing five-
year-old girl April Jones, was jailed for twelve weeks. He had been found guilty of sending
by means of a public electronic communications network a message or other matter that is
grossly offensive, contrary to the Communications Act 2003

In 2012 Liam Stacey posted offensive comments about the footballer Fabrice Muamba. He
pleaded guilty to a racially aggravated offence under Section 44 of the Public Order Act
1988 and he was sentenced to 56 days in prison.

Cyberbullying

The suicide of teenager Hanmah Smith is believed to have occurred after she was
subjected to bullying on the social networking site Ask.Fm. Following this the site made
changes to its reporting policies.

Revenge pornography

In 2014 Luke King was given a 12-week sentence after pleading guilty to harassment
without wiclence. He had published intimate images of a woman on the WhatsApp
messaging service, after making a series of threats to her. This is believed to be the first
instance in the UK of someone being jailed for posting revenge pornography online,
following the issuance im October 2014 of guidance that clarfies how prosecutors can use
existing legislation to prosecute perpetrators of these offences. King was prosecuted under
the Protection from Harassment Act 1887, but people who distribute revenge pomography
images and videos could now face two years in jail under a new UK law dealing specifically
with the practice. The Crminal Justice and Courts Act covers material shared via the
internet, text messages and physical distribution.
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Policies of social networks

All of the major social networking sites have policies that are designed to help
safeguard users. Details of these policies can be found on the social networks'
websites "

In most instances the policies prohibit abusive behaviour including: threats to
athers, bullying and harassment, and hate speech. The policies also outline the
steps users should take if they encounter this type of behaviour. A recent report on
social media and criminal offences hy the House of Lords Select Committes on
Communications noted:

Facebook has a real name culture, a set of community standards
(2.g. regarding nudity), enables people to control their own privacy,
and enables the reporting of abuse; Twitter have rules against
threats of violence, targeted harassment and similar issues. Other
operators are less responsible.

However, in some instances, social media polices have been seen o he
ineffective or the social networks themselves have not been seen to enforce these
policies adequately. Intemationally, concems have been expressed that thess
policies alone are not sufficient to protect people from harmful behaviour that would
be illegal if conducted offline. The Select Committee report goes on:

The number of staff employed to consider reports of content or
conduct is inevitably inadegquate to the scale of use of the website.
Globally, Facebook employ "hundreds" of people in this area;
Twitter "in excess of 100" We encourage website operators
further to develop their ability to monitor the use made of their
senices. In particular, it would be desirable for website operators to
explore developing systems capable of preventing harassment, for
example by the more effective real-time monitoring of traffic.™®

This sentiment was echoed in comments from Twitter CEOQ Dick Costolo in a
recent interview:

1 For example: Jrerww fac abook comcommmninystandards:

= = ; https.'werw snapchat.comysafaty;

:' http2wwar publications parliament uk pald2014 1 5/1dselact/Tdc o 37/3 701 . him
“Toid.
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We're going to get a lot more aggressive about [abuse on the platform] and
it's going to start right now. .. we've always taken it seriously. We've drawn a
line on what constitutes harassment and abuse. | believe that we havent
yet drawn that line to put the cost of dealing with harassment on those
doing the harassing. It shouldn't be the person who's being harassed who
has to do a lot of work.. you set policies and then you try to stick to those
policies.™

It is of particular importance o the Govemment of Jersey that vulnerable users
{including children) are protected against harmful behaviour when using social
networking sites.

"% frtp- Frww nvtimes com201 5/03/01 /marazine/dick-costolo-thinks-its-ok-to-never-
mweet.himl? =0
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Section 2: Current legislative position
Existing legislation

There are four key pieces of legislation that are relevant to this area in Jersey.
These are:

=+ Electronic Communications (Jersey) Law 2000™

= Article 51 of the Telecommunications (Jersey) Law 2002

» Crime {Disorderly Conduct and Harassment) (Jersey) Law 20088

» Data Protection (Jersey) Law 2005"

This legislation was enacted before social media hecame pervasive, and thus was
not designed for the ‘digital era’, or was not explicitly intended to deal with

behaviour conducted via social media.

Figure 3: Launch dates of major social networks and video sharing sites

006

Facebook
03 2005 opened 2011
FySpace ‘fouTube o all Snapchat
2004 The 2006 2010 Ask
Facebook’ Twitter Fr

htip . 'www jerseylaw. je/law/display. aspx Turl=lawsinforce?s JFconsolidated¥a2FO4%: 2F04 280 Flect

romicCommumicationsLaw2000 FevisedEdition 1January2?008.him

htip . 'www jerseylaw jelaw/display aspx Murl=lawsinforce/consolidsted 0608 288 Telecommmnicat

onsLaw002 RevisedEdition 1Jamnary?013 him
15

hrpwww jerseviaw jo Taw/ dicplay aspx Murl=lawsinforca®s SChtm % 5 CT awFiles¥s SC 20084 2FT.-

%Eﬂﬂ.ﬂ.hm

httpwww. jerseylaw. je Law/display.aspx Murl=lawsinforce®s 2 fronsolidated®s2£1 526215240 DataP
rotectionlaw2 (05 PevisedEdition 1Januarv2012.hom
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It is important therefore, that this consultation estahlishes whether it is necessary 1o
make changes fo existing legislation, to ensure that the relevant authorifies can
adequately respond to criminal behaviour — such as sending grossly offensive,
threatening, false or malicious communications via social media — while also
ensuring that the offences do not have a chilling effect on free speech.

The relevant Jersey legislation is summarised below.
Electronic Communications (Jersey) Law 2000 [ECJL]

The ECJL provides for the facilitation of elecironic business and the use of
electronic communications and electronic storage. Under the ECJL, provision is
made for the obligations of service providers and for the protection of service
providers from criminal and civil liability, in certain circumstances, for messages
posted on their systems. The term ‘electronic communication’ is defined in section
2 of the EC.L as follows:

‘glectronic communication’ means a communication of information fransmitied —
a. hy means of guided or unguided electromagnetic energy or of both; or
b. by other means but while in electronic form:

However, no provision is made in the ECJL for the prohibition of grossly offensive,
threatening or malicious communications.

Article 51 of the Telecommunications (Jersey) Law [TJL]

Under Article 51, any person who —

a. sends, by means of a public telecommunication system, a message or other
matter that is grossly offensive or of an indecent, obscens or menacing
character; or

h. for the purpose of causing annoyance, inconvenience or needless anxiety
to another, sends by those means a message that the person knows fo be
false or persistently makes use for that purpose of a public
telecommunication system,

shall be guilty of an offence and liable to imprisonment for a term not exceeding 6
maonths or to a fine not exceeding level 4 {currently £5,000) on the standard scale,
or bath.
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The TJL defines ‘telecommunication system’ as ‘a sysiem for the conveyance of
messages through the agency of energy’.”® It is clear that abusive phone calls can
be prosecuted under Aricle 51 of the TJL. It also appears that emails and postings
on video sharing sites such as YouTube, or social media sites such as Facebook
and Twitier, can be prosecuted under Aricle 51, because intermet access is
provided via a public telecommunications system.

Decisions of the Courts in England and Wales have made it clear that messages
sent via social media were communications through such a service. " The definition
of telecommunications system’ in the TJL i different o that used in similar
legislation in England and Wales however, which refers to an ‘electronic
communications service' = Though it is perhaps not beyond doubt, it is likely that
the TJL would be interpreted in a similar way with regard to the applicability of
Arficle 51 fo electronic communications and communications via social media.

Crime (Disorderly Conduct and Harassment) (Jersey) Law, 2008 [CDCJL]

Under Article 2 of the CDCJL a person commits an offence if he or she:

a. uses words that are threatening or abusive;
b, behaves in a threatening or abusive way; or
€. engages in disorderty behaviour,

within the hearing or sight of another person likely to be caused alarm or distress
by the words or behaviour. As a consequence this offence does not apply in the
cantext of electronic communications.

However, Ariicle 3 of the CDCJL provides that a person commits an offence if he or
she pursues a course of conduct:

a. that amounts to harassment of another person; and
b. that he or she knows, or cught to know, amounts to harassment of another
person.

nder some circumstances the CDCJL would be the appropriate legislation for
dealing with the conduct being considered in this consuliation. However, this would

1% Article 1(1) of the TTL defines the term *energy’ to mean “electric, magnetic, elacro-mechanical,
electro-chemical or electro-magnetic enargy’

¥ particular DPP v Chambers [2012] EWHC 2157 (Admin) at para 23, but also subsequent
decisions concerning the applicability of existing offences to messages sent by social media.

* Electronic Communications Act 2003

bhrpwww. lemislation. [Yichapter/1
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anly be the case when there have been two or more separate incidents such that a
‘course of conduct’ can be established ™

The application of the Aricle 3 offence in the context of communications via social
media was considered by the Royal Court in the case of Chapman v Aftorney
General, which concemed an appeal against conviction and sentence from the
Magistrate's court.® In that case the course of conduct alleged to amount to
harassment arose from three incidents, two of which were communications on
Facebook. Although in that case the Royal Court did not find the messages
sufficiently serious to justify criminal culpability for the course of conduct as whaole,
it is clear that the offence can be used in relation to communications via social
media.

The Data Protection {Jersey) Law 2005 [DPL]

The DPL requires ‘data controllers’ to process personal data (ie. data relating fo
particular identifiable persons) in accordance with eight data protection principles
as well as the cther provisions of the DPL=

In many cases the processing of personal data by private individuals for domestic
purposes using social media will fall within an exemption from the requirements of
the DPL. As a result, the DPL does not provide a complete answer o the concems
addressed in this consultation.® However, in the UK, equivalent provisions of the
Data Protection Act 1998 have been used occasionally to address the unwanted
publication of some personal data on social media by campaign groups.™

:_' See Article 3(3) of the CDCIL

* [2013] TRC257

#'§ &. persons having control over the processing of personal data

* Article 36 of the DPFL provides that parsonal dara processed by an individusl only for the purposes
of that individual’s personal, family or household affairs (including recreational purposes) are
exempt ffom the data protection principles and Parts 2 and 3 of the DFL.

* e for example Law Secriefy v Eordowsk [2011] EWHC 3185{QB), which was concerned with
the “Solicitors from Hell” website.
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Summary

In summary, analysis of the existing legislation indicates the following:

1.

2

Mo explict provision is made in the ECJL for the prohibition of offensive,
threatening or malicious communications.

It appears that the definition of ‘felecommunications systems' in the TJL
could be interpreted as including elecironic communications such as email
and social media, so that the offences in Article 51 of that law could he
applied to hamful online communication such as cyberbullying.

Prosecution under the CDCJL is appropriate in some cases when there
have been sufficient incidents to qualify as a ‘course of conduct’. However,
‘one-off’ incidents would not qualify as harassment.

. The DPL places some relevant restrictions on the use of personal data, but

it is limited in its application to the processing of personal data by private
individuals, so it isn't a substitute for appropriately tailored offences.

. The existing law does provide protection from cyberbullying and other types

of behaviour on social media that would be considered criminal if conducted
via traditional means of communication.

Monetheless, consideration should be given as to whether the TJL or other
legal provisions should be amended or additional offences introduced to
remove any ambiguity about the circumstances in which a prosecution may
take place and the paricular types of malicious, grossly offensive and
threatening communications that are covered.
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Section 3: Intermational examples

Internationally, the type of behaviour considered in this consultation is rarely a
specific criminal offence. Instead, it often falls under other legislation such as
stalking and harassment laws.

Some jurisdictions have taken steps to explicitly tackle behaviour such as
cyberhullying through legislation.

Canada

For example, in 2013 Nova Scotia introduced a new law (the Cyber Safety Act)
which gives victims the ability to sue cyberbullies or (in the case of minors) their
parents. The legislation allows victims to apply for protection orders to place
restrictions on, or to identify, the cyberbulty. A new unit, Cyber Scan, oversees this
law.** The court has powers to cut off the suspected bully's intemet or seize their
equipment for up to one year. This legislation has heen criticised as it is perceived
that those deemed to be ‘cyberbullies’ are not offered the opportunity of a defence
and that parents and school administrators can be liable, fo varous degrees, for
what minors do online.

USA

In the USA the pnmary federal law regarding internet safety is the Children's
Internet Protection Act of 2000 [CIPA]. Schools and libraries subject to the CIPA
must have an intemet safety policy for their computers that filters and blocks
obscene content in order to receive discounts for intermet through their E-rate
programme. They must also have a policy that addresses minors' access to
hanmiul material on the intemet.

Individual US states have also passed some relevant legislation. For example, in
2010 Arkansas passed a new criminal offence of cyberbullying that criminalises the
transmission, sending or posting of a communication by electronic means of
frightening, coercing, intimidating, threatening, abusing, harassing or alarming
another person if this action was in furtherance of severe, repeated or hostile
behaviour towards the other person. This offence is punishable by up to 90 days
imprisonment.

;5hirg:-‘-‘www.cvbetscan_unmscuda.ca-'
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Singapore

In Nowvember 2014 Singapore infroduced a wide-ranging law that targets
harassment™ The law makes it clear that the courts may prosecute acts of
harassment committed online. The courts will also he able to impose fines of up to
55000, longer imprisonment sentences (up to 12 months), community orders and
increased penalies for repeat offenders.

England and Wales

In England and Wales the behaviour being considered in this consultation falls foul
of offences under a number of different pieces of legislation. The two most relevant
are: the Malicious Communications Act 1998 and the Communications Act 2003.

Section 1 of the Malicious Communications Act 1998

The Malicious Communications Act encompasses the sending of letters, elecironic
communications and other arficles fo another person. It covers messages that are
indecent, grossly offensive, constitute a threat and that contain false information.
To commit the offence the persen sending the communication must intend to cause
distress or anxiety to the recipient or to other people whom the sender intends the
message fo be communicated. By virtue of section 1(2A) of the Act, the offence
has been specifically extended to cover any communication in electronic form.

Section 127 of the Communications Act 2003

By virue of Section 127i1) of the Communications Act 2003, it is an offence for a
person to send or cause to be sent through ‘a public electronic communications
network’, a message or other matter that is grossly offensive or of an indecent,
obscene or menacing character. Section 127(2) goes on to provide that it is an
offence to send or cause to be sent a false message for the purpose of causing
annoyance inconvenience or needless anxiety to another. These offences are
similar to those in the TJL.

As noted earlier in this paper, there is a distinction between the Communications
Act 2003 and the TJL in the terminology used o describe a system through which
messages are sent. However, it is likely that, as with the English legislation, the
TJL can capture all forms of electronic communication, including those sent via
social media.

*" The Protection from Harassment Act 2014
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However, the practical application of the Communications Act 2003, which like the
TJL was enacted before the mass adoption of social media, also reveals some
difficulties with the application of the section 127 offences to behaviour on social
media and offers some important lessons. Indeed, it is only recently that its
application to social media has been clarified by judgments of the courts and by the
introduction in 2013 of new Guidelines for prosecutions involving social media by
the then Director of Public Prosecutions

One particular problem that was noted with section 127(1) of the Communications
Act 2003 is that it does not make it clear what the intent of the sender should be in
order to commit the offence and this has only been clarfied by the Divisional Court
in England in the case of Chambers v DPP* Essentially the sender must have
intended that the message should be of an offensive or menacing character or
alternatively, have recognised the risk that it may create fear or apprehension in
any reasonable member of the public who reads or sees i

As the then Director of Public Prosecutions, Keir Stammer QC explained, in England
it was necessary fo put in place prosecutonal guidelines, which were designed, in
view of difficuties in applying the legislation to social media, to help ensure a
consistent approach to enforcement and balance the fundamental nght of free
speech with the need to prosecute serious wrongdaoing:

The guidelines will help prosecutors to make fair and consistent
decisions to prosecute in those cases that clearly require robaust
prosecution in accordance with the Code for Crown Prosecutors,
and to uphold the right to freedom of speech in those cases where a
communication might be considered grossly offensive, but the high
threshold for prosecution is not met

It is warranted to suggest that prior to the infroduction of these guidelines, the
English legislation in this area was so broadly drafted as to lead to its use in too

:thrp:-'-*a'nw.cps.zm‘.u.k-‘lml;a to c/communications sent via social media’
*[2013] 1 AN ER 149 at 160

* 5o paragraph 346 of the decizsion, The Divisional court said in particular that if the message were
intended as a joke, even if a poor joke in bad taste, it is unlikely that the offence would be
commifted

3
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many cases (including the now infamous Chambers v DPF case, better known as
the Twitter Joke Trial’ mentioned above).

In view of these difficulties in England and Wales, it may be appropriate to make
changes fo existing legislation in Jersey fo remove any uncertainty as to its
application. Further, if new any new offence is enacted in response to this
consultation, it must be prepared with an awareness of these difficulties, so as o
avoid similar pitfalls >

One of the difficulies in applying the existing offences to social media is that
arguably, it is important that the context in which a communication takes place is
taken into account in deciding whether it should be characterised as criminal. The
House of Lords Select Committee on Communications cites the following extract
from the guidance, emphasising this point:

Prosecutors should have regard to the fact that the context in which
interactive social media dialogue takes place is guite different to the
context in which other communications take place. Access is
ubiquitous and instantaneous. Banter, jokes and offensive
comments are commonplace and ofien  spontaneous.
Communications intended for a few may reach millions

Revenge pomography

Motwithstanding that other offences may apply, the UK has recently amended
legislation to make ‘revenge pomography’ a specific offence. The Criminal Justice
and Courts Act 2015, which received Royal Ascent on 12 February 2015 states:

It is an offence for a person to disclose a private sexual photograph or film if the
disclosure is made —
a) without the consent of an individual who appears in the photograph or film,
and
b) with the intention of causing that individual distress >

Speaking on the fopic of revenge pomography, Minister for Women and Equalities
Micky Morgan said:

]:erp A ]E.ﬂslatum.zm k) ul:ggg 20152 /section'33 enacted
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Circulating intimate photos of an individual without their consent is
never acceptable. People are entitled to expect a reasonable level
of respect and privacy...it is right that those who do circulate these
images are held to account, and that we educate young people o
the hurt that can be caused by breaking this trust.*

In Jersey, posting sexually explicit material onto the internet may conslitute the
sending of a message of a character prohibited by Article 51 of the TJL. In this
context the focus will be on whether the sending of the particular message or
communication is grossly offensive, indecent or obscene, not whether the image
itself is grossly offensive, indecent or obscene. Posting revenge pomography
online might also, potentially, form part of a course of conduct amounting to
harassment. Further, where the material depicts a person under the age of 16, that
may be an offence under Article 2 of the Protection of Children (Jersey) Law
1004 *

Existing legislation might therefore address incidents of revenge pomography.
Monetheless, given the harm that might be caused fo a victim by just a single
incident of revenge pormography, Jersey may wish to consider enacting a specific
offence, pernaps of a similar nature to that enacted in the UK, to tackle this type of
conduct and to ensure that the maximum penalty for such an offence is
commensurate with the harm caused.

Therefore, whilst taking the opportunity to consult on the subject of inappropriate
online behaviour, t was felt that this consultation should also seek input on
whether it would be appropriate to consider making revenge pomography a
specific new offence, or whether it would be preferable to use exisiing legislation
where possible.

Education and awareness initiatives
Education and awareness-based approaches may also have a chance of
effectively reducing harmful hehaviour in the longer term. A number of jurisdictions

undertake initiatives aimed to inform and educate intemet users.

For example, Safer Intemet Day is organised by the UK Safer Intemet Cenire in
February of each year to promote the safe and responsible use of online

.A.rtl.c]e 2 concerms mdecem phnm;mpl]s of pseudo-photographs of children
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technology and mobile phones for children and young people. ™ The Anti-Bullying
Week which takes place in November each year also tackles cyberbullying and has
been taken up by other jurisdictions such as the Isle of Man.

Australia's key anti-bullying event for schools, the Mational Day of Action Against
Bullying, has been running since 2011. It provides resources to schools, children
and parents regarding ‘real world’ bullying and cyberbullying.

In Malta the Be Smart Online project, which is partly funded by the European
Lnion, endeavours to ensure that all stakeholders in the Island focus on the safer
use of the intermet by children and youths. The initiative is designed to raise
awareness of the primary issues, as well as to promote and operate reporting
facilities for internet abuse, and to support respective victims.

Summary

By studying infermational approaches to managing hamiul  electronic
communications, we might better inform Jersey's own approach to grossly
offensive, threatening and malicious behaviour online. The key points are as
follows:

1. Instantaneous communication that takes place on the intemet and via social
media has its own particular characier, meaning that definitions of offences
must be carefully crafted so that the imposition of an offence does not
unnecessarily stifle free speech.

2. Where the potential application of offences is unclear or offences are very
broadly drafted, then guidelines for prosecutors and police can help fo
ensure that there is a consistent approach to legisiation and help set
parameters for where prosecution is appropriate.

3. There are inherent difficulties in enforcing legisiation on a medium such as
the intemet, which has no territorial boundaries.

4. There are concems regarding the effectiveness of legislation, particulary
regarding the ability to police and prosecute in terms of resourcing and
evidence.

5. Legislation may be appropriate in some cases but other non-legislative
approaches, including improved education and awareness, could also be
considerad to help address harmiful behaviour in a constructive rather than
a punitive way.

. bittp://consumers ofcom org.uk/ 201402 /safer-intermet-day-2014/
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Section 4: Islanders’ experiences and attitudes

To inform policy development in this area, and o enhance its understanding of
online behaviour and attitudes, the Government of Jersey commissioned Island
Analysis to conduct qguantitative research on usage and behaviour in relafion to
electronic communication in Jersey. This research had a particular focus on user
experience and existing levels of concemn around malicious, grossly offensive or
threatening communications: including cyber-bullying

The research offered further insight regarding:

» online usage frends;

= online malpractice and level of concer;

= the need for additional education and support relating to online usage and
Security;

« different demands of various sections within the population regarding online
usage; and

« the perceived need or otherwise for legislative amendments fo enhance
consumer protection anline.

The full report is attached to this document as Annex 1, and key findings from this
research are outlined below. In considering these findings it is important to note
that this survey was conducted online and that respondents were therefore likely to
be regular intermet users.

Online usage

The ressarch found that the laptop computer at home and the smart mobile phone
were the two most used devices to access the intemet. The tablet computer was
also becoming more popular.

The most frequent online activities were browsing the intemet, using social media
sites and email. Half of respondents said they accessed social media sites several
times a day and the most used socal media sites were Facebook, Google+ and
Twitter.

* The full report can be found in Annex 1
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Figure 4: Online activities
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Level of concern about content online

Just under half of respondents indicated that they were either ‘very concemed
(20%) or ‘concemed’ (26%) about being exposed to inappropriate, malicious or
offensive content online. A further one in three was ‘not particulary’ concemed,
with 20% saying they were ‘not concemed at all’.

Figure 5 Level of concern

Level of concern for inappropriate, malicious or
offensive content online

1%
= Very concermed
= Concermed
‘ = Mot particulany concemed

= Mot concemed at all

u Mo view
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Confidence and awareness

In Jersey, evidence suggests that majority of intemet users are aware of how to
respond to malicious, indecent or grossly offensive content, and feel confident in
doing s0.* The majority of respondents (72%) stated that they were “very aware’ or
‘aware’ of the actions that they could take with regard fo blocking, getting help, or
reporting offensive anline content. A similar percentage (71%) indicated that they
were ‘very confident’ or “‘confident’ of knowing what to do if they came across this
type of content if they found it online. Howewver, it is important to note that a
significant proportion (27%) reported that they were ‘not very confident’ or ‘not
confident at all' of knowing what to do if they encountered this type of material and
28% said they were not very aware’ or ‘not aware at all' of actions that they could
take.

Figure 6: Confidence

Confidence level of knowing what to do regarding
malicicus or offensive online content

n

m yery confident

= Fairy confident
Hot very confident

= Mot confident at all

= o view

* annex 1
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Figure T: Awareness

Awareness of actions that covld be taken with
regard to blocking, getting help or reporting online
content

uYery aware
uAWTre
Hof very gware

= Mot gware at al

Users' experiences

Respondents were asked to detail the issues that they had encountered online
during the past 12 months. By far the most commonly reported problem was
receiving unsolicited emails, followed by online fraud attempts and virus security
threats. A small proportion (3%) of respondenis said they had expenienced online
bullying while 2% said they had received threatening communications. Analysis of
responses hy age group indicates wery little variation between age agroups,
however the 50 and over group reporied a slight preponderance of anline fraud
attempis and unsolicited emails.
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Figure 8: Experience of Online lssues

Experience of following online issves online in last 12 months

| | |
Unsoicited emails

|
Urananted sexuadl content
Unwanted vislent content

Upsetting matenal

Privacy issues

An offensive comment directed at you |
through social media

Threatening communications

Been offended by something that you have
seen onine

Experenced online bulying

Security threat eig. vins
cniine fraud attempt
Identity theft

Fimancial loss

Hone of the above

Q 3 10 15 20 25 30
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Only half the respondents indicated that they had taken acfion against such online
activity. Respondents were asked fo state what action they had taken and many
reported blocking the content or reporting it to the wehsite.

The research indicates that such online experences do not significantly affect the
way that the majority use the intemet, with 71% of respondents saying that it had
‘no impact at all'. But when respondents were offered the opportunity to state how it
had changed their behaviour, if at all, many reported being more cautious about
which sites they use and being more vigilant regarding security.
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Responsibility for internet safety

Respondents were strongly of the view that, for adults, intemet safety was the
responsibility of individual users and, to a slightly lesser extent, website
owners/creators. Respondents overwhelmingly felt that parents were responsible
for the intemet safety of children and, to a much lesser extent; the organisation that
the minor was accessing the intemet through (e.g. a school, workplace or college).

Summary

The findings from this research indicate that, as more people have access to the
internet, social media use is becoming almost ubiguitous. A large proportion of
internet users in Jersey feel confident going online and using social media, and say
they know how fo respond if they come across potentially harmful material.
However, there is still a significant number of less confident users who might
benefit from increased protection andfor improved education and information
around intemet safety.

It is clear that most of the respondents believe that adults bear the majority of
responsibility for their own safety online. The situation is less dear-cut with minaors,
wherz the majority of respondents felt that parental responsibility was paramount
but some felt that institutions such as schools have an important role to play

Only a small proportion of respondents reported experencing online bullying or
threatening communications. However, intemational cases demonstrate that, for
the minanty who do encounter malicious or threatening communications anline, or
who are victims of cyber bullying, the experience can be deeply troubling and in
some cases have severe and potentially tragic consequences.
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Section 5: Proposal

It should be clear in Jersey that a person may be guilty of an offence if he or she
sends, or causes to be sent electronically, including by social media, a message
that is of a grossly offensive, obscene or threatening character or sends a false
electronic communication for the purpose of causing annoyance, inconvenience or
needless anxiety to another.

While it does not appear that a new offence is needed to achieve this, it is also
recognised that there have been difficuliies in applying offences to behaviour of
this nature in England and Wales. It might therefore be appropriaie {o take some
action to avoid similar difficulties in Jersey by either clarifying the law or creating a
new offence.

It is proposed that further consideration be given to whether it might be appropriate
to introduce further definition and clarification into the TJL than is currently present
in Article 51(a) or whether any further offences are required.

It is also proposed thai any changes o legislation should draw on the principles
established in the DPF's guidelines for when it would be appropriate o prosecute
in respect of communications sent by social media.®® Clarfication of the law in line
with the DPP’s guidelines would have three primary objectives:

1. toensure that all types of threatening and bullying behaviour conducted via
social media are potentially captured by the relevant offences;

2. to provide greater certainty as to when offences will apply and to ensure
that they only act as a restrictions on freedom of speech where it is
necessary and proporfionate to do so; and

3. to provide, so far as iz approprate, that the context in which the
communication is sent, including the age and maturity of the sender and the
circumstances of the potential victim is taken into account in determining
whether an offence has been commitied.

Any amendments to the legislation in Jersey should be made in light of these
objectives. This should help to avoid some of the difficulties faced in England and
‘Wales, mentioned earlier in this paper, and mitigate concermns about threats to free
speech.

;“"h.rrp:-'-an.’.cps.zn!:.u.k-‘lgggl‘a to c/communications sent via social media‘indsx himl
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One area where greater clanty may be useful is in relation to the intent that a
person sending a communication must have if they are to commit an offence. One
approach would be to provide expressly that a person only commits an offence
where they intend that the message he threatening or grossly offensive or are
reckless as to whether it would have that effect. So, where a message is intended
purely as a joke and the person has no reason to think it would be perceived in
another way, then they would not commit the offence. A variation on this approach
would be for a person to commit an offence only where they intend that the
message cause distress or anxiety to the pariicular recipient of the message.

Anather area where greater clarity may be useful is in relation to the key terms
used in the offence. For example, drawing on experience in England and Wales
and the DPP's guidelines, it is proposed that a high threshold should be set when
considering which communications should he considered grossly offensive,
obscene or threatening. A merely offensive electronic communication, or one that
is in bad taste, should not be contrary to criminal law. As mentioned previously, it
is important that electronic communication is not held o a different standard than
any other form of communication. Further, the expression of controversial views
about serious or trivial matters and banter or humour, even if distasteful to some or
painful to those subjected to it, should not be prohibited. It might be useful to
consider defining key terms such as ‘grossly offensive’, to provide greater certainty
in respect of such matters.

It is also worth considering whether some of the terms used in the TJL remain
appropnate. For example it might be preferable to use the term ‘threatening’ rather
than ‘menacing’ in setting the scope of the Article 51(a) TJL offence. This is on the
basis that the two terms may have the same meaning, but ‘threatening’ is a more
common term today and more readily understood.

General matters in relation to offences

In keeping with the objectives outlined above, there may be other ways in which
the application of Article 51 of the TJL or any new offence can be tailored.

For example, it might be appropriate to provide for a defence in respect of these
offences where the sender (or resender) of an electronic communication takes swift
action to remove the communication or block access to it or to mitigate any harm
that it may have caused (e.g. by apologising to the recipient(s)).

Page 27 of 30

Page - 38

P.19/2016

States &
of Jers?ir




Consultation

Council of Ministers

[t may also be appropriate to provide for defences where the sender did not know
and could not be expected to know, that the audience for the communication would
include a particular alleged victim or would be as large as is ultimately the case.

The l=gislative form that any amendments fo Aricle 51 of the TJL, or any new
offences should take will be the subject of further consideration in lght of the
outcomes of this consultation. f new offences are enacted then further
consideration will also nead to be given to amending the offence in Article 51 of the
TJL to ensure the two laws work in hamaony.

While we do not propose to amend the definition of telecommunications system in
the TJL at this time, views are welcome on the application of this definition to
electronic communications via social network sites such as Facebook and Twitter.

In order to ensure that the provisions are ‘future proof, as far as it is practical to do
50, it may also be appropriate to look to take powers for the States Assembly o be
able to amend technical definitions such as this by Regulations.

As noted above, in England and Wales the DPP has drawn up guidelines to reduce
the scope for inconsistent prosecution decisions to be taken regarding the wery
broad way in which the offences are framed in that jurisdiction. Whether it would be
appropriate for Jersey's Law Officers, who are responsible for prosecutorial
decision making, to draw up any similar guidelines in relation to any new offences
would be a matter for them to consider in due course. It may be relevant to note in
this regard that the application of a public interest test is always part of the process
when deciding whether to pursue a prosecution.

Revenge Pormography

The posting of sexually explicit material onto the intemet, without the consent of the
individual depicted, may have devastating consequences for the victim of such an
act. Given the potential harm involved, it is proposed that, notwithstanding the
potential application of existing offences to this conduct, further investigation
should be conducted into whether specific legislative provision should be made.
This provision could be of a similar nature to that enacted in the UK and further
views are sought on this proposal.
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Section 6: Conclusion and guestions for consultation

The Council of Ministers is seeking input on what the appropriate legislative
position should be for dealing with grossly offensive, threatening, false or malicious
electronic communications in Jersey.

The subject of electronic communications, including social media, is a complex and
emotive one. It will be important therefore, that any approach takes into account
the need to provide the relevant authorities with accessible, up-to-date legislation,
whilst ensuring freedom of expression. It is also important that any changes o
legislation are made in such a way that ensures they are ‘future proof’, as far as it
is practical to do so.

This consultation proposes that, so far as it is necessary and appropriate, further
clarity and certainty should be brought to the law in this area. The Council of
Ministers is seeking input on whether existing legisiation is appropriate and
sufficient, or whether further offences, such as the specific act of ‘revenge
pomography’, should be introduced.

Questions for consultation (Please give reasons for your response)

1. Do you think that the approach proposed in this consultation document
sirikes the right balance between ensurng freedom of expression and the
need to uphold the criminal law?

2. Do you think that, as a matter of general principal, people should be held
accountable for their activities conducted online in the same way that they
are for activities conducted offline?

3. Do vyou think it is appropriate to amend the existing offence in Article 51(a)
of the Telecommunications (Jersey) Law 2002 so that it is clearer when the
sending of a harmiul online communication should be treated as criminal?

4. Do you think that it would be appropriate o create a new offence so that is
clearer when the sending of a hamful online communication should be
treated as criminal?

5. Do you think that altemative approaches to tackle this type of behaviour

should be considered as well as/or instead of changes to legiskation? If so,
please give details.
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6. Do you believe that a specific offence should be considersed relating to
‘Tevenge pomography’?

7. Do you have any comments in relation to the fopic that you feel have not
bheen addressed in this consultation? If so, please give details.

Ways to respond
Telephone: +44 (0) 1534 448100
Email: HOCconsultation@gov.je
Write to: Harmful Electronic Communications Consultation
Cyril Le Marquand House
The Parade
St Helier
JE4 UL

This consultation paper has been sent to the Public Consultation Register.
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APPENDIX 2 (PART 2) TO REPORT

Consultation Summary of Responses States E

Council of Ministers nt‘JerSt‘:Y

Review of Legislation on Harmful Electronic Communications

31 March - 19 June 2015

Summary of consultation responses:
Introduction

In March 2015, the Council of Ministers issued a public consultation on whether it
would be appropriate to make changes to the legislation in Jersey applying to
harmful electronic communications (i.e. cyber bullying, harassment, revenge pom).
The purpese of this consultation was to seek views on whether the existing
legislation is appropriate, or whether it requires amending, to remove any doubt
about its application and to ensure that it is Tuture proof. If also considered
whether a new offence is required 1o tackle the publication of revenge
pomography.

In issuing this consultation, the Council recognised that it is important that the
relevant authorities in Jersey have the ability, in appropriate cases, to prosecuie
people for sending grossly offensive, threatening, false or malicious electronic
communications, including via social media. As part of this, the Council
acknowledged that the law should enable the appropriate authorities to tackle
behaviour that constitutes cyberbullying; however, they also noted that the law
should not provide that electronic communications are subject to a more stringent
level of legislation than other means of communication.

The consultation sought views both on the proposed policy approach and on the
existing legislation, as well as asking seven particular questions:

1. Do you think that the approach proposed in this consultation document strikes
the right balance between ensuring freedom of expression and the need to
uphaold the criminal law?
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2. Do you think that, as a matter of general principal, people should be held
accountable for their activities conducted onling in the same way that they are
for activities conducted offline?

3. Do you think it is appropriate to amend the existing offence in Arficle 51(a) of
the Telecommunications (Jersey) Law 2002 so that it is clearer when the
sending of a harmiul online communication shaould be treated as criminal?

4. Do you think that it would be appropriate to creaie a new offence so that is
clearer when the sending of a harmful online communication should be treated
as criminal?

5. Do you think that alternative approaches to tackle this type of behaviour should
be considered as well asfor instead of changes to legislation? If so, please give

details.

6. Do you believe that a specific offence should be considered relating to ‘revenge
pomography’™?

7. Do vyou have any comments in relation to the topic that you feel have not been
addressed in this consultation? If so, pleass give details.

The consultation was open for twelve weeks and closed on the 19° June 2015, It
received twelve responsas, a summary of which is enclosed below.

Summary of Consultation Responses

We received twelve responses to the consuliation. Eleven responses were from
individuals. One was from the Consumer Council.

Responses from Individuals
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Given the sensitive nature of this topic, and in accordance with the States of
Jersey's policy on public consultations, the responses from individuals have been
anonymised, and their confent has been summansed rather than repeated
verbatim.

Most responses to the consultation reflected individual views, provided examples of
personal experience and gave an insight into the potential for emotional distress
that can result from hamnful online communications.

The responses cover a range of subjects (from cyberbullying and freedom of
expression, o guestions of responsibility and the right to be forgotten) and provide
a good indication of the complexity and emotional impact of this topic. Blogs are a
topic of particular concem to many responders, particularty in terms of what should
be considered hamful or unlawful in the context of publishing personal blogs.

Nine responses indicated that it would be advantageous to amend or clarify the
existing legislation; seven suggested that it would be appropriate to create new
offences for either the posting of harmful online communications or for the specific
act of revenge pomography (though it is worth noting that many appearad unaware
that this behaviour is likely already covered under existing legislation); nine agreed
that the legislative approach should treat behaviour conducted online the same as
behaviour conducted offline.

The responses also highlight the need for a proportionate approach, which takes
into account the unique characterstics of anline communication, and which
recognises that legislation alone cannot be expected to address hamful online
behaviour. The enclosad quotations provide a flavour of the responses:

« °__itis important that online publication is dealt with in a very similar mannervio
[sic.] ofi-line publication’
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+ ‘For those that haven't experienced this form of assault it is difficult to imagine
what it feels like. | can assure you that it takes over your life. Even when it is
finished the assault leaves its affect [sic.] on you.’

= A civilised society should always be open to new or different ideas, absolutely
including ideas that some, or even all, of those supparting the established order
disagres with.'

+ ‘People have to be held to account for what they wiite onling when its [sic.]
knowingly offensive o others.”

+« ° _the global reach of the intemet means that while any framewaork of law might
be used to constrain local individuals, the anonymity which the internet
provides, and the global reach, ensures that a determined individual can
always find a mechanism to flout any restrictions.”

Jersey Consumer Council

The Jersey Consumer Council submitted a substantive response on behalf of its
members. The response concentrated on the importance of protecting freedom of
expression, supported the proposed approach (1.e. that any amendments to the law
should he proportionate, future-proof and platform neutral) and highlighted the role
that education has to play in tackling harmful online behaviour.

In summary, the response stated that:

+ Cltis very difficult to find the balance between preserving the right to one's
freedom of expression, whilst at the same fime remaoving speech that is
deemed to be hateful”

« O _comments produced, be they online or offline should be freated equally, and
as such individuals should be held to account, where necessary.”

+ ‘As stated in the consultation, a large proporiion of intemet users feel confident
in using the intermet and engaging in social media.”

+ “The Council firmiy believe in the important role of education in all matters o
help everyone make informed choices; education is fundamental to this topic..*
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The Jersey Consumer Council's response is attached as an appendix to this
document.

It should be noted that the responses to the consultation mainly offer personal
opinion and highlight individual experiences. As such, they provide limited new
guantitative evidence; however, they do support the cniginal guantitative research
that was commissioned as part of the development of the consultation, as well as
other analysis and evidence gathered throughout the process (e g. intemational
case studies).

Minister'department response to this feedback

Mext steps

Warking jointly between the Home Affairs Department, the Economic Development
Depariment, the States of Jersey Police and the Law Officers Department, officers
will prepare recommendations on the options that are open to the Council of
Ministers for making amendments to legislation, drawing on all of the evidence
above._ It is worth noting that any recommendations will depend upon the legal
advice given in preparing law drafting instructions.

Supporting documents attached:

Appendix 1 — Jersey Consumer Council response
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Explanatory Note

This draft Law would make amendments for the purpose of introducing more effective
sanctions against “cyberbullying” and other offensive or malicious uses of online
social media in particular, and telecommunications in general. Article 1 would amend
the Telecommunications (Jersey) Law 2002 to expand the scope of the offence in
Acrticle 51 of that Law. The substituted Article 51 would prohibit improper use of any
telecommunications system (not just a public telecommunications system such as the
telephone network). An offence of sending a message or other matter that is (or
conveys anything that is) grossly offensive or of an indecent, obscene or menacing
character would be committed only if the sender knew or intended the message to be
of such a character or was aware of the risk that the message would be viewed as such
by a reasonable member of the public. An offence would also be committed where a
person sends a false message or persistently uses a telecommunications system for the
purpose of causing annoyance, inconvenience or needless anxiety to another. The
penalty for an offence under Article 51 would be increased to a maximum of 2 years’
imprisonment and an unlimited fine (either or both of which may be imposed by the
court, under Article 13(3) of the Interpretation (Jersey) Law 1954).

In the Crime (Disorderly Conduct and Harassment) (Jersey) Law 2008, the
amendments made by Article 2 would have the effect of permitting the court to make
or impose a restraining order on conviction for any offence (not only an offence of
harassment), if the court is satisfied that it is necessary to do so to protect the victim or
any person named in the order from further conduct which would amount to
harassment, or from a perceived threat of violence. The penalties for an offence of
harassment, and for breach of a restraining order, are increased correspondingly with
the change to the Telecommunications (Jersey) Law 2002, to a maximum of 2 years
imprisonment and an unlimited fine. New provision is also made for amendment or
revocation of a restraining order, on the application of the Attorney General or the
person against whom the order was made.

Article 3 would give the title by which this Law may be cited and provide for it to
come into force 7 days after it is registered.
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Draft Telecommunications (Amendment No. 3) and Crime
(Miscellaneous Provisions) (Jersey) Law 201- Acrticle 1

=

Jersey

DRAFT TELECOMMUNICATIONS (AMENDMENT
No. 3) AND CRIME (MISCELLANEOUS
PROVISIONS) (JERSEY) LAW 201-

A LAW to amend further the Telecommunications (Jersey) Law 2002 and to
amend the Crime (Disorderly Conduct and Harassment) (Jersey) Law 2008

Adopted by the States [date to be inserted]
Sanctioned by Order of Her Majesty in Council [date to be inserted]
Registered by the Royal Court [date to be inserted]

THE STATES, subject to the sanction of Her Most Excellent Majesty in
Council, have adopted the following Law —

1 Telecommunications (Jersey) Law 2002 amended

(1) The Telecommunications (Jersey) Law 2002t is amended in accordance
with paragraphs (2) and (3), and in those paragraphs a reference to an
Article is to an Article of the same number in that Law.

(2) In Article 1(1), in the definition “message” for the word “means” there
shall be substituted the word “includes”.

(3) For Article 51 there shall be substituted the following Article —

“51 Improper use of telecommunications system

(1) A person (the ‘sender’) who, by means of a telecommunication
system, sends a message or other matter that is (or conveys
anything that is) grossly offensive or of an indecent, obscene or
menacing character, is guilty of an offence if either paragraph (2)
or (3) applies.

(2)  This paragraph applies if the sender knew or intended the message
to be grossly offensive or of an indecent, obscene or menacing
character.

(3) This paragraph applies if the sender was aware, at the time of
sending the message, of the risk that it would be viewed as grossly
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offensive or of an indecent, obscene or menacing character by any
reasonable member of the public.

(49) A person who, for the purpose of causing annoyance,
inconvenience or needless anxiety to another —

(@) sends, by means of a telecommunication system, a message
that the person knows to be false; or

(b) persistently makes use of a telecommunication system,
is guilty of an offence.

(5) In paragraphs (2) to (4), ‘message’ includes a message or other
matter, and anything conveyed by the message.

(6) The States may make Regulations amending this Article if it is
considered necessary to do so to take account of changes in
technology, and such Regulations may contain —

(@) provision consequentially amending or modifying, for the
purposes of this Article, an expression used or defined in this
Law; and

(b) incidental, supplemental or consequential provision.

(7) A person guilty of an offence under this Article shall be liable to
imprisonment for a term of 2 years and to a fine.”.

2 Crime (Disorderly Conduct and Harassment) (Jersey) Law 2008 amended

(1) The Crime (Disorderly Conduct and Harassment) (Jersey) Law 20082 is
amended in accordance with paragraphs (2) to (5), and in those
paragraphs a reference to an Article is to an Article of the same number
in that Law.

(2)  For Article 3(3) there shall be substituted the following paragraph —

“(3) A person who commits an offence under paragraph (1) shall be
liable to imprisonment for a term of 2 years and to a fine.”.

(3) For the heading to Article 5 there shall be substituted the following
heading —

“Restraining orders”.

(4) InArticle 5—
(@) in paragraph (1) the words “under Article 3(1)” shall be deleted;

(b) in paragraph (2) for the words “in order to ensure that the person
will not commit a further offence under Article 3(1)” there shall be
substituted —

“for the purpose of protecting the victim of the offence, or any
other person named in the order, from conduct by the person
against whom the order is made, which would, if carried out —

(@ amount to harassment of the victim or other person hamed in
the order; or
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(b) be likely to cause the victim or such other person to be in
fear of violence against them.”.

(5) For Article 6(2) there shall be substituted the following paragraph —

“(2) A person who commits an offence under paragraph (1) shall be
liable to imprisonment for a term of 2 years and to a fine.”.

(6) For Article 7(1) and (2) there shall be substituted the following —

“(1) An order under Article 5 may be amended or revoked by the court
which made the order, on the application of —

(@) the Attorney General; or
(b)  the person against whom the order was made.

(2)  The court to which an application is made under paragraph (1) may
amend or revoke the order if (and to the extent that) the court is
satisfied that it is appropriate to do so.”.

3 Citation and commencement

This Law may be cited as the Telecommunications (Amendment No. 3) and
Crime (Miscellaneous Provisions) (Jersey) Law 201- and shall come into force
7 days after being registered.
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Endnotes (Miscellaneous Provisions) (Jersey) Law 201-
! chapter 06.288
2 chapter 08.115
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