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2. EXECUTIVE SUMMARY

System or Process

This report examines the investigation documentation,
processes and methodologies adopted by SJCIS and
tests their compliance with legislation, policy and
instructions.

Findings

Strengths

e SJCIS has a fully engaged senior management team
who oversee all aspects of investigation activity within
the organisation.

e Investigation instructions are clear and SJCIS staff
understand and comply with published operating
procedures.

e There is an effective training programme in place
which offers accreditation where appropriate.

e SJCIS is held in high regard by the States of Jersey
prosecuting authority who have commended the
quality of case papers and the diligence of the case
referral process.

Weaknesses

e The organisation requires a high-level investigation
strategy document to define and clarify the key roles,
responsibilities and priorities of SJCIS.

e Audit trails are fragmented due to a lack of
documented decisions made in relation to case
adoption and progression.

e The control of sensitive surveillance equipment and
non-cash valuables e.g. credit cards needs to be
more robust.

Recommendations

Recommendations have been made to improve the
control weaknesses identified above. These include the
adoption of investigation Case Decision Logs and
designation of a Property Officer. In addition,
recommendations have been made to improve the
recording of Management Assurance checks and review
Security Vetting arrangements.

Conclusion

No serious control weaknesses have been identified
and the review team is content with the majority of
processes and procedures currently in place.
However, a number of gaps are evident and the
implementation of the above recommendations will
help to improve an already impressively run
business. There is currently a low risk of exposure to
the organization in relation to the control of
Investigation documents and processes.




3. BACKGROUND

SJCIS commissioned HMRC Criminal Justice & Enforcement Standards to
conduct a review of their criminal investigations procedures in order to gain
independent assurance that documentation, processes and methodology
were being applied in accordance with legislation and standing instructions.
The review team visited Jersey between 10™ and 14" December 2007 and
interviewed staff at all levels within the organisation. We are grateful for the
warm welcome we received and the open and honest views expressed by
those involved. We were particularly impressed by the obvious commitment

and dedication of key individuals within SJCIS and the excellent working
relationship with the Law Officer’'s Department.

TERMS OF REFERENCE
System

The review team will carry out an independent risk based assurance of the
Control of Investigation Processes in SJCIS.

Assurance Objective
To conduct an independent review of SJCIS to ensure investigation

documents, processes and methodology are applied in accordance legislation
and standing instructions. The review will focus upon:

e Standing instructions and standard operating procedures

e Investigation case adoption criteria and case continuance
arrangements

e Case team structure and responsibilities
e Decision making processes and policy books
e Risk assessments and operational security

e Preparation of investigation case files for the Law Officers’
Department

e The control and security of sensitive intelligence (CHIS and RIPA
Part 1 material)

e Training and accreditation

e Internal management assurance processes



Control Objectives

The system should have controls in place to ensure achievement of the
following objectives:

1.

To ensure that legislation, instructions and guidance in relation to the issue
and use of investigation documents, processes and methodology are
available, used and enforced.

To ensure that accurate and complete records relating to the issue and
movement of official documents are maintained; and that official
documents and processes are controlled in accordance with standing
instruction, and that this is consistent throughout SJCIS.

To ensure staff are properly trained, or in a program for training, to carry
out their responsibilities in relation to the issue and control of official
documents and the application of investigation processes and
methodology.

Review Scope
We will be auditing against risk, specifically:

Legislation, instructions and guidance in respect of official documents,
processes and methodology are unavailable to members of SJCIS. If
available, the material is not being adhered to.

An ongoing risk that official documentation, processes and related
methodology are not being used and controlled effectively or consistently
across SJCIS.

Staff are inadequately trained to carry out responsibilities in relation to the
use of official documents, processes and methodology. Training is not
provided at the right time or when provided is incomplete or inconsistent.


















Summary of Control Objectives

1. To ensure that legislation, instructions and guidance in relation to the
issue and use of investigation documents, processes and methodology
are available, used and enforced.

We consider overall performance against this control objective to be GOOD.
We have stated our concerns about the lack of documented decisions which,
once corrected, will further improve the level of assurance of the investigation
process.

2. To ensure that accurate and complete records relating to the issue and
movement of official documents are maintained; and that official
documents and processes are controlled in accordance with standing
instruction and that this is consistent throughout SJCIS.

We consider overall performance against this control objective to be GOOD.
Documents and processes are controlled in accordance with standing
instructions although a number of gaps have been identified. The
recommendations and suggestions offered will help to strengthen controls and
ensure a full audit trail of investigation activity.

3. To ensure staff are properly trained, or in a programme for training, to
carry out their responsibilities in relation to the issue and control of
documents and the application of investigative processes and
methodology.

We consider overall performance against this control objective to be
EXCELLENT. Training is a high priority in the organisation and the
programme of delivery is first class. Some training has already been received
regarding the use of ‘Policy Books’ which can now be put into practice.
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