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REPORT

A considerable number of new legidative provisions are needed in the areas of police practices and procedures
and the gathering of evidence and intelligence, to make the law in Jersey compatible with the rights guaranteed by
the European Convention on Human Rights before the Human Rights (Jersey) Law 2000 is brought into force.

Of the mgjor areas of concern, in this regard, those relating to detention and questioning of suspects by the police,
powers of entry, issue and execution of search warrants and the use of intrusive surveillance methods affecting
property, are covered by the Police Procedures and Criminal Evidence (Jersey) Law (“PPCE”).

The other areas, interception of communications and the use of covert and directed surveillance, will be covered
by this draft Law, the Regulation of Investigatory Powers (Jersey) Law 200-.

It would be unwise, if not impracticable, to bring the Human Rights Law into effect without having the measures
comprising the draft Law in place first. Without them, much of the work of the police (and other agencies) in
gathering intelligence and evidence by interception of communications and from covert sources could be open to
challenge on the commencement of the Human Rights Law and police operations against crime and indeed the
criminal justice system could be very seriously prejudiced.

Also, since the decision of the European Court of Human Rights in Halford -v- United Kingdom (1997), the case
concerning the senior Merseyside woman police officer whose phone cals carried on the Merseyside Police
internal telephone system were intercepted in the course of an interna investigation, it has been clear that
interception of private, as well as public telecommunications, without statutory regulation is in breach of the
individual’s Convention rights.

The need for change in these areas of the law is not, however, wholly driven by human rights considerations.
Developments in communications technology in the past ten years or so, have made it necessary to make
substantial modifications of the current Law relating to interception of communications for law enforcement
purposes, the I nterception of Communications (Jersey) Law 1993.

The need for replacement of the 1993 Law, due to technical advances, is set out, in detail, in the U.K.
Government’s Consultation Paper “Interception of Communications in the United Kingdom”. Under the 1993
Law, just asin the U.K. under the Interception of Communications Act 1985, the regulatory régime was limited to
interception of communications in the course of their transmission by public postal or telecommunications
systems. In the past, this would have covered all such communications. However, since then, telecommunications
services have been developed which, whilst available to the public, are not provided by public
telecommunications service providers. These include email services provided by some internet service providers.
The Consultation Paper made the point that some email service providers are public telecommunications service
providers, and subject to the existing legal régime, but others are not. Communications data, that is, data held by
communications service providers relating to the use of the service by customers, has aso become more
significant for law enforcement purposes. Monitoring of mobile telephone calls, for instance, enables law
enforcement officials to identify the location of persons making telephone calls whilst the call is in progress, as
well as, perhaps, providing valuable evidence in subsequent criminal proceedings.

But the main driver is the development of the jurisprudence of the European Court of Human Rights and the
establishment, by the Human Rights (Jersey) Law 2000, of hew means for enforcing, in the Courts in Jersey,
compliance with the Convention rights.

When the Human Rights Law comes into force, all the laws in Jersey, whether statutory or customary, will have
to be given effect, as far as possible, in a way which is compatible with the Convention rights and all public
authorities, including the police and other law enforcement agencies, will be under a duty to act compatibly with
the Convention rights. Evidence gathered by intrusive or covert means will be routinely challenged in the courts if
it has not been obtained under a statutory regime, which is compatible with the Convention rights, in particular,
the right to respect for private and family life, home and correspondence, guaranteed by Article 8 of the
Convention.

Modern communications technology helps criminas, as well as those fighting crime, and it is essential that law
enforcement is not hampered by the lack of a proper legal basis for making the most of the opportunities offered
by such technology to prevent crime and track down offenders. Covert and intrusive methods of surveillance,



whether mechanical or by persons and the use of informants are important, and will become ever more important,
weapons in the fight against crime.

Such investigative methods, which are inevitably intrusive and, by their very nature, take place out of the sight
and cognisance of the subject of them and indeed others who may be accidentally affected by them, must be
controlled and monitored under a statutory system which, while it does not interfere with or reduce the
effectiveness of law enforcement, is and can be seen by the public to be, sufficient to provide confidence that it is
operated properly, with a degree of independent scrutiny.

This is not to suggest that the law enforcement agencies currently act improperly or abuse their position, but
rather that the advent of effective and enforceable remedies for breach of human rights, requires that the present
system is put on a proper legal base.

As mentioned, in Convention terms, the main area for concern is the Article 8 right to respect for private and
family life, home and correspondence. Interference with that right by a public authority must be proportionate and
must have a basis in law which is identifiable and established, accessible (i.e. written down and available to be
read), and clear, so that the consequences of a breach of the law can be foreseen.

If the present arrangements in Jersey for authorising covert or intrusive surveillance were found not to meet these
requirements, the grounds for lawful interference with the Article 8 right, such as for the prevention of crime ol
disorder, national security or the protection of health and morals, could not be utilised.

A recent illustration of the problem that could be faced in Jersey is to be found in the decision of the European
Court of Human Rights in the case of Armstrong -v-United Kingdom, (16th July 2002), where the Court held,
following its earlier decision in the case of Khan -v- United Kingdom (2000) that evidence obtained by means of
a tape recorder secretly placed by the police in a flat belonging to one of the defendant’s co-accused, had been
obtained in breach of Article 8 because at the time when it was obtained, during 1994 and 1995, there was nc
statutory system to regulate the use of covert recording devices by the police. The interference with the
defendant’s private life was therefore not in accordance with the law, as required by Article 8.2 of the
Convention.

An outline description of scheme of the draft Law is given below. Further detail about the individual provisionsis
contained in the accompanying Explanatory Note.

An outlinereview of thedraft Law
Part 1 - Introductory contains interpretation provisions, defining various important terms used in the draft Law.
Part 2, Chapter | — I nterception of communications

This will make new provision in place of the Interception of Communications (Jersey) Law 1993, which will be
repealed. It will go further than the 1993 Law because this Part is concerned with interception of communications
transmitted by public postal service or public telecommunication system and, for the first time, in Jersey, private
telecommunications systems as well. Apart from this, the scheme is this chapter is very similar to that of the 1993
Law.

Interception by a public authority will require either lawful authority or an interceptions warrant. Otherwise,
intercepting a public postal or telecommunications as well as interception of private telecommunications will be
an offence. Provisionsin this Part describe circumstances where there is lawful authority.

This Part also creates a new civil right for an individual to sue, in some circumstances, where his or her messages
carried on a private telecommunications network are intercepted.

The Attorney General will be empowered to issue interception warrants. Note that this power cannot be delegated
to anyone else. Only the Chief Police Officer, the Agent of the Impéts, the Chief Immigration Officer, the head of
one of the intelligence services, the Chief of Defence Intelligence in the Ministry of defence or the competent
authority of a country or territory outside the Island may apply for a warrant. The grounds on which a warrant
may be issued are very limited — in the interests of national security, to prevent or detect serious crime, to
safeguard the economic interests of the Island, or to assist other countries in the detection of serious crime.

The interception warrant will have to relate either to a named person, as the subject, or a single set of premises,
and it must contain details of the apparatus, address, phone numbers relied on to identify the communications to
be intercepted. These details will not need to be given if the communications are sent or received outside Jersey
and the Attorney General has given a certificate in relation to the warrant.



An interception warrant will be implemented by the person to whom it is addressed, but that person may require
othersto assist, such as a person providing a postal or telecommunications service.

The Attorney General will have to ensure that there are restrictions on the persons to whom information obtained
under an interceptions warrant may be disclosed.

The Home Affairs Committee will be able to require providers of public postal or telecommunications services to
maintain arrangements or facilities to make it possible to comply with interception warrants. If the Committee
does so, the States will have to make arrangements for providers to receive contributions to the costs incurred.

Part 2, Chapter Il — Acquisition and disclosure of communications data

This will provide new statutory powers prescribing the circumstances under which law enforcement and other
agencies, provided the relevant conditions are satisfied, can require disclosure of communications data or may
serve notice on a telecommunications or postal service operator to obtain or disclose communications data. Thisis
not the contents of the communications but, rather, information about the sending apparatus, and the number,
times, origins and destinations of communications. (e.g. alog of phone calls.)

Designated persons are listed in the Law and may be added to by the States by Regulations.
A designated person will be ableto -

@ give an authorisation to persons within his or her own organisation (or, in the Attorney General’s case,
persons within the applying public body or intelligence service) to engage in conduct to which Chapter 2
applies, namely conduct for obtaining communications data, but not the interception of communications,
asthat is catered for by Chapter 1, and the disclosure of communications data; and

(b) give notice requiring a postal or telecommunications operator to obtain and disclose communications data.

The States will need to make appropriate arrangements for providers to receive contributions to the costs incurred
in complying with disclosure notices in such cases as they think fit.

Part 3 — Surveillance and Covert Human I ntelligence sour ces

This Part would place on a statutory basis the use and authorisation of directed surveillance, intrusive surveillance
and the conduct and use of covert human intelligence sources. As mentioned earlier, surveillance that involves
entry into, or interference with, property or wireless telegraphy will be covered by the PPCE Law. The sort of
conduct that would be covered by this Part will include the use of people to keep suspects under observation and
the use of informants. Directed surveillance is covert (but not intrusive) surveillance for a specific investigation or
operation and which is likely to result in obtaining private information about a person.

Intrusive surveillance is covert surveillance of anything happening in residential premises or in a private vehicle,
which term includes a vessel or aircraft, either by means of an individual on the premises or in the vehicle or by
means of a surveillance device. The device must be actually on the premises or vehicle, unless it is capable of
providing the same information as might be obtained from a device actually on the premises or vehicle. Intrusive
surveillance does not include the use of a vehicle tracking device or the interception of communications. Covert
human intelligence source is the use of a specialist officer handling informants, an undercover officer or an
informant to obtain information by means of a relationship with a person without that person being aware of the
purpose for which the information is obtained or the use to which it will be put.

Part 4 — Scrutiny of investigatory powers

This Part would make provision for the appointment of a Commissioner, who will be a judge of the Court of
Appeal, who will oversee the exercise of the powers contained in the Law. A Tribunal will be established which
will consider complaints about the exercise of the powers. The Commissioner will keep under review the exercise
of al investigatory powers. He will report any unsatisfactory exercises of powers to the Bailiff. He will aso
prepare an annual report and submit it to the Bailiff. The Bailiff will arrange for it to be laid before the States.

The Tribunal will hear proceedings regarding investigatory activities and regarding loss occasioned by afailure to
keep safe akey that has been disclosed and other proceedings allocated to it under the Law.

The Home Affairs Committee will be empowered to issue codes of practice regarding the exercise of
investigatory powers. The Codes will be given effect by Order. A person exercising powers or performing duties
must have regard to a code of practice and the code will be admissible in evidence in proceedings and must be
taken into account, if relevant.

Part 5 - Supplemental



This would make provision for liability for officers and directors of bodies corporate and for amendments and
repeals which will be detailed in the Schedules for delegations of certain functions under the Law, as well as
various other miscellaneous provisions.

FINANCIAL AND MANPOWER IMPLICATIONS
Background

Article 18 of the Regulation of Investigatory Powers (Jersey) Law 200 (RIPL) imposes a duty on the States to
arrange for contributions to be paid out of the annual income of the States towards the costs incurred by providers
of public postal and public telecommunication services in complying with an obligation to maintain an
interception capability. Article 28 imposes a duty on the States to contribute out of public funds to the cost:
incurred by postal and telecommunications operators in complying with notices to obtain communications data.

Although the law will provide a statutory regime within which evidence is gathered by intrusive or covert means,
and which will be human rights compliant, in practical terms the means by which interception of communications
takes place, or communications data is obtained, will be no different to that which takes place under the present
Interception of Communications (Jersey) Law 1993. Communications data is currently obtained in accordance
with the Data Protection Law.

Annually, millions of pounds worth of illicit drugs are seized in the process of importation into Jersey, or after
importation, and drug trafficking syndicates are severely disrupted. The techniques used are also deployed in the
fight against both serious crime and corruption as well as street crime and anti social behaviour in line with the
priorities of both agencies.

Current costs

Under the existing law, the Police and Customs currently spend £1,000 per annum on the acquisition of
communications data. Under the new law, based upon the anticipated workload of 420 subscriber checks, gaining
access to communications data is likely to cost in the region of £12,000 per annum for the Police whilst Customs
estimate £5,500 per annum. In addition, the Police and Customs currently expend in the region of £45,000 on the
interception of communications. Thisis not forecast to change under RIPL.

Regarding capital costs, the last significant cost was £600,000 paid to Jersey Telecom (JT) to cater for satellite
technology and the need for GSM monitoring. This equipment is now 7 years old and the Police would normally
expect to upgrade their equipment every 3 years. The Police and Customs have a current joint bid for£183,800
for a general upgrade. Further upgrade will be required to cater for 3rd generation telecommunications
technology. In the past, this equipment has been funded through the Drug Trafficking Confiscation Fund.

The Fundamental Spending Review resulted in the loss of one post in the Joint Intelligence Bureau (JIB) which
cannot now resource the single point of contact work, i.e. access to Communications Data. RIPL creates the single
point of contact role which neither Police nor Customs can resource from within existing manpower levels.

Guernsey’s experience

In Guernsey, very little pre-work was carried out to identify the financial implications of bringing their equivalent
law into force. They have had to re-examine the work of their Joint Intelligence Bureau in order to ensure that
applications for warrants under the law are robust enough to be given approval. At a cost of £60,000 x 2 and
ongoing maintenance costs of £10,000 x 2 per year, they have each installed software named CHARTER to
provide a common database for authority management. There was minimal close consultation with the finance
industry and other agencies prior to the law being brought before the States of Guernsey. As a government
agency, Guernsey Telecom used to provide free of charge the hardware and software facilities necessary to
intercept communications and provide information on communications data. However, Cable & Wireless and
Wave Telecom have had this equipment funded through seized asset funding and they are looking to recover all
future costs associated with providing this service.

The States of Jersey Police and Customs and Excise
Interception of Communications

The States of Jersey Police and Customs and Excise currently work jointly in this field to good effect and there
are no plans to change this. Manpower is currently provided from within existing resource levels. At the moment,
product derived from intercept can only be used for intelligence purposes and cannot be used evidentially. Moves
are afoot in the U.K. to change this and it is not known whether Jersey will follow suit, or be required to.




However, manpower levels would need significant increases if intercepted material is to remain evidentially
sound under RIPL.

Facilities and accommodation for this work have, to date, been funded through the Drug Trafficking Confiscation
Fund. Significant investment in technology has been made at the JIB and JT to facilitate interception traffic. All
current work is through JT.

Ongoing costs are absorbed within existing budgets, e.g. telephone line rental etc. These amount jointly to
approximately £100,000 per annum for the Police and Customs. Changes are likely to be made as new local
service providers begin to operate and additional data is requested from U.K. telecommunications providers. It is
not possible to gauge the impact of other operators entering the same market as Jersey Telecom without a proper
technical feasibility study.

The telecommunications environment is developing in response to competition. The JCRA have issued 13
licences locally (including JT) to enable other service providers to provide facilities. More competitors could
enter the market, and the technology is changing; for example, it is known that the JEC have invested in cable
laying to enable them to provide communications facilitates.

Other than JT, there are 2 other Class 2 licence holders, (i.e. licences enabling landline and mobile facilities)
Cable & Wireless and Newtel. The other licences issued are predominantly for the provision of Internet services.
JCRA have advised that there is a clause on all licences issued that the service provider must comply with any
relevant legislation. RIPL provides an obligation on service providers to provide intercept facilities if served with
a relevant notice. Cable & Wireless and Newtel aready have infrastructure which is independent of JT. These
2 companies may need to undertake significant investment should there be a future need to intercept their traffic
Under RIPL, grants are available on application by these other licence holders to enable them to comply.

Third generation phone technology is also upon us and telephone communication through broadband internet, as
well as e-mail, photography and other media messaging through mobile phone technology is already featuring.
This will require, in the very near future, enhancement to existing facilities at JT, at some significant expense,
which cannot currently be estimated. Advice has been sought from JT and British Telecom Special Services
regarding this aspect. It is not possible to guesstimate future investment costs (and likely grants) as it depends on
anumber of varying factors —

@ nature of interception required e.g. mobile, landline, internet etc;

(b) the licence-holder’s intentions with regard to market penetration, i.e. what they intend to do in the
future. Such information is commercially sensitive;

(©) exact specification of existing infrastructure with relevant licence holder. This is changing as
rapidly as the available technol ogy;

(d) exact specification of the infrastructure at JB which is subject to modification and devel opment
on an ongoing basis.

The only way to secure an accurate cost assessment of future interception facilities would be to outsource to a
company with the relevant technical expertise to carry out a technological assessment of each service
provider/licence holder. However, companies may be reticent about disclosing sensitive commercial information
about their intentions. It would also be expensive and time-consuming and the cost assessment would only be
accurate for 3 months maximum because of the changing face of the landscape. Other variables are unpredictable
such as moves in the marketplace by existing licence holders and the potential for new providers. Some may
require small investment/grant, some will require significant financial assistance. The economic impact will be
significant but it is not possible, for the reasons outlined, to be more specific.

Acquisition of Communications Data

RIPL provides that telecommunications companies can cover the costs of making communications data available.
Based upon current volumes of requests to JT for communications data, and reference to the U.K. tariff, an
assessment has been made that £12,000 per annum would be required to cover these expenses for the Police and
£5,500 for Customs.

RIPL requires the provision of a dedicated, properly trained single point of contact to undertake the task. This
work is currently absorbed within the workload of intelligence operatives, recently depleted by one through FSR.
Consequently, manpower growth of one Grade 6 would be required to accommodate this functionality. Thit
should cover States of Jersey Police and Customs and Excise requirements.




Surveillance and Covert Human Intelligence Sources

Best practice advice from the Association of Chief Police Officers, H.M. Customs and Excise and the Office of
Surveillance Commissioners is that separate dedicated units are needed to manage this very sensitive, highly
vulnerable and risky area of enforcement work.

In the States of Jersey Police, a Dedicated Source Unit (DSU) will require resources to cover officers, vehicles
and other essentials. Start-up costs are estimated at £40,000 to include rentals etc., with ongoing costs of £20,000
per annum.

The need to manage all specialist equipment is also a best practice requirement whereby comprehensive audit
trails of equipment issued and returned, service, maintenance, training are required. This is to provide integrity
behind any evidence gathered. The U.K. experience has shown that defence counsel may attack authorities and
technical deployment in order to try and discredit the evidence gathered. This work is done currently on a part-
time basis by a grade 8 employee, and will need to be afull-time post under RIPL.

Manpower growth in this area would therefore be two constables and one sergeant for the DSU and one part-time,
Grade 8 Technical Services Unit Manager becoming fulktime.

Customs has developed an active and productive Source Management Team (SMT), [i.e. informant handling],
over the last 10 years which operates according to national guidelines. This team operates within the JIB with the
same officers handling intercept material. Under RIPL, this practice might be deemed to be unsafe for a variety of
reasons, but mainly due to contamination and accountability issues. From January 2005, the Department is
separating the duties and creating a dedicated SMT. However, to do this 2 officers will be required to be removed
from operational duties. one from Border Control (Anti-Smuggling) and one from the Customs Investigation
Team. Having to remove 2 officers from operational frontline duties will impact on the flexible resourcing of the
Border Enforcement Team. As thisinitiative is due to the introduction of RIPL, the 2 posts that will be dedicatec
to Source Management work will need to be replaced.

In relation to the interception of postal traffic under RIPL, additional costs to the current control of postal material
are not anticipated.

Account needs to be taken of other areas, which have cost implications, where the Office of Surveillance
Commissioners have identified procedural weaknesses based upon experience in the U.K. These are set out
below.

Management of Authorities

This involves audit trail, decision-making, information in applications etc. A comprehensive IT solution is
required (one does not currently exist locally asit is done on hard copy which is open to potential misuse and also
open to legal challenge). One could be produced for between £100,000 and £150,000 to service the needs of both
States of Jersey Police and Customs and Excise. This would take an application from cradle to grave through all
the relevant levels of seniority, questioning, review, renewal, comment, endorsement and cancellation. It would
aso provide a central register for inspection, as is required by the Office of Surveillance Commissioners, and
immediate referral of all cases involving legal privilege material, confidential material and self-authorised
activity.

The Commissioner may expect both the Police and Customs to use similar processes for authority management,
especidly if thisuses an IT solution. Alternatively, Customs could continue to use a paper solution or explore an
independent IT solution. In the past, this type of added cost would have been subject to a bid from the Drug
Trafficking Confiscation Fund; however, there are many pressures on this fund at present.

The IT solution would need to encompass the issue of specialised equipment from the technical support area, and
acentral register of those trained and accredited to perform relevant functions (see Training below).

Training

Management of surveillance training will be needed for approximately 40 personnel who will need to train fo
2 days each quarter to maintain their accreditation, and to maintain the integrity of evidence gathered during
surveillance operations. A central register will need to be maintained of al persons who are accredited to perform
the various functions under the law. The Police Training Department has recently taken on the foundation training
for new recruits and will be unable to absorb this task. Growth by one constable in the training wing will be
needed to cover this.

Compliance




The Office of Surveillance Commissioners recommends that each Force have a member of staff who is not
operational, and not on the intelligence side, but who sits independently to ensure compliance with RIPL and the
Codes of Practice. This should not be the training officer as the training itself is in need of compliance-testing.
Neither should it be a member of staff from Her Majesty’s Attorney General’s office as their work will also be
subject to inspection. This is ongoing self-ingpection which may have resource implications. Customs and Excise
have not identified any additional resource reguirements.

Police procedures and processes

The Office of Surveillance Commissioners reports that Forces fail to have rigorous and comprehensive policies
and proceduresin respect of RIPL and Codes of Practice. As a start-up requirement, it will be necessary to deploy
someone to this task, although other Force’s policies could be adapted to our needs.

Other agencies
Law Officers’ Department

It is possible that the extra functions placed upon the Attorney General in granting authorisations will give rise to
extra expenditure by, and place extra pressure on, the Law Officers’ Department. The Attorney aready performs a
similar function under the Interception of Communications (Jersey) Law 1993. It will also be possible for the
Attorney to ease the extra burden by using the power under the Law to delegate some of his functions to a Crown
Advocate. Nevertheless, the effect of the introduction of the Law on the work of the Law Officers’ Department
will need to be monitored and the need to make provision for extra resources as a result cannot be ruled out. It
should be noted that Article 62 of the Law would require the States to provide for any expenditure by the
Attorney General under the Law.

Judicial Greffe

The Judicial Greffe provides full administrative and clerical assistance to the current Commissioner and Tribunal
and will continue to do the same under the new Law. The widened jurisdiction which the Law will confer could
result in an increase in the number of complaints, and it will therefore be necessary, as with the Law Officers’
Department, to monitor the effect that the new Law has on the resources at the Greffe.

The Investigatory Powers Commissioner

The Investigatory Powers Commissioner will, in effect, take the place of the Interception of Communications
Commissioner appointed under the 1993 Law, so there will be no immediate need for an extra appointment. The
same appliesin relation to the Investigatory Power Tribunal. However, it is likely that the Commissioner and the
Investigatory Powers Tribunal will have to deal with more matters, under the broadened jurisdiction they will
have under the new law, to review the exercise of powers given by the Law and to deal with complaints. This
might result in some increased expenditure by the Commissioner and the Tribunal, the Tribunal will, like the
Interception of Communications Tribunal, have power to award compensation in cases where a complaint is
upheld. The current Tribunal has not yet made any award of compensation or indeed been called upon to consider
any complaints under the 1993 Law. There is a power to appoint a person with judicial experience as an assistant
Commissioner under Part 5 of the Law. This would be an extra appointment, with cost implications, but it is fel
that, in the short term anyway, thereis not likely to be a need to appoint an assistant.

Housing Department

Although the Housing Department remains vigilant to the possibility of subsidy fraud, its current policy is to
address problems using management techniques rather than by employing investigations. The Department does
not, therefore, anticipate a requirement for additional resources as aresult of the Law’s implementation.

Employment and Social Security Department

The Employment and Social Security Department rarely carry out any form of surveillance. Any impact that the
Law might have would therefore be absorbed within existing resources.




SUMMARY OF FINANCIAL IMPLICATIONS

Existing Costs £
Interception of communications 100,000

Start-up (One-off) Costs

Dedicated Source Unit 40,000
IT solution for authority management 130,000
Policy and procedures (approximately initial cost) 25,000

195,000

Manpower Costs
Single Point of Contact Officer (Grade 6, fulktime) for acquisition of

communications data 28,700
Dedicated Source Unit (1 x sergeant, 2 x constables) 112,700
Technical Support Unit (Grade 8 to full-time, i.e.: + 0.5 FTE) 18,400
Training Officer (constable or civilian full-time) 50,600
Compliance Officer (Grade 8) 36,700
Customs Source Management Team (two Grade 9 posts) 83,700

330,800

Quantifiable Annual Running Costs
Acquisition of communications data— (additional costs £12k + £5.5k less

£1k aready budgeted) 16,500
Dedicated Source Unit ( running costs) 20,000
IT solution for authority management (annual maintenance, support costs) 20,000
Approximate training costs (force-wide training 1st year) 35,000

91,500
Total Manpower and Quantifiable Annual Running Costs: 422,300

Unquantified Costs

1 Capital investment required to enable interception across all holders of telecommunications licences. This
could be a significant cost of several £100,000s which can only be ascertained by a technical scoping
study.

2. An economic input assessment has not been carried out owing to the high cost of outsourcing such a study.

3. Possible additional manpower resources for the Law Officers’ Department and Judicial Greffe.

4, Possible additional running costs for the Investigatory Powers Tribunal and awards of compensation

arising from any complaints upheld.



European Convention on Human Rights

Article 16 of the Human Rights (Jersey) Law 2000 will, when brought into force by Act of the States, require the
Committee in charge of a Projet de Loi to make a statement about the compatibility of the provisions of the Projet
with the Convention rights (as defined by Article 1 of the Law). Although the Human Rights (Jersey) Law 2000 it
not yet in force, on 9th November 2004 the Home Affairs Committee made the following statement before
Second Reading of this projet in the States Assembly —

In the view of the Home Affairs Committee the provisions of the Draft Regulation of Investigatory Powers
(Jersey) Law 200- are compatible with the Convention Rights.



Explanatory Note

This draft Law regulates the interception of communications and the use of surveillance. The Law aso makes
provision for the appointment of an Investigatory Powers Commissioner to scrutinize the exercise of powers
conferred by this Law and for the appointment of an Investigatory Powers Tribunal.

The Law isdivided into 5 Parts —
Part 1 contains interpretive material.

Part 2 is in 2 Chapters. Chapter 1regulates the interception of communications sent through the post or a
telecommunications system. Chapter 2confers powers to collect information regarding such communications.

Part 3 regulates the use of covert surveillance.

Part 4 provides for the appointment and functions of the Investigatory Powers Commissioner and the
Investigatory Powers Tribunal.

Part 5 contains supplemental provisions.

Part 1 — Introductory
Article listhe general interpretation provision.
Article 2defines “interception”, in relation to communications.

Paragraph (2) has the effect that a reference in the Law to the interception of a communication does not
include the interception of a television or radio signal but does include the interception of pager and
mobile phone signals.

Paragraph (3) is concerned with the territorial extent of the Law. The conduct constituting the interception
must take place in Jersey.

Article 3defines “traffic data”. The term has particular relevance to Chapter 2 of Part 2, which is concerned wit
obtaining and disclosing communications data. “Traffic data” includes subscriber information, routing
information, data entered in order to effect the re-routing of a telephone call and the data which indicates which
communication the traffic data relates to. The closing words of paragraph (1) have the effect that, in the case of
internet communications, the traffic data may identify a server but not awebsite or page.

Part 2 — Communications. Chapter 1 — Interception
Article 4containsinterpretive material for the purposes of Chapter 1.

Article 5creates 2 offences and regulates requests by a person in Jersey to another country or territory for
interception of a communication.

Paragraph (1) makes it an offence to intercept intentionally and without lawful authority a communicatior
sent through a public postal service or a public telecommunications system. This replaces the offence in
Article 2 of the Interception of Communications (Jersey) Law 1993 (thé'1993 Law™).

Paragraph (2) creates a new offence of intercepting intentionally and without lawful authority ¢
communication sent through a private telecommunications system. Paragraph (3) creates an exception tc
the offence where the interception is by or with the consent of the person having the right to control the
operation or use of the system. The exception would cover, for example, a individual using a second
handset in a house to monitor a telephone call and a financia institution recording calls from the public,
in order to retain a record of transactions. However, a civil right of action may arise under Article 6 ir
respect of the interception.

Paragraph (3) requires the Attorney General to ensure that, where a person in Jersey makes a request foi
assistance to another country or territory pursuant to an international mutual assistance agreement, the
request has lawful authority. Currently, there are no international mutual assistance agreements applicable
to Jersey but provision isincluded for them to provide flexibility for the future.

The penalty for an offence under this Articleisimprisonment for up to 2 years and/or an unlimited fine.



Article 6creates a civil right of action for the sender or recipient of a communication sent by means of a private
telecommunications system which is intercepted without lawful authority and without the express or implied
consent of aperson having control of the system.

Article 7summarizes the circumstances in which an interception has lawful authority.

Article 8describes circumstances in which a communication can be intercepted lawfully without the need for an
interception warrant. Interception is lawful —

if both the sender and recipient have or are believed to have consented;

if either the sender or the recipient has consented and the interception has been authorized under Part @
(an example of this would be where a kidnapper telephones the relatives of a hostage and the relatives
consent to interception by the police in order to identify or trace the kidnapper, in which case the
interception is authorized as surveillance under Part 3);

if the interception is by the person providing the postal or telecommunications service and is either
connected with the provision of the service or for the enforcement of legislation relating to the service (an
example would be a postal provider opening a letter to determine the sender’s address, because the
recipient’s address is unknown);

if the communication is intercepted whilst being transmitted by wireless telegraphy and the interception is
authorized under the Wireless Telegraphy Act 1949, as it has effect in Jersey, or for other purpose:
connected with that Act.

Article 9 describes cases where a power may be exercised to provide for lawful interception without an
interception warrant.

Paragraph (1) authorizes the interception of communications of a person believed to be outside Jersey, bu
would not be effective unless the Home Affairs Committee (the “Committee”) made an Order imposing
conditions as to when conduct may be treated as authorized by the paragraph. There must be lawful
authority for the interception in force in the country or territory where the person is believed to be. The
conduct authorized would be the use of a telecommunications system in Jersey to intercept the person’s
communications in accordance with that lawful authority. In practice, the interception is likely to be by a
communication service provider in Jersey which is either providing a public telecommunications service
to another country or isin a business relationship with another communication service provider providing
such a service.

Paragraphs (2) and (3) enable the Committee to make an Order authorizing interceptions in the course of
legitimate business practice (including the business of States’ departments and other public authorities).
An example would be the monitoring of calls made to acall centre, provided that steps are taken to ensure
the caller is made aware that such monitoring may occur.

Paragraph (4) authorizes any interception conducted in accordance with Rules made under the Prisor
(Jersey) Law 1957.

Article 10describeswhen the Attorney Genera may issue awarrant —

@ authorizing the interception of a communication in Jersey and the disclosure of the intercepted
material; or

(b) authorizing the making of a request to another country or territory for an interception under an
international mutual assistance agreement.

The grounds for issuing awarrant are that it isin the interests of national security, for the purpose of preventing or
detecting serious crime, to safeguard the economic well-being of Jersey (but only where the information to be
obtained relates to the acts or intentions of persons outside Jersey) or to assist another country or territory in the
prevention or detection of serious crime.

Article 1lstates who can apply for an interception warrant. An application can be made only by the Chief Officer
of the States of Jersey Police, the Agent of the Impéts, the Chief Immigration Officer, the Director General of the
Security Services, the Chief of the Secret Intelligence Services, the Director of GCHQ, the Chief of Defence
Intelligence within the Ministry of Defence and any person who, for the purposes of an international mutual
assistance agreement, is the competent authority of another country or territory.

Article 12statesthe required contents of an interception warrant. The warrant must relate to either a named person



as the interception subject or to a single set of premises. The warrant must have a schedule which lists the
addresses, numbers, email addresses and equipment by which the communications which may be intercepted are
to be identified (the “identifying factors”). There is an exception to these requirements if the warrant relates only
to the interception of communications sent or received outside Jersey and the Attorney Genera has given a
certificate (an “Article 12(4) certificat€) of the descriptions of information to be intercepted and the grounds for
interception.

Article 13provides that an interception warrant initially has effect and, after that, may be renewed for 3 months
save that a warrant issued in the interests of national security or to safeguard the economic well-being of Jersey
may be renewed for 6 months. The Attorney General must cancel a warrant at any time when the grounds fol
interception cease to be satisfied.

Article 14enables the Attorney General to modify a warrant. If the warrant so provides, the warrant may, in an
emergency, be modified by the person to whom it is addressed.

Article 15describes how an interception warrant is implemented. The person to whom the warrant is addressed
must give effect to it, but may require others to provide assistance by serving a copy of the warrant on them, or a
copy of so much of the warrant as authorizes the actions to be taken by the other persons. A person is not required
to assist if it is not reasonably practicable for that person to assist but, otherwise, failure to comply is an offence
liable to imprisonment for up to 2 years and/or an unlimited fine. The Attorney Genera may take injunctive
proceedings to enforce the duty.

Article 16empowers the Committee to make an Order under which the Committee may give the providers of
public postal services and public telecommunications services notice requiring them to maintain interception
capabilities. The Committee must consult with interested parties before making the Order. A provider who is
given notice can refer the notice to the Technical Advisory Board established under Article 17. The Board mus
then consider the technical and financial consequences of the notice for the provider and report upon those
conseguences to the Committee. The duty to maintain interception capabilities may be enforced by injunctive
proceedings taken by the Attorney General.

Article 17establishes the Technical Advisory Board. The Board members are appointed by the Committee, which
is required to ensure that there is equal representation of the interests of providers of public postal services and
public telecommunications services and of the persons who may apply for warrants.

Article 18imposes a duty on the States to ensure that arrangements are in place for contributions to be paid out of
the annual income of the States towards the costs incurred by providers of public postal services and public
telecommunications services in complying with an obligation to maintain an interception capability.

Article 19requires the Attorney General to make arrangements in order to secure that intercepted material is
distributed and disclosed to the minimum number of people necessary, to restrict the copying of intercepted
material, to require its destruction once there are no longer grounds for retaining it and for its secure storage.

Article 20imposes additional requirements in the case of a warrant accompanied by an Article 12(4) certificate. I
limits the circumstances in which the material may be read or listened to. Broadly, the material may only be read
or listened to in the interests of national security, to prevent or detect serious crime or to safeguard the economic
well-being of Jersey and should not relate to an individual in Jersey, although the Attorney General can give a
certificate whereby communications relating to an individual in Jersey and sent over a period of up to 3 month:
may be read or listened to. If there is a change of circumstances, in that the individual enters or is found to be in
Jersey, the Attorney General may authorize the reading of or listening to material selected within one working day
of the change in circumstances.

Article 21restricts the usein evidence in civil or crimina proceedings of any information that might indicate that
an interception warrant has been issued, that a communication has been intercepted either pursuant to an
interception warrant or, unlawfully, by a person to whom a warrant may be issued or that a person has been
required to assist with giving effect to awarrant. It replaces Article 10 of the 1993 Law.

Article 22contains exceptions to the restriction in Article 21. The principal exceptions are for material interceptec
lawfully by virtue of Article 7(c), 8 or 9, for crimina proceedings for an offence under this Law or othel
enactments regarding interception and for proceedings before the Tribunal established under this Law. In
addition, the Bailiff can order the disclosure of information to the Bailiff alone, in the interests of justice. Having
heard the disclosure, the Bailiff can require the prosecution to make any admission of fact (other than an
admission tending to suggest that an interception has taken place) that the Bailiff considers essential in the
interests of justice.



Article 23imposes a duty on persons whose office or employment may give them knowledge of the existence of
an interception warrant or of the contents of an intercepted communication to keep that knowledge secret.
Disclosure to any other person is an offence for which the penalty is 5 years imprisonment and/or an unlimited
fine. There is a defence where the disclosure could not reasonably have been prevented, for legal professional
privilege and where disclosure is to the Commissioner appointed under this Law or required by or under the terms
of the interception warrant.

Part 2 — Communications: Chapter 2 — Acquisition and disclosure of communications data

Article 24is the interpretation provision for Chapter 2. It defines*“communications data”, which is information
regarding the sender and recipient of communications (whether postal or telecommunications), dates and times of
communications and equipment used. “Communications data” does not include the contents of the
communication.

Article 25makesit lawful to obtain and disclose communications data pursuant to an authorization or notice given
under this Chapter by a designated person to a relevant public authority. Designated persons and their relevant
public authorities are listed in Schedule 1.

Article 26confers the power to grant authorizations and give notices. The designated person for a public authority
may grant authorizations to officers of that authority to obtain communications data. If the communications data
could be obtained by or is already in the possession of a postal or telecommunications operator, the designated
person can give a notice requiring the operator to obtain or release the data. The operator’s duty to comply with
the notice may be enforced by injunctive proceedings taken by the Attorney General. An authorization or notice
may be given in the interests of nationa security, to prevent or detect crime or to prevent disorder, in the interests
of the economic well-being of Jersey, in the interests of public safety, to protect public health, in order to assess or
collect any tax, duty or other charge payable to the States or an administration of the States, to prevent or mitigate
any injury or damage to an individual’s health or for any other purpose that may be specified in Regulations made
by the States.

Article 27 specifies the information that must be obtained in an authorization or notice and limits disclosure of
data obtained pursuant to a notice to officers and employees of the authority for whose purposes the notice is
given. An authorization or notice takes effect for one month, and may be renewed. The designated person must
cancel the authorization or notice if it is no longer necessary on the grounds described in Article 26 or if the
conduct required by it has become disproportionate to what is to be achieved.

Article 28imposes a duty on the States to contribute, out of public funds, to the costs incurred by postal and
telecommunications operators in complying with notices.

Article 29gives effect to Schedule 1, in which designated persons and relevant public authorities are listed for the
purpose of this Chapter. The States are given power, by Regulations, to add any public authority in Jersey to
Schedule 1 and alimited power to add certain public authorities outside Jersey. Only theAttorney General can be
the designated person in relation to a public authority outside Jersey.

Part 3 — Surveillance and covert human intelligence sources

Articles 30 to 32contain interpretive material for Part 3 and, in particular, define the 3 types of covert surveillanc
to be regulated —

“Directed surveillance” is surveillance which is covert, but not intrusive, carried out for a specific
investigation or operation and likely to result in obtaining private information about a person. An example
would be maintaining a watch on a person’s residence.

“Intrusive surveillance” is covert surveillance of anything happening in residential premises or in a
private vehicle, either by means of an individual on the premises or in the vehicle or by means of a
surveillance device. The device must be on the premises or in the vehicle, unlessit is capable of providing
the same information, when located externally, as might be obtained from a device actually on the
premises or in the vehicle. Intrusive surveillance does not include the use of a vehicle tracking device or
the interception of communications.

“Covert human intelligence source” is the use or conduct of an individual who establishes or maintains a
relationship with a person in order to obtain information about that person, without that person being



aware of the purpose for which the information is obtained or the use to which it will be puit.

Article 33makes it lawful to conduct any of these 3 forms of surveillance in accordance with an authorizatior
under this Part.

Article 34empowers a designated person to authorize the conduct of directed surveillance by the public authority
in relation to which that person is designated. The designated persons and their public authorities are listed in
Parts 1 and 2 of Schedule 2. An authorization may be given in the interests of national security, to prevent o
detect crime or prevent disorder, in the interests of the economic well-being of Jersey, in the interests of public
safety or to protect public health, in order to assess or collect any tax, duty or other charge payable to the States or
an administration of the States and for any other purpose specified in Regulations made by the States. The
surveillance to be carried out must be proportionate to what is to be achieved and the authorization must specify
the investigation or operation for which the surveillance is to be carried out.

Article 35empowers a designated person to authorize the use of a covert human intelligence source by the public
authority in relation to which that person is designated. The designated persons and their public authorities are
listed in Part 1 of Schedule 2. The grounds for use of such a source are the same as those for the use of directe
surveillance but there are additional reguirements concerning the use of the source. There must be an officer in the
public authority who has day to day responsibility for contact with the source and the source’s welfare. There
must be another officer who oversees the use of the source. A record must be maintained of the use of the source
and contain any particulars prescribed by Order of the Committee. There must be restricted access to details of the
source’s identity.

Article 36 gives effect to Schedule 2. The designated persons in Part 1 of Schedule 2 can authorize directe
surveillance and the use of covert human intelligence sources. The designated personsin Part 2 of Schedule 2 ca
only authorize directed surveillance. The States may amend Schedule 2 by Regulations but, by virtue of the
definition “public authority” in Article 1, the only authorities outside Jersey that may be included in the Schedule
are the intelligence services, the Ministry of Defence of the United Kingdom and Her Majesty’s Forces.

Article 37empowers the Attorney General to authorize intrusive surveillance. Only the Chief Officer of the States
of Jersey Police, the Agent of the Impéts, the Chief Immigration Officer, a member of the intelligence services, an
official of the Ministry of Defence of the Government of the United Kingdom or a member of Her Majesty’s
Forces can apply for an authorization. An authorization can only be given in the interests of national security, to
prevent or detect serious crime or in the interests of the economic well-being of Jersey. A member of the
intelligence services, an official of the Ministry of Defence of the Government of the United Kingdom or a
member of Her Majesty’s Forces cannot make an application in the interests of the economic well-being of
Jersey. The surveillance must be proportionate to what is to be achieved by it. The Attorney General must
consider whether the information to be obtained could be reasonably obtained by other means. The authorization
must specify the investigation or operation for which the surveillance is to be carried out.

Article 38makesit clear that a person empowered to authorize directed surveillance or the use of a covert human
intelligence source can only give an authorization to a member of the organization in relation to which he or sheis
designated. The Attorney General is empowered to combine an authorization under this Part and an authorization
under Article 101 of the Police Procedures and Criminal Evidence (Jersey) Law 2003. Article 101 empowers th
Attorney General to authorize any act in relation to property or wireless telegraphy as is necessary to prevent or
detect serious crime or in the interests of the security of Jersey. The act must be proportionate to what is to be
achieved.

Article 39 requires the Attorney Genera to notify the Investigatory Powers Commissioner, at least every
12 months, of authorizations for intrusive surveillance granted, renewed or cancelled.

Article 40 contains general provisions regarding authorizations under this Part. A single authorization may
combine 2 or more different authorizations under this Part. An authorization granted or renewed orally has effect
for 72 hours. The grant or renewal of a written authorization to use a covert human intelligence source has effec
for 12 months. The grant or renewal of a written authorization for directed or intrusive surveillance has effect foi
3 months. The Committee has power to shorten these periods by Order.

Article 41requires a person who has given an authorization to cancel it once there are no longer grounds for it or
if, in the case of a covert human intelligence source, the additional arrangements required by Article 35 are nc
longer in place.

Article 42empowers the States to make Regulations extending Part 3 to surveillance that is neither directed ol
intrusive and providing for any particular description of directed surveillance to be subject to the more restrictive



rules for authorization of intrusive surveillance.

Part 4 — Scrutiny etc. of investigatory powers
Part 4 is concerned with overseeing and scrutinizing the use of investigatory powers.

Article 43requires the Bailiff to appoint one of the ordinary judges of the Court of Appeal as the Investigatory
Powers Commissioner. The Commissioner’s duty is to review the exercise and performance of al powers
conferred and duties imposed by the Law, and assist the Investigatory Powers Tribunal as required. It is proposed
that the person appointed as Commissioner under Article 9 of the 1993 Law shall, on the repeal of that Law anc
coming into force of this Law, become the Investigatory Powers Commissioner.

Article 44imposes duties. Officers and employees having powers under this Law and persons required, pursuant
to any notice or authorization under this Law, to disclose information, must disclose such information to the
Commissioner as he or she requires in the discharge of the Commissioner’s functions. The Commissioner must
report to the Bailiff if the Commissioner suspects any contravention of the Law or that inadequate arrangements
have been made to safeguard intercepted material from disclosure. The Commissioner must also report annually
to the Bailiff on the discharge of his or her functions. The Bailiff must lay a copy of the Commissioner’s report
before the States, but has a power to omit from it any material if disclosure of the material might be contrary to
public interest or prejudicia to national security, preventing or detecting serious crime, the economic well-being
of Jersey or the continued discharge of a public authority’ functions.

Article 45empowers the Bailiff to appoint Assistant Commissioners to assist the Commissioner. The appointee
must be a present or past judge of the Royal Court or of a court of comparable authority elsewhere in the British
Islands.

Article 46establishes the Investigatory Powers Tribunal. The Tribuna consists of 3 members appointed by the
Superior Number of the Roya Court: an ordinary judge of the Court of Appeal, who is to preside, and 2 Jurats
Broadly, the Tribunal’s jurisdiction is to hear —

proceedings concerning actions of the intelligence services which are incompatible with the European
Convention on Human Rights;

proceedings concerning investigatory powers regulated by this Law or entry on or interference with
property or wireless telegraphy conducted by public authorities;

complaints by a person who believes he or she has been subject to the use of investigatory powers, entry
on or interference with property or interference with wireless telegraphy, in certain challengeable
circumstances,

complaints by a person that he or she has suffered detriment as a consequence of a breach of the duty to
keep a key to protected information secure.

Article 47makes further provision as to the contents of Orders allocating proceedings to the Tribunal.

Article 48requires the Tribuna to determine proceedings in which they have jurisdiction and apply the same
principles in doing so as would be applied on ajudicial review. The Tribunal, in determining any proceedings or
complaint can make such order as they think fit, including an order for compensation.

Article 49provides that, subject to rules made under Article 50, the Tribunal may determine their own procedures
The Tribuna can require the Investigatory Powers Commissioner to provide them with assistance and are
required to keep the Commissioner informed of proceedings before them. If the Tribunal makes a determination
in favour of a complainant which relates to an act or omission on behalf of the Attorney General or to conduct for
which the Attorney General has given any warrant, authorization or permission, the Tribunal must report their
finding to the Bailiff. The persons who are under a duty to provide information to the Commissioner under
Article 44 are aso under alike duty to provide information to the Tribunal.

Article 50empowers the Bailiff to make rules regarding the procedures of the Tribunal.

Article 51 empowers the Committee to bring into force codes of practice regarding the powers and duties
conferred by the Law and the Attorney General’s power to issue warrants authorizing entry on or interference
with property or interference with wireless telegraphy under Article 101 of the Police Procedures and Crimina
Evidence (Jersey) Law 2003. The Committee must publish the codes in draft form and consider representations on
them before bringing them into force by Order. It is envisaged that codes will be brought into force regarding the
interception of communications, intrusive surveillance and the use of covert human intelligence sources.



Article 52describes the effect of a code of practice. A person exercising a power or performing a duty must have
regard to the code. Failure to do so is not an offence, but the code is admissible in criminal or civil proceedings
and a court, the Investigatory Powers Tribuna and the Commissioner must take the code into consideration when
it isrelevant to any proceedings or in the discharge of any functions.

Article 53empowers the Attorney General to delegate to the Solicitor General or a Crown Officer any power to
give an authorization or notice for the disclosure of communications data, directed surveillance or the use of a
covert human intelligence source.

Part 5 — Supplemental

Article 54imposes a duty on the States to fund expenditure incurred by the Attorney General in the discharge of
the Attorney General’s functions under the Law, expenditure incurred by the Committee in the discharge of the
Committee’s functions under the Law and any increase in the amounts payable under any other enactment which
is attributable to this Law.

Article 55empowers the Committee to prescribe by Order anything that shall or may be prescribed under this
Law.

Article 56isthe standard provision for offences by bodies corporate and partnerships.

Article 57makes it clear that the Law does not operate so as to make unlawful any conduct which is otherwise
lawful.

Article 58gives effect to Schedule 4, which contains consequential amendments to other enactments, repeals the
Interception of Communications (Jersey) Law 1993, and contains transitional provisions relating to that repeal.

Article 59isthe citation and commencement provision.

Schedule 1lists designated persons and the relevant public authorities for which they can give authorizations to
obtain communications data.

Schedule 2relates to surveillance. Part 1 lists designated persons and the public authorities for which they car
give authorizations to use directed surveillance and covert human intelligence sources. Part 2 lists designate
persons and the public authorities for which they can give authorizations to use directed surveillance only.

Schedule 3contains further provision regarding the constitution of the Investigatory Powers Tribunal.

Schedule 4 contains amendments of other enactments. The amendments are directly conseguential upon the
enactment of this Law, with the exception of one amendment to the Police Procedures and Criminal Evidence
(Jersey) Law 2003. Currently, any person may apply to the Attorney General for an authorization to interfere with
property under Article 101 of that Law. That provision is amended so as to limit the persons who may apply to the
Attorney General under it to the persons who may apply for an authorization of intrusive surveillance under
Article 37 of this Law.

Under the Criminal Justice (Standard Scale of Fines) (Jersey) Law 1994, level 1is£50, level 2 is £500, level 3is
£2,000 and level 4 is £5,000.

The Interpretation (Amendment) (Jersey) Law 2003 which came into force on 28th March 2003 has the effe
that —
(@ where apenalty is specified for an offence, the offence is punishable by a penalty not exceeding the
penalty specified;

(b) where the penalties for an offence are stated to be aterm of imprisonment and a fine, either or both of
the penalties may be imposed.
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A LAW to regulate the interception of communications and the use of surveillance; and for connected

pUrpPOSES.

Adopted by the Sates [date to be inserted)]
Sanctioned by Order of Her Majesty in Council [date to be inserted)]
Registered by the Royal Court [date to be inserted]

THE STATES, subject to the sanction of Her Most Excellent Mgjesty in Council, have adopted the
following Law —

1

PART 1
INTRODUCTORY

Interpretation

D

In this Law, unless the context otherwise requires —

#1949 Act” means the Wireless Telegraphy Act 1949 of the United Kingdom as extended to Jersey
by the Wireless Telegraphy (Channel Islands) Order 1952;Lll

“1994 Act” means the Intelligence Services Act 1994 as extended to Jersey by the Intelligence
Services Act 1994 (Channel Islands) Order 1994;L21

“Agent of the Imp6ts” means the person appointed as such under Article 4 of the Customs and
Excise (Jersey) Law 19993 and includes any Deputy Agent of the Impéts so appointed;

“apparatus” includes any equipment, machinery or device and any wire or cable;

“Assistant Commissioner” means an Assistant Investigatory Powers Commissioner appointed under
Article 45(1);

“Chief Immigration Officer” means the most senior immigration officer;
“Chief Officer” means the Chief Officer of the Force appointed under Article 9 of thePolice Force
(Jersey) Law 1974 and includes the Deputy Chief Officer so appointed;

“civil proceedings” means any proceedings in or before any court or tribunal that are not criminal
proceedings,

“Commissioner” means the Investigatory Powers Commissioner appointed under Article 43(1);



“Committee” means the Home Affairs Committee;

“communication” includes —
(& (exceptinthe definition of “postal service”) anything transmitted by means of apostal service;
(b) anything comprising speech, music, sounds, visual images or data of any description; and

(c) signas serving either for the impartation of anything between persons, between a person and a
thing or between things or for the actuation or control of any apparatus,

“crime” means conduct which constitutes one or more criminal offences or is, or corresponds to, any
conduct which, if it al took place in Jersey, would constitute one or more criminal offences,

“Customs and Excise” means the Agent of the Imp6ts and officers of the Impéts;
“document” includes a map, plan, design, drawing, picture or other image;
“enactment” means any enactment, whenever passed;

“Force” means the States of Jersey Police Force;

“GCHQ” means the Government Communications Headquarters continued under section 3 of
the 1994 Act;

“Immigration and Nationality Department” means the immigration officers;
“immigration officer” means an officer appointed under paragraph 1(1) of Part 1 of Schedule 2 to tt
Immigration Act 1971 as extended to Jersey by the Immigration (Jersey) Order 1993;5’1

“interception” and cognate expressions shall be construed (so far as it is applicable) in accordance
with Article 2;

“interception warrant” means awarrant under Article 10;

“intelligence services” means —

(@ the Secret Intelligence Service;

(b) GCHQ;

(c) the Security Service;

“legal proceedings” means civil or criminal proceedingsin or before any court or tribunal;

“modification” includes alterations, additions and omissions, and cognate expressions shall be
construed accordingly;

“officer of the Imp6ts” shall be construed in accordance with Article 4 of theCustoms and Excise
(Jersey) Law 1999;@1
“person” includes any organization and any association or combination of persons;

“postal item” means any letter, postcard or other such thing in writing as may be used by the sender
for imparting information to the recipient, or any packet or parcel;

“postal service” means any service which —

(@ consists in the following, or in any one or more of them, namely, the collection, sorting,
conveyance, distribution and delivery (whether in Jersey or elsewhere) of postal items; and

(b) isoffered or provided as a service the main purpose of which, or one of the main purposes of
which, is to make available, or to facilitate, a means of transmission from place to place of
postal items containing communications;

“prescribed” means prescribed by Order of the Committeg;

“private telecommunication system” means any telecommunication system which, without itself
being a public telecommunication system, is a system in relation to which the following conditions
are satisfied —



(@ itisattached, directly or indirectly and whether or not for the purposes of the communication in
guestion, to a public telecommunication system; and

(b) there is apparatus comprised in the system which is both located in Jersey and used (with or
without other apparatus) for making the attachment to the public telecommunication system;

“Proscribed Organizations Appea Commission” has the same meaning as in the Terrorism (Jersey)
Law 2002;171

“public authority” means any public authority within the meaning of Article 7 of theHuman Rights
(Jersey) Law 2000,[5—31 other than a court or tribunal and includes —

(@ any of theintelligence services,

(b) theMinistry of Defence of the Government of the United Kingdom;

(c) Her Majesty’s Forces,

and further includes, in Chapter 2 of Part 2 and in Part 4, to the extent that Part 4 applies to a
regulated, powers conferred and duties imposed by Chapter 2 of Part 2, any other public authorit
outside Jersey specified pursuant to Article 29;

“public postal service” means any postal service which is offered or provided to, or to a substantial
section of, the public in any one or more parts of Jersey;

“public telecommunications service” means any telecommunications service which is offered or
provided to, or to a substantial section of, the public in Jersey;

“public telecommunication system” means any such parts of a telecommunication system by means
of which any public telecommunications service is provided as are located in Jersey;

“Secret Intelligence Service” means the service continued under section 1 of the 1994 Act;

“Security Service” means the service continued by section 1 of theSecurity Service Act 1989 of the
United Kingdom Parliament;

“serious crime” means conduct which constitutes one or more offences —

(& which involve the use of violence, results in substantial financial gain or is conducted by a
large number of personsin pursuit of acommon purpose; and

(b) for which a person who has attained the age of 21 and has no previous convictions could
reasonably be expected to be sentenced to imprisonment for 3 years or more;

“statutory”, in relation to any power or duty, means conferred or imposed by or under any enactment;
“Technical Advisory Board” shall be construed in accordance with Article 17;

“telecommunications service” means any service that consists in the provision of access to, and of
facilities for making use of, any telecommunication system (whether or not one provided by the
person providing the service);

“telecommunication system” means any system (including the apparatus comprised in it) which
exists (whether wholly or partly in Jersey or elsewhere) for the purpose of facilitating the
transmission of communications by any means involving the use of electrical or electro-magnetic
energy;

“traffic data” has the meaning given in Article 3;
“Tribunal” means the Investigatory Powers Tribunal established under Article 46(1);

“wireless telegraphy” has the same meaning as in the 1949 Act and, in relation to wireless
telegraphy, “interfere” has the same meaning as in that Act;

“working day” means any day other than a Saturday, a Sunday, Christmas Day, Good Friday or a day
which is observed as a bank holiday pursuant to the Public Holidays and Bank Holidays (Jersey)

Law 19512
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For the purposes of this Law detecting crime shall be taken to include —

(@ establishing by whom, for what purpose, by what means and generally in what circumstances
any crime was committed; and

(b) the apprehension of the person by whom any crime was committed,
and any reference in this Law to preventing or detecting serious crime shall be construed

accordingly, except that, in Chapter 1 of Part 2, it shall not include a reference to gathering evidenc
for usein any legal proceedings.

2 Meaning and location of “interception” etc.

D

2

3

(4)

()

(6)

For the purposes of this Law, but subject to the following provisions of this Article, a person
intercepts a communication in the course of its transmission by means of a telecommunication
system if, and only if, that person —

(@ somodifies or interferes with the system, or its operation;
(b)  so monitors transmissions made by means of the system; or

() so monitors transmissions made by wireless telegraphy to or from apparatus comprised in the
system,

as to make some or all of the contents of the communication available, while being transmitted, to a
person other than the sender or intended recipient of the communication.

References in this Law to the interception of a communication do not include references to the
interception of any communication broadcast for general reception.

For the purposes of this Law the interception of a communication takes place in Jersey if, and only if,
the modification, interference or monitoring or, in the case of a postal item, the interception is
effected by conduct within Jersey and the communication is either —

(@ intercepted in the course of its transmission by means of a public postal service or public
telecommunication system; or

(b) intercepted in the course of its transmission by means of a private telecommunication systemin
acase in which the sender or intended recipient of the communication isin Jersey.

References in this Law to the interception of a communication in the course of its transmission by
means of a postal service or telecommunication system do not include references to —

(@ any conduct that takes place in relation only to so much of the communication as consists in
any traffic data comprised in or attached to a communication (whether by the sender or
otherwise) for the purposes of any postal service or telecommunication system by means of
which it is being or may be transmitted; or

(b) any such conduct, in connection with conduct falling within sub-paragraph (a), as gives ¢
person who is neither the sender nor the intended recipient only so much access to a
communication as is necessary for the purpose of identifying traffic data so comprised or
attached.

For the purposes of this Article references to the modification of a telecommunication system include
references to the attachment of any apparatus to, or other modification of or interference with —

(@ any part of the system; or

(b) any wireless telegraphy apparatus used for making transmissions to or from apparatus
comprised in the system.

For the purposes of this Article the times while a communication is being transmitted by means of a
telecommunication system shall be taken to include any time when the system by means of which the
communication is being, or has been, transmitted is used for storing it in a manner that enables the
intended recipient to collect it or otherwise to have accessto it.
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4

()

For the purposes of this Article the cases in which any contents of a communication are to be taken to
be made available to a person while being transmitted shall include any case in which any of the
contents of the communication, while being transmitted, are diverted or recorded so as to be
available to a person subsequently.

Meaning of “traffic data”, etc.

D)

(2)

3

In this Law “traffic data”, in relation to any communication, means —

(@ any data identifying, or purporting to identify, any person, apparatus or location to or from
which the communication is or may be transmitted;

(b) any data identifying or selecting, or purporting to identify or select, apparatus through which,
or by means of which, the communication is or may be transmitted,;

(c) any data comprising signals for the actuation of apparatus used for the purposes of a
telecommunication system for effecting (in whole or in part) the transmission of any
communication; and

(d) any data identifying the data or other data as data comprised in or attached to a particular
communication,

but that expression includes data identifying a computer file or computer program access to which is
obtained, or which is run, by means of the communication to the extent only that the file or program
isidentified by reference to the apparatusin which it is stored.

InthisLaw —

(@ references, in relation to traffic data comprising signals for the actuation of apparatus, to a
telecommunication system by means of which a communication is being or may be transmitted
include references to any telecommunication system in which that apparatus is comprised; and

(b) references to traffic data being attached to a communication include references to the data and
the communication being logically associated with each other.

In this Article, “data”, in relation to a postal item, means anything written on the outside of the item.

PART 2
COMMUNICATIONS

CHAPTER 1

INTERCEPTION

Inter pretation of Chapter 1

In this Chapter —

“certified”, in relation to an Article 12(4) certificate, means of a description certified by the
certificate as a description of material the examination of which the Attorney General considers
necessary;

“intercepted material”, in relation to an interception warrant, means the contents of any
communications intercepted by an interception to which the warrant relates;

“interception subject”, in relation to an interception warrant, means the person about whose
communications information is sought by the interception to which the warrant rel ates;



“international mutual assistance agreement” means an international agreement designated for the
purposes of Article 5(4);

“related communications data”, in relation to a communication intercepted in the course of its
transmission by means of a postal service or telecommunication system, means so much of any
communications data (within the meaning of Chapter 2 of this Part) as -

(8 isobtained by, or in connection with, the interception; and

(b) relates to the communication or to the sender or recipient, or intended recipient, of the
communication;

“Article 12(4) certificaté means any certificate issued for the purposes of Article 12(4).

Unlawful inter ception

D

(2)

3)

(4)

()

(6)

It shall be an offence for a person intentionally and without lawful authority to intercept, at any place
in Jersey, any communication in the course of its transmission by means of —

(@ apublic postal service; or

(b) apublic telecommunication system.

It shall be an offence for a person —

(@ intentionally and without lawful authority; and

(b) otherwise than in circumstances in which the person’s conduct is excluded by paragraph (3
from criminal liability under this paragraph,

to intercept, at any place in Jersey, any communication in the course of its transmission by means of
a private telecommunication system.

The circumstances in which a person makes an interception of a communication in the course of its
transmission by means of a private telecommunication system are such that the person’s conduct is
excluded from criminal liability under paragraph (2) if the person has-

(@ aright to control the operation or the use of the system; or

(b) the express or implied consent to make the interception of another person having a right to
control the operation or the use of the system.

Where Jersey is a party to an international agreement which —

(@ relates to the provision of mutua assistance in connection with, or in the form of, the
interception of communications;

(b) requires the issue of a warrant, order or equivalent instrument in cases in which assistance is
given; and
(c) isdesignated for the purposes of this paragraph by an Order made by the Committee,

the Attorney General shall secure that no request for assistance in accordance with the agreement is
made on behalf of a person in Jersey to the competent authorities of a country or territory outside
Jersey except with lawful authority.

A person who is guilty of an offence under paragraph (1) or (2) shall be liable to imprisonment for
term of 2 years and to afine.

No proceedings for any offence which is an offence by virtue of this Article shall be instituted except
by or with the consent of the Attorney General.

Civil action in respect of interception

Any interception of a communication which is carried out at any place in Jersey by, or with the express or
implied consent of, a person having the right to control the operation or the use of a private



telecommunication system shall be actionable at the suit or instance of the sender or recipient, or intended
recipient, of the communication if it iswithout lawful authority and is either —

(@ an interception of that communication in the course of its transmission by means of that private
system; or

(b) an interception of that communication in the course of its transmission, by means of a public
telecommunication system, to or from apparatus comprised in that private telecommunication
system.

Lawful authority for interception

Conduct has lawful authority for the purposes of Articles 5and 6 if, and only if-
(@ itisauthorized by or under Article 8 or 9;

(b) it takes place in accordance with an interception warrant; or

(c) itisin exercise, in relation to any stored communication, of any statutory power that is exercised
(apart from this Article) for the purpose of obtaining information or of taking possession of any
document or other property,

and conduct (whether or not prohibited by Article 5) which has lawful authority for the purposes of
Articles 5 and 6 by virtue of paragraph (a) or (b) shall also be taken to be lawful for al other purposes.

Lawful inter ception without an inter ception warrant

(1) Conduct by any person consisting in the interception of acommunication is authorized by this Article
if the communication is one which, or which that person has reasonable grounds for believing, is
both —

(@ acommunication sent by a person who has consented to the interception; and
(b) acommunication the intended recipient of which has so consented.

(2) Conduct by any person consisting in the interception of a communication is authorized by this Article
if —
(@ the communication is one sent by, or intended for, a person who has consented to the
interception; and
(b) surveillance by means of that interception has been authorized under Part 3.
(3 Conduct consisting in the interception of a communication is authorized by this Article if —

(@ itisconduct by or on behaf of a person who provides a postal service or a telecommunications
service;, and

(b) it takes place for purposes connected with the provision or operation of that service or with the
enforcement, in relation to that service, of any enactment relating to the use of postal services
or telecommunications services.

(4) Conduct by any person consisting in the interception of a communication in the course of its
transmission by means of wireless telegraphy is authorized by this Articleif it takes place —
(@ withthe authority of adesignated person under section 5 of the 1949 Act; and
(b) for purposes connected with —
(i)  theissue of licences under the 1949 Act,
(i)  the prevention or detection of anything which constitutes interference with wireless
telegraphy, or
(iii)  the enforcement of any enactment contained in that Act or of any enactment not so
contained that relates to such interference.
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Powersto provide for lawful interception

(D)

2

3

(4)

()

Conduct by any person (the “interceptor”) consisting in the interception of a communication in the
course of its transmission by means of a telecommunication system is authorized by this Article if —

(@  the interception is carried out for the purpose of obtaining information about the
communications of a person who, or who the interceptor has reasonable grounds for believing,
isin acountry or territory outside Jersey;

(b) the interception relates to the use of a telecommunications service provided to persons in that
country or territory which is either —
(i) apublic telecommunications service, or
(i)  atelecommunications service that would be a public telecommunications service if the
persons to whom it is offered or provided were members of the public in a part of
Jersey;
(c) the person who provides that service (whether the interceptor or another person) is required by
the law of that country or territory to carry out, secure or facilitate the interception in question;
(d) the situation is one in relation to which such further conditions as may be prescribed are
required to be satisfied before conduct may be treated as authorized by virtue of this
paragraph; and
(e) theconditions so prescribed are satisfied in relation to that situation.
Subject to paragraph (3), the Committee may by Order authorize any such conduct described in the

Order as appears to it to constitute a legitimate practice reasonably required for the purpose, in
connection with the carrying on of any business, of monitoring or keeping arecord of —

(@ communications by means of which transactions are entered into in the course of that business;
or

(b) other communications relating to that business or taking place in the course of its being carried
on.

Nothing in any Order under paragraph (2) shall authorize the interception of any communicatior
except in the course of its transmission using apparatus or services provided by or to the person
carrying on the business for use wholly or partly in connection with that business.

Conduct taking place in a prison is authorized by this Article if it is conduct in exercise of any power
conferred by or under any rules made under Article 26 of thePrison (Jersey) Law 195729

Inthis Article -

(@ references to a business include references to any activities of any administration of the States
or of a Committee of the States, of any public authority or of any person or office holder on
whom functions are conferred by or under any enactment;

(b) “prison” has the same meaning as in the Prison (Jersey) Law 1957

Power to issue inter ception warrant

D

Subject to the following provisions of this Chapter, the Attorney General may issue a warrant
authorizing or requiring the person to whom it is addressed, by any such conduct as may be
described in the warrant, to secure any one or more of the following —

(@ the interception in the course of their transmission by means of a postal service or
telecommunication system of the communications described in the warrant;

(b) the making, in accordance with an international mutual assistance agreement, of a request for
the provision of such assistance in connection with, or in the form of, an interception of
communications as may be so described;
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(2)

3

(4)

()

(6)

(c) the provision, in accordance with an international mutual assistance agreement, to the
competent authorities of a country or territory outside Jersey of any such assistance in
connection with, or in the form of, an interception of communications as may be so described;

(d) thedisclosure, in such manner as may be so described, of intercepted material obtained by any
interception authorized or required by the warrant, and of related communications data.

The Attorney General shall not issue an interception warrant unless the Attorney General believes —

(@) that the warrant is necessary on grounds falling within paragraph (3); and

(b) that the conduct authorized by the warrant is proportionate to what is sought to be achieved by
that conduct.

Subject to the following provisions of this Article, a warrant is necessary on grounds falling within

this paragraph if it is necessary —

(@ intheinterests of national security;

(b) for the purpose of preventing or detecting serious crime;

(c) for the purpose of safeguarding the economic well-being of Jersey; or

(d) for the purpose, in circumstances appearing to the Attorney General to be equivalent to those in
which the Attorney General would issue a warrant by virtue of sub-paragraph (b), of giving
effect to the provisions of any international mutual assistance agreement.

The matters to be taken into account in considering whether the requirements of paragraph (2) are
satisfied in the case of any warrant shal include whether the information which it is thought
necessary to obtain under the warrant could reasonably be obtained by other means.

A warrant shall not be considered necessary on the ground falling within paragraph (3)(c) unless the
information which it is thought necessary to obtain is information relating to the acts or intentions of
persons outside Jersey.

The conduct authorized by an interception warrant shall be taken to include —

(@ dl such conduct (including the interception of communications not identified by the warrant)
as it is necessary to undertake in order to do what is expressly authorized or required by the
warrant;

(b) conduct for obtaining related communications data; and

(c) conduct by any person which is conduct in pursuance of areguirement imposed by or on behalf
of the person to whom the warrant is addressed to be provided with assistance with giving
effect to the warrant.

Application for and issue of inter ception warrant

D)

(2)

An interception warrant may be issued only on an application by or on behalf of —
(@ the Chief Officer;

(b) the Agent of the Impéts;

(c) the Chief Immigration Officer;

(d) theDirector General of the Security Service;

(e) the Chief of the Secret Intelligence Service;

(fy  the Director of GCHQ;

(g) the Chief of Defence Intelligence of the Ministry of Defence of the Government of the United
Kingdom;

(h)y a person who, for the purposes of any international mutual assistance agreement, is the
competent authority of a country or territory outside Jersey.

An interception warrant shall not be issued except under the hand of the Attorney General.



12

13

3

An interception warrant must be addressed to the person falling within paragraph (1) by whom, or or
whose behalf, the application for the warrant was made.

Contents of warrants

D)

(2)

3

(4)

An interception warrant must name or describe either —

(@) one person asthe interception subject; or

(b) asingle set of premises as the premises in relation to which the interception to which the
warrant relatesis to take place.

The provisions of an interception warrant describing communications the interception of which is
authorized or required by the warrant must comprise one or more schedules setting out the addresses,
numbers, apparatus or other factors, or combination of factors, that are to be used for identifying the
communications that may be or are to be intercepted.

Any factor or combination of factors set out in accordance with paragraph (2) must be one tha
identifies communications which are likely to be or to include -

(@ communications from, or intended for, the person named or described in the warrant in
accordance with paragraph (1); or

(b) communications originating on, or intended for transmission to, the premises so hamed or
described.

Paragraphs (1) and (2) shall not apply to an interception warrant if —

(@ thedescription of communications to which the warrant relates confines the conduct authorized
or required by the warrant to —

(i) theinterception of communications sent or received outside Jersey in the course of their
transmission by means of a telecommunication system, and

(i)  any conduct authorized in relation to any such interception by Article 10(6);
and

(b) at the time of the issue of the warrant, a certificate applicable to the warrant has been issued by
and under the hand of the Attorney General certifying —

(i)  the descriptions of intercepted material the examination of which the Attorney General
considers necessary, and

(ii)  that the Attorney General considers the examination of material of those descriptions
necessary as mentioned in Article 10(3)(a), (b) or (c).

Duration, cancellation and renewal of warrants

D)

(2)

3

An interception warrant —
(@) shall ceaseto have effect at the end of the relevant period; but

(b) may be renewed, at any time before the end of that period, by an instrument under the hand of
the Attorney General.

The Attorney General —

(@ shal not renew an interception warrant under paragraph (1) unless he or she believes that the
warrant continues to be necessary on grounds falling within Article 10(3); and

(b) shall cancel an interception warrant if satisfied that the warrant is no longer necessary on
grounds falling within Article 10(3).

In this Article “the relevant period” —

(@ inrelation to a renewed warrant the latest renewal of which was by an instrument endorsed
under the hand of the Attorney General with a statement that the renewal is believed to be



necessary on grounds falling within Article 10(3)(a) or (c), means the period of 6 months beginnin
with the day of the warrant's renewal; and

(b) inany other case, means the period of 3 months beginning with the day of the warrant's issue
or, in the case of awarrant that has been renewed, of its latest renewal.

14  Modification of warrants and certificates

D)

2

3

(4)

()

(6)

The Attorney General may at any time —
(@ modify the provisions of an interception warrant; or

(b) modify an Article 12(4) certificate so as to include in the certified material any material the
examination of which the Attorney General considers to be necessary as mentioned in
Article 10(3)(a), (b) or (c).

If at any time the Attorney General considers that any factor set out in a schedule to an interception
warrant is no longer relevant for identifying communications which, in the case of that warrant, are
likely to be or to include communications falling within Article 12(3)(a) or (b), the Attorney Genera
shall modify the warrant by the deletion of that factor.

If at any time the Attorney Genera considers that the material certified by an Article 12(4) certificate
includes any material the examination of which is no longer necessary as mentioned in any of
paragraphs (a) to (c) of Article 10(3), the Attorney General shall modify the certificate so as t
exclude that material from the certified material.

Subject to paragraph (5), awarrant or certificate shall not be modified under this Article except by ar
instrument under the hand of the Attorney General.

Where modifications in accordance with this paragraph are expressly authorized by provision
contained in the warrant, the scheduled parts of an interception warrant may, in an urgent case, be
modified by an instrument under the hand of —

(@ the person to whom the warrant is addressed; or

(b) a person holding any such position subordinate to that person as may be identified in the
provisions of the warrant.

For the purposes of this Article —

(@ the scheduled parts of an interception warrant are any provisions of the warrant that are
contained in a schedule of identifying factors comprised in the warrant for the purposes of
Article 12(2); and

(b) the modifications that are modifications of the scheduled parts of an interception warrant
include the insertion of an additional such schedule in the warrant,

and references in this Article to unscheduled parts of an interception warrant, and to their
modification, shall be construed accordingly.

15 Implementation of warrants

D)

2

Effect may be given to an interception warrant either —
(@ by the person to whom it is addressed; or

(b) by that person acting through, or together with, such other persons as he or she may require
(whether under paragraph (2) or otherwise) to provide assistance with giving effect to the
warrant.

The person to whom an interception warrant is addressed may, for the purpose of requiring any
person to provide assistance in relation to the warrant —

(@) serveacopy of the warrant on such persons as he or she considers may be able to provide such
assistance; or
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(4)

()
(6)

()
(8)

(9)

(b) make arrangements under which a copy of it isto be or may be so served.

The copy of an interception warrant that is served on any person under paragraph (2) may, to the
extent authorized —

(@ by the person to whom the warrant is addressed; or

(b) by the arrangements made by the person to whom the warrant is addressed for the purposes of
that paragraph,

omit any one or more of the schedules to the warrant.

Where a copy of an interception warrant has been served by or on behalf of the person to whom it is
addressed on —

(@ aperson who provides apostal service;
(b) aperson who provides a public telecommunications service; or

(c) aperson not falling within sub-paragraph (b) who has control of the whole or any part of ¢
telecommunication system located wholly or partly in Jersey,

it shall (subject to paragraph (5)) be the duty of that person to take al such steps for giving effect tc
the warrant as are notified to him or her by or on behaf of the person to whom the warrant is
addressed.

A person who is under a duty by virtue of paragraph (4) to take steps for giving effect to a warran
shall not be required to take any steps which it is not reasonably practicable for that person to take.

For the purposes of paragraph (5) the steps which it is reasonably practicable for a person to take in ¢
case in which obligations have been imposed on that person by or under Article 16 shall include
every step which it would have been reasonably practicable for that person to take had that person
complied with all the obligations so imposed on him or her.

A person who knowingly fails to comply with his or her duty under paragraph (4) shall be guilty of
an offence and liable to imprisonment for aterm of 2 years and to afine.

A person’s duty under paragraph (4) to take steps for giving effect to a warrant shall be enforceabl¢
by civil proceedings by the Attorney General for an injunction or for any other appropriate relief.

For the purposes of this Law the provision of assistance with giving effect to an interception warrant
includes any disclosure to the person to whom the warrant is addressed, or to persons acting on that
person’s behalf, of intercepted material obtained by any interception authorized or required by the
warrant, and of any related communications data.

Maintenance of interception capability

D)

(2

3

(4)

The Committee may by Order provide for the imposition on persons who are providing, or proposing
to provide, public postal services or public telecommunications services of such obligations as it
appears to the Committee reasonable to impose in order to secure —

(@ that it is and remains practicable for requirements to provide assistance in relation to
interception warrants to be imposed; and

(b) thatitisand remains practicable for such requirements to be complied with.

The Committee’s power to impose the obligations provided for by an Order under this Article shall
be exercisable by the giving, in accordance with the Order, of a notice requiring the person who isto
be subject to the obligations to take all such steps as may be specified or described in the notice.

Subject to paragraph (10), the only steps that may be specified or described in a notice given to ¢
person under paragraph (2) are steps appearing to the Committee to be necessary for securing that the
person has the practical capability of providing any assistance which that person may be required to
provide in relation to relevant interception warrants.

A person shall not be liable to have an obligation imposed on him or her in accordance with an Order



under this Article by reason only that the person provides, or is proposing to provide, to members of the

(®)

(6)

()

(8)

(9)

(10)

(11)

public a telecommunications service the provision of which is or, as the case may be, will be no more
than —

(& the means by which that person provides a service which is not a telecommunications service;
or

(b)  necessarily incidental to the provision by that person of a service which is not a
telecommunications service.

A person to whom a notice is given under paragraph (2) otherwise than by virtue of paragraph (6)(c
(i) may refer the notice to the Technical Advisory Board.
Where a person refers a notice given under paragraph (2) to the Technical Advisory Board—

(@) the person shall not be required to comply with any obligation imposed by the notice, unless
the notice is given by virtue of sub-paragraph (c)(ii);

(b) the Board shall consider the technical requirements and the financial consequences, for the
person making the reference, of the natice referred to them and shall report their conclusions
on those mattersto that person and to the Committee; and

(c) the Committee, after considering any report of the Board relating to the notice, may either —
(i)  withdraw the notice, or

(i) give a further notice under paragraph (2) confirming its effect, with or withou
modifications.

It shall be the duty of a person to whom a notice is given under paragraph (2) to comply with the
notice; and that duty shall be enforceable by civil proceedings by the Attorney General for an
injunction or for any other appropriate relief.

A notice for the purposes of paragraph (2) must specify such period as appears to the Committee tc
be reasonabl e as the period within which the steps specified or described in the notice are to be taken.

Before making an Order under this Article the Committee shall consult with —

(@ such persons appearing to it to be likely to be subject to the obligations for which it provides;
(b) the Technica Advisory Board;

(c) such persons representing persons falling within sub-paragraph (a); and

(d) such persons with statutory functions in relation to persons falling within that sub-paragraph,
as the Committee considers appropriate.

For the purposes of this Article the question whether a person has the practical capability of
providing assistance in relation to relevant interception warrants shall include the question whether
all such arrangements have been made as the Committee considers necessary —

(8  with respect to the disclosure of intercepted material;
(b) for the purpose of ensuring that security and confidentiality are maintained in relation to, and in
relation to matters connected with, the provision of any such assistance; and

(c) for the purpose of facilitating the carrying out of any functions in relation to this Chapter of the
Commissioner,

but before determining for the purposes of the making of any Order, or the imposition of any
obligation, under this Article what arrangements it considers necessary for the purpose mentioned in
sub-paragraph (c) the Committee shall consult the Commissioner.

In this Article “relevant interception warrant” —

(@ inrelation to a person providing a public postal service, means an interception warrant relating
to the interception of communications in the course of their transmission by means of that
service;, and

(b) in relation to a person providing a public telecommunications service, means an interception
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warrant relating to the interception of communications in the course of their transmission by means
of atelecommunication system used for the purposes of that service.

Technical Advisory Board

D)
(2)

3

There shall be a Technical Advisory Board, whose members shall be appointed by the Committee.

The Committee, in appointing the members of the Technical Advisory Board, shall ensure —

(@ that the membership of the Board includes persons likely effectively to represent the interests
of the persons on whom obligations may be imposed under Article 16;

(b) that the membership of the Board includes persons likely effectively to represent the interests
of the persons by or on whose behalf applications for interception warrants may be made; and

(c) that the Board is so constituted as to produce a balance between the representation of the
interests mentioned respectively in sub-paragraphs (a) and (b).

The Committee may, if the Committee thinks fit, appoint persons as members of the Technical
Advisory Board in addition to those described in paragraph (2).

Grantsfor interception costs

D)

@)

3)

It shall be the duty of the States to ensure that such arrangements are in force as are necessary for
securing that a person who provides —

(@ aposta service; or
(b) atelecommunications service,

receives such contribution asis, in the circumstances of that person's case, afair contribution towards
the costs incurred, or likely to be incurred, by that person in consequence of the matters mentioned in

paragraph (2).
Those matters are —

(@ inrelation to a person providing a postal service, the issue of interception warrants relating to
communications transmitted by means of that postal service;

(b) in relation to a person providing a telecommunications service, the issue of interception
warrants relating to communications transmitted by means of a telecommunication system
used for the purposes of that service;

(c) inreation to each description of person, the imposition on that person of obligations provided
for by an Order under Article 16.

Contributions made pursuant to this Article shall be paid out of the annual income of the States.

General safeguardsfor intercepted material

D)

2

Subject to paragraph (6), Attorney General shall ensure, in relation to all interception warrants, tha
such arrangements are in force as the Attorney General considers necessary for securing —

(@ that the requirements of paragraphs (2) and (3) are satisfied in relation to the interceptec
material and any related communications data; and

(b) in the case of warrants in relation to which there are Article 12(4) certificates, that the
requirements of Article 20 are also satisfied.

The requirements of this paragraph are satisfied in relation to the intercepted material and any related
communications data if each of the following mattersis limited to the minimum that is necessary for
the authorized purposes, namely —

(@ the number of persons to whom any of the material or data is disclosed or otherwise made
available;



(b) the extent to which any of the material or datais disclosed or otherwise made available;
(c) theextent to which any of the material or datais copied; and
(d) the number of copiesthat are made.

(3 Therequirements of this paragraph are satisfied in relation to the intercepted material and any related
communications data if each copy made of any of the material or data (if not destroyed earlier) is
destroyed as soon as there are no longer any grounds for retaining it as necessary for any of the
authorized purposes.

(4) For the purposes of this Article something is necessary for the authorized purposesif, and only if —
(& it continuesto be, or is likely to become, necessary as mentioned in Article 10(3);

(b) itisnecessary for facilitating the carrying out of any of the functions under this Chapter of the
Attorney Generdl;

(c) it is necessary for facilitating the carrying out of any functions in relation to this Part of the
Commissioner or of the Tribunal; or

(d) it is necessary to ensure that a person conducting a criminal prosecution has the information
needed to determine what is required of that person by his or her duty to secure the fairness of
the prosecution.

(5) The arrangements for the time being in force under this Article for securing that the requirements of
paragraph (2) are satisfied in relation to the intercepted material or any related communications date
shall include such arrangements as the Attorney General considers necessary for securing that every
copy of the material or data that is made is stored, for so long asit isretained, in a secure manner.

(6) Arrangementsin relation to interception warrants which are made for the purposes of paragraph (1)-

(@ shal not be required to secure that the requirements of paragraphs (2) and (3) are satisfied in st
far as they relate to any of the intercepted material or related communications data, or any
copy of any such material or data, possession of which has been surrendered to any authorities
of acountry or territory outside Jersey; but

(b) shall be required to secure, in the case of every such warrant, that possession of the intercepted
material and data and of copies of the material or datais surrendered to authorities of a country
or territory outside Jersey only if it appears to the Attorney General —

(i)  that requirements corresponding to those of paragraphs (2) and (3) will apply, to suct
extent (if any) as the Attorney General thinks fit, in relation to any of the intercepted
material or related communications data possession of which, or of any copy of which,
is surrendered to the authorities in question, and

(ii)  that restrictions are in force which would prevent, to such extent (if any) as the Attorney
General thinks fit, the doing of anything in, for the purposes of or in connection with
any proceedings outside Jersey which would result in such a disclosure as, by virtue of
Article 21, could not be made in Jersey.

(7) Inthis Article “copy”, in relation to intercepted material or related communications data, means any
of the following (whether or not in documentary form) —

(@ any copy, extract or summary of the material or data which identifies itself as the product of an
interception; and

(b) any record referring to an interception which is arecord of the identities of the personsto or by
whom the intercepted material was sent, or to whom the communications data rel ates,

and “copied” shall be construed accordingly.

20 Extrasafeguardsfor warrant with Article 12(4) certificate

(1) For the purposes of Article 19(1)(b) the requirements of this Article, in the case of a warrant ir
relation to which there is an Article 12(4) certificate, are that the intercepted material is read, |ookec
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at or listened to by the persons to whom it becomes available by virtue of the warrant to the extent only that

(2)

3

(4)

()

(6)

it—

(@ has been certified as material the examination of which is necessary as mentioned in Article 1(
(3)(a), (b) or (c); and

(b) fallswithin paragraph (2).

Subject to paragraphs (3) and (4), intercepted material falls within this paragraph so far only asiit i

selected to be read, looked at or listened to otherwise than according to a factor which —

(@) isreferableto anindividual who is known to be for the time being in Jersey; and

(b) has as its purpose, or one of its purposes, the identification of material contained in
communications sent by or intended for that individual.

Intercepted material falls within paragraph (2), notwithstanding that it is selected by reference to any

such factor asis mentioned in sub-paragraphs (a) and (b) of that paragraph, if—

(@ itiscertified by the Attorney General for the purposes of Article 12(4) that the examination of
materia selected according to factors referable to the individual in question is necessary as
mentioned in Article 10(3)(a), (b) or (c); and

(b) the material relates only to communications sent during a period of not more than 3 months
specified in the certificate.

Intercepted material also falls within paragraph (2), notwithstanding that it is selected by reference tc

any such factor as is mentioned in sub-paragraphs (a) and (b) of that paragraph, if-

(@ the person to whom the warrant is addressed believes, on reasonable grounds, that the
circumstances are such that the material would fall within that paragraph; or

(b) the conditions set out in paragraph (5) are satisfied in relation to the selection of the material.

Those conditions are satisfied in relation to the selection of intercepted material if —

(@ it has appeared to the person to whom the warrant is addressed that there has been such a
relevant change of circumstances as, but for paragraph (4)(b), would prevent the intercepte
material from falling within paragraph (2);

(b) sinceiit first so appeared, a written authorization to read, look at or listen to the material has
been given by the Attorney General; and

(c) the selection is made before the end of the first working day after the day on which it first so
appeared to that person.

References in this Article to its appearing that there has been a relevant change of circumstances are
references to its appearing either —
(@ that theindividual in question has entered Jersey; or

(b) that a belief by the person to whom the warrant is addressed in the individual’s presence
outside Jersey was in fact mistaken.

Exclusion of mattersfrom legal proceedings

D)

(2)

Subject to Article 22, no evidence shall be adduced, question asked, assertion or disclosure made ol
other thing done in, for the purposes of or in connection with any legal proceedings which (in any
manner) —

(@ discloses, in circumstances from which its origin in anything faling within paragraph (2) may
be inferred, any of the contents of an intercepted communication or any related
communications data; or

(b) tends (apart from any such disclosure) to suggest that anything falling within paragraph (2) has
or may have occurred or be going to occur.

The following fall within this paragraph —
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3

(4)

@

(b)

(©

(d)
(€)

conduct by a person falling within paragraph (3) that would be or was an offence unde
Article 5(1) or (2) of this Law or under Article 2 of thelnterception of Communications

(Jersey) Law 199314

a breach by the Attorney General of the Attorney General’s duty under Article 5(4) of thit
Law;

the issue of an interception warrant or of a warrant under the Interception of Communications
(Jersey) Law 1993112

the making of an application by any person for an interception warrant, or for a warrant under
that Law;

the imposition of any requirement on any person to provide assistance with giving effect to an
interception warrant.

The persons referred to in paragraph (2)(a) are-

@
(b)

(©
(d)
(e)
Q)
(9)

(h)
0]

any person to whom awarrant under this Chapter may be addressed;

any person holding office or employed in any administration of the States or of a Committee of
the States;

any person holding office or employed in the Law Officers Department;

an officer of the Force or member of the Honorary Police;

an immigration officer;

any person employed by or for the purposes of the Force or the Honorary Palice;

any person providing a postal service or employed for the purposes of any business of
providing such a service;

any person providing a public telecommunications service or employed for the purposes of any
business of providing such a service; and

any member of the intelligence services.

In this Article “intercepted communication” means any communication intercepted in the course of
its transmission by means of a postal service or telecommunication system.

Exceptionsto Article 21
Article 21(1) shall not apply in relation to—

D)

2

3)

@
(b)
(©)
(d)
(€)

any proceedings for arelevant offence;

any civil proceedings under Article 15(8);

any proceedings before the Tribunal;

any proceedings on an appeal for which provision is made by an order under Article 48(8);

any proceedings before the Proscribed Organizations Appeal Commission or any proceedings
arising out of proceedings before that Commission.

Paragraph (1) shall not, by virtue of subparagraph (e), authorize the disclosure of anything to—

(@
(b)
(©

(d)

the applicant to the Proscribed Organizations Appeal Commission;
the organization concerned (if different);
any person designated under paragraph 6(2) of Schedule 2 to theTerrorism (Jersey) Law 2002

131 t5 conduct proceedings so falling on behalf of that organization; or

any person who for the purposes of any proceedings so falling (but otherwise than by virtue of
an appointment under paragraph 7 of that Schedule) represents that applicant or tha
organization.

Article 21(1) shall not prohibit anything done in, for the purposes of, or in connection with, so muct



of any legal proceedings as relates to whether conduct constituting an offence under Article 5(1) or (2), 1

(4)

()

(6)

()

(8)

(9)

(10)

(11)

(7) or 23 of this Law, or Article 2 of thelnterception of Communications (Jersey) Law 190344
constitutes a proper ground for dismissal.

Article 21(1)(a) shall not prohibit the disclosure of any of the contents of a communication if the
interception of that communication was lawful by virtue of Article 7(c), 8 or 9.

Where any disclosure is proposed to be or has been made on the grounds that it is authorized by
paragraph (4), Article 21(1) shall not prohibit the doing of anything in, or for the purposes of, s
much of any legal proceedings as relates to the question whether that disclosure is or was so
authorized.

Article 21(1)(b) shall not prohibit the doing of anything that discloses any conduct of a person foi
which the person has been convicted of an offence under Article 5(1) or (2), 15(7) or 23 of this Law

or Article 2 of thelnterception of Communications (Jersey) Law 19931351

Nothing in Article 21(1) shall prohibit any such disclosure of any information that continues to be
available for disclosure asis confined to —

(@ adisclosure to a person conducting a criminal prosecution for the purpose only of enabling that
person to determine what is required of that person by his or her duty to secure the fairness of
the prosecution; or

(b) adisclosure to the Bailiff in a case in which the Bailiff has ordered the disclosure to be made to
the Bailiff alone.

The Bailiff shall not order a disclosure under paragraph (7)(b) except where the Bailiff is satisfiet
that the exceptional circumstances of the case make the disclosure essential in the interests of justice.

Subject to paragraph (10), wherein any criminal proceedings—
(@) theBailiff orders adisclosure under paragraph (7)(b); and

(b) in consequence of that disclosure the Bailiff is of the opinion that there are exceptional
circumstances requiring him or her to do so,

the Bailiff may direct the person conducting the prosecution to make, for the purposes of the
proceedings, any such admission of fact as the Bailiff thinks essential in the interests of justice.

Nothing in any direction under paragraph (9) shall authorize or require anything to be done ir
contravention of Article 21(1).

In this Article “relevant offence” means -
(@ an offence under any provision of this Law;

(b) an offence under Article 2 of thelnterception of Communications (Jersey) Law 1993;11%(31
(c) anoffence under section 5 of the 1949 Act;

(d) an offence under Article 67 or 68 of the Postal Services (Jersey) Law 20047 or under
Article 52 of theTelecommunications (Jersey) Law 2002;[1%81

(e) an offence under Article 3 or 4 of theOfficia Secrets (Jersey) Law 1952129 rel 4t ng to any
sketch, plan, model, article, note, document or information which incorporates or relates to the
contents of any intercepted communication or any related communications data or tends to
suggest as mentioned in Article 21(1)(b) of thisLaw;

(f)  perjury committed in the course of any proceedings mentioned in paragraph (1) or (3) of this
Article;

(g atempting or conspiring to commit, or aiding, abetting, counselling or procuring the
commission of, an offence falling within any of the preceding sub-paragraphs; and

(h)  contempt of court committed in the course of, or in relation to, any proceedings mentioned in
paragraph (1) or (3) of this Article.



(12) Inparagraph (11)“intercepted communication” has the same meaning asin Article 21.

23 Offencefor unauthorized disclosures
(1) Where an interception warrant has been issued or renewed, it shall be the duty of every person falling
within paragraph (2) to keep secret al the matters mentioned in paragraph (3).
(2) The personsfaling within this paragraph are —
(@ thepersons specified in Article 11(1);

(b) every person holding office or employed in an administration of the States or of a Committee
of the States;

(c) every person holding office or employed in the Law Officers Department;

(d) every officer of the Force or member of the Honorary Police;

(e) every immigration officer;

(f)  every person employed by or for the purposes of the Force or the Honorary Police;

(g) persons providing postal services or employed for the purposes of any business of providing
such aservice;

(h)  persons providing public telecommunications services or employed for the purposes of any
business of providing such a service;

(i)  persons having control of the whole or any part of a telecommunication system located wholly
or partly in Jersey;

() every member of the intelligence services;
(k) every officia of the Ministry of Defence of the Government of the United Kingdom.
(3 The mattersto be kept secret are —

(@) the existence and contents of the warrant and of any Article 12(4) certificate in relation to the
warrant;

(b) the details of the issue of the warrant and of any renewal or modification of the warrant or of
any such certificate;

(c) the existence and contents of any requirement to provide assistance with giving effect to the
warrant;

(d) the steps taken in pursuance of the warrant or of any such requirement; and
(e) everything in the intercepted material, together with any related communications data.

(4) A person who makes a disclosure to another person of anything that the firstmentioned person is
required to keep secret under this Article shall be guilty of an offence and liable to imprisonment for
atermof 5 yearsand to afine.

(5) In proceedings against any person for an offence under this Article in respect of any disclosure, it
shall be a defence for the accused to show that the accused could not reasonably have been expected,
after first becoming aware of the matter disclosed, to take stepsto prevent the disclosure.

(6) In proceedings against any person for an offence under this Article in respect of any disclosure, it
shall be a defence for the accused to show that —

(@ the disclosure was made by or to a professional lega adviser in connection with the giving, by
the adviser to any client of the adviser, of advice about the effect of provisions of this Chapter;
and

(b) the person to whom or, as the case may be, by whom it was made was the client or a
representative of the client.

(7) In proceedings against any person for an offence under this Article in respect of any disclosure, it
shall be a defence for the accused to show that the disclosure was made by a professional legal



adviser —
(@ incontemplation of, or in connection with, any legal proceedings; and
(b) for the purposes of those proceedings.

(8) Neither paragraph (6) nor paragraph (7) applies in the case of a disclosure made with a view t
furthering any criminal purpose.

(9) In proceedings against any person for an offence under this Article in respect of any disclosure, it
shall be a defence for the accused to show that the disclosure was confined to a disclosure made to
the Commissioner or authorized —

(@ by the Commissioner;

(b) by the warrant or the person to whom the warrant is or was addressed,;
(c) by theterms of the requirement to provide assistance; or

(d) by Article 15(9).

CHAPTER 2

ACQUISITION AND DISCLOSURE OF COMMUNICATIONS DATA

24 Interpretation of Chapter 2
In this Chapter —

“communications data” means any of the following —

(@ any traffic data comprised in or attached to a communication (whether by the sender or
otherwise) for the purposes of any postal service or telecommunication system by means of
which it isbeing or may be transmitted;

(b) any information which includes none of the contents of a communication (apart from any
information falling within paragraph (@)) and is about the use made by any person—

(i) of any postal service or telecommunications service, or

(i) in connection with the provision to or use by any person of any telecommunications
service, of any part of atelecommunication system;

() any information not falling within paragraph (a) or (b) that is held or obtained, in relation tc
persons to whom he or she provides the service, by a person providing a postal service or
telecommunications service;

“designated” shall be construed in accordance with Article 29(1);

“postal or telecommunications operator” means a person who provides a postal service or
telecommunications service;

“relevant public authority” shall be construed in accordance with Article 29(1).

25 Lawful acquisition and disclosure of communications data
(1) This Chapter appliesto —

(@ any conduct in relation to a postal service or telecommunication system for obtaining
communications data, other than conduct consisting in the interception of communications in
the course of their transmission by means of such a service or system; and

(b) thedisclosureto any person of communications data.
(2) Conduct to which this Chapter applies shall be lawful for al purposesif —
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3

(@ it is conduct in which any person is authorized or required to engage by an authorization or
notice granted or given under this Chapter; and

(b) theconduct isin accordance with, or in pursuance of, the authorization or requirement.
A person shall not be subject to any civil liability in respect of any conduct of that person which —
(@ isincidental to any conduct that islawful by virtue of paragraph (2); and
(b) isnotitself conduct for which an authorization or warrant —
(i) iscapable of being granted under this Law, section 5 of the 1994 Act or Article 101 ¢

the Police Procedures and Criminal Evidence (Jersey) Law 2003,[2—01 and
(i)  might reasonably have been expected to have been sought in the case in question.

Authorizations and notices to obtain and disclose communications data

D)

(2)

3)

(4)

()

(6)
(")

This Article applies where a person designated for the purposes of this Chapter believes that it is
necessary on grounds falling within paragraph (2) to obtain any communications data.

It is necessary on grounds falling within this paragraph to obtain communications data if it is
necessary —

(@ intheinterests of national security;

(b) for the purpose of preventing or detecting crime or of preventing disorder;

(c) intheinterests of the economic well-being of Jersey;

(d) intheinterests of public safety;

(e) for the purpose of protecting public health;

(f)  for the purpose of assessing or collecting any tax, duty, levy or other imposition, contribution
or charge payable to any administration of the States or of a Committee of the States;

(g) for the purpose, in an emergency, of preventing death or injury or any damage to a person’s
physical or mental health, or of mitigating any injury or damage to a person’s physical or
mental health; or

(h) for any purpose (not falling within sub-paragraphs (a) to (g)) which is specified for the
purposes of this paragraph by Regulations made by the States.

Subject to paragraph (5), a designated person may grant an authorization for persons holding offices
ranks or positions with the relevant public authority in relation to which that person is designated to
engage in any conduct to which this Chapter applies.

Subject to paragraph (5), where it appears to the designated person that a postal o
telecommunications operator is or may be in possession of, or be capable of obtaining, any
communications data, the designated person may, by notice to the postal or telecommunications
operator, require the operator —

(@ if the operator is not already in possession of the data, to obtain the data; and

(b) inany case, to disclose al of the data in the operator’s possession or subsequently obtained by
the operator.

The designated person shall not grant an authorization under paragraph (3), or give a notice unde
paragraph (4), unless that person believes that obtaining the data in question by the conduc
authorized or required by the authorization or notice is proportionate to what is sought to be achieved
by so obtaining the data.

It shall be the duty of the postal or telecommunications operator to comply with the requirements of
any notice given to the operator under paragraph (4).

A person who is under a duty by virtue of paragraph (6) shall not be required to do anything ir
pursuance of that duty which it is not reasonably practicable for that person to do.
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(8 The duty imposed by paragraph (6) shall be enforceable by civil proceedings by the Attorney Genera
for an injunction, or for any other appropriate relief.

Form and duration of authorizations and notices

(1) Anauthorization under Article 26(3)-

(@ shall be granted in writing or (if not in writing) in a manner that produces a record of its having
been granted;

(b)  shal describe the conduct to which this Chapter applies that is authorized and the
communications data in relation to which it is authorized;

(c) shall specify the groundsin Article 26(2) on which it is necessary to obtain the data; and
(d) shall specify the office, rank or position held by the person granting the authorization.

(2) A notice under Article 26(4) requiring communications data to be disclosed or to be obtained anc
disclosed -

(@ shall begiveninwriting or (if not in writing) must be given in a manner that produces a record
of its having been given;

(b) shall describe the communications data to be obtained or disclosed under the notice;

(c) shal specify the groundsin Article 26(2) on which it is necessary to obtain the data;

(d) shall specify the office, rank or position held by the person giving it; and

(e) shall specify the manner in which any disclosure required by the notice is to be made.
(3) A notice under Article 26(4) shall not require the disclosure of datato any person other than—

(@) thedesignated person giving the notice; or

(b) such other person as may be specified in or otherwise identified by, or in accordance with, the
provisions of the notice,

but the provisions of a notice given by a designated person other than the Attorney General shall not
specify or otherwise identify a person for the purposes of sub-paragraph (b) unless the person hold:
an office, rank or position with the same relevant public authority as the designated person.

(4) Anauthorization under Article 26(3) or notice under Article 26(4)-

(@ shall not authorize or require any data to be obtained after the end of the period of one month
beginning with the date on which the authorization is granted or the notice given; and

(b) inthe case of anotice, shall not authorize or require any disclosure after the end of that period
of any data not in the possession of, or obtained by, the postal or telecommunications operator
at atime during that period.

(5) Anauthorization under Article 26(3) or notice under Article 26(4) may be renewed at any time befor
the end of the period of one month applying (in accordance with paragraph (4) or paragraph (7)) t
that authorization or notice.

(6) A renewa of an authorization under Article 26(3) or of a notice under Article 26(4) shall be by th
grant or giving, in accordance with this Article, of afurther authorization or notice.

(7) Paragraph (4) shall have effect in relation to a renewed authorization or renewed notice as if the
period of one month mentioned in that paragraph did not begin until the end of the period of one
month applicable to the authorization or notice that is current at the time of the renewal.

(8) A person who has given anotice under Article 26(4) shall cancel the notice if satisfied—

(8 that it is no longer necessary on grounds falling within paragraph (2) of that Article for the
requirements of the notice to be complied with; or

(b) that the conduct required by the notice is no longer proportionate to what is sought to be
achieved by obtaining communications data to which the notice relates.
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(9)

The Committee may by Order provide for the person by whom any duty imposed by paragraph (8) it
to be performed in a case in which it would otherwise fall on a person who is no longer available to
perform it; and an Order under this paragraph may provide for the person on whom the duty is to fall
to be a person appointed in accordance with the Order.

Arrangementsfor payments

D)

(2)

The States shall ensure that such arrangements are in force as they think appropriate for requiring or
authorizing, in such cases as they think fit, the making to postal and telecommunications operators of
appropriate contributions towards the costs incurred by them in complying with notices under
Article 26(4).

Any contributions under this Article shall be paid out of the annual income of the States.

Per sons designated to give authorizations and notices under this Chapter

D)

@

3)

(4)

Schedule 1 shall have effect to designate persons for the purposes of this Chapter and specify the
public authorities in relation to which they are designated.

The States may by Regulations —
(@ amend Schedule 1 so asto —
(i) remove apublic authority and the person designated in relation to that authority,
(i)  subject to paragraphs (3) and (4), add a public authority and designate a person ir
relation to that authority,
(iii)  subject to paragraph (4), change the designated person in relation to a public authority;
(b) imposerestrictions —
(i)  onthe authorizations and notices under this Chapter that may be granted or given by any
individual holding an office, rank or position with a specified public authority, and

(i)  on the circumstances in which, or the purposes for which, such authorizations may be
granted or notices given by any such individual.

The States may only amend Schedule 1 so as to add a public authority outside Jersey if the authority
is—

(@ apoliceforceof acountry or territory outside the British Islands and Northern Ireland;

(b) apublic authority in the British Islands or Northern Ireland having functions which consist of

or include the provision of criminal intelligence, the prevention and detection of serious crime,
the investigation of crimes or the charging of offences;

(c) apublic authority of a country or territory outside the British Islands and Northern Ireland
whose functions correspond to those of a police force or otherwise consist of or include the
investigation of conduct contrary to the law of that country or territory, or the apprehension of
persons guilty of such conduct;

(d) a public authority with functions under any international agreement which consist of or
include -

(i) the investigation of conduct which is unlawful under the law of one or more places,
prohibited by such an agreement or contrary to international law, or

(i)  the apprehension of persons guilty of such conduct.
Only the Attorney Genera may be the designated person in relation to any of the intelligence

services, the Ministry of Defence of the Government of the United Kingdom or Her Majesty’s Forces
or any other public authority outside Jersey added to Schedule 1 pursuant to paragraph(2).
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PART 3
SURVEILLANCE AND COVERT HUMAN INTELLIGENCE SOURCES

Interpretation of Part 3

D)

2

3

(4)

In this Part —

“private vehicle” means (subject to paragraph (3)(a)) any vehicle which is used primarily for the
private purposes of the person who ownsit or of a person otherwise having the right to use it;

“residential premises” means (subject to paragraph (3)(b)) so much of any premises asis for the time
being occupied or used by any person, however temporarily, for residential purposes or otherwise as
living accommodation (including hotel or prison accommodation that is so occupied or used);

“surveillance device” means any apparatus designed or adapted for use in surveillance.

References in this Part to an individual holding an office or position with a public authority include
references to any member, official or employee of that authority.

In paragraph (1)-

(@ the reference to a person having the right to use a vehicle does not, in relation to a motor
vehicle, include a reference to a person whose right to use the vehicle derives only from that
person having paid, or undertaken to pay, for the use of the vehicle and its driver for a
particular journey; and

(b) the reference to premises occupied or used by any person for residential purposes or otherwise
as living accommodation does not include a reference to so much of any premises as
constitutes any common area to which that person has or is alowed access in connection with
his or her use or occupation of any accommodation.

InthisArticle -

“premises” includes any vehicle or moveable structure and any other place whatever, whether or not
occupied as land;

“vehicle” includes any vessel, aircraft or hovercraft.

M eaning of “surveillance”

D

(2

Subject to paragraph (2), in this Part“surveillance” includes —

(@ monitoring, observing or listening to persons, their movements, their conversations or their
other activities or communications;

(b) recording anything monitored, observed or listened to in the course of surveillance; and
(c) surveillance by or with the assistance of a surveillance device.

References in this Part to surveillance do not include references to —

(@ any conduct of a covert human intelligence source for obtaining or recording (whether or not
using a surveillance device) any information which is disclosed in the presence of the source;

(b) theuse of acovert human intelligence source for so obtaining or recording information; or

(c) any such entry on or interference with property or with wireless telegraphy as would be
unlawful unless authorized under —

(i) section5 of the 1994 Act, or

(i)  Article 101 of thePolice Procedures and Criminal Evidence (Jersey) Law 2003124
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References in this Part to surveillance include references to the interception of a communication in

the course of its transmission by means of a postal service or telecommunication system if, and only

if —

(@ the communication is one sent by or intended for a person who has consented to the
interception of communications sent by or to that person; and

(b) thereisno interception warrant authorizing the interception.

Meaning of “directed surveillance”, “intrusive surveillance” and “covert human intelligence sour ce”

1)

@)

3

(4)

(%)

(6)

Subject to paragraph (5), surveillance is directed for the purposes of this Part if it is covert but no
intrusive and is undertaken —

(@ for the purposes of a specific investigation or a specific operation;

(b) in such a manner as is likely to result in the obtaining of private information about a person
(whether or not one specifically identified for the purposes of the investigation or operation);
and

(c) otherwise than by way of an immediate response to events or circumstances the nature of
which is such that it would not be reasonably practicable for an authorization under this Part to
be sought for the carrying out of the surveillance.

Subject to paragraphs (3) to (5), surveillanceisintrusive for the purposes of this Part if, and only if, i
is covert surveillance that —

(@ iscarried out in relation to anything taking place on any residential premises or in any private
vehicle; and

(b) involves the presence of an individual on the premises or in the vehicle or is carried out by
means of a surveillance device.
For the purposes of this Part surveillance is not intrusive to the extent that —

(@ itiscarried out by means only of a surveillance device designed or adapted principally for the
purpose of providing information about the location of a vehicle; or

(b) it is surveillance consisting in any such interception of a communication as fals within
Article 31(3).

For the purposes of this Part surveillance which —

(8 iscarried out by means of a surveillance device in relation to anything taking place on any
residential premises or in any private vehicle; but

(b) iscarried out without that device being present on the premises or in the vehicle,

is not intrusive unless the device is such that it consistently provides information of the same quality
and detail as might be expected to be obtained from a device actually present on the premises or in
the vehicle.

For the purposes of this Part surveillance which —

(@ is carried out by means of apparatus designed or adapted for the purpose of detecting the
installation or use in any residential or other premises of a television receiver (within the
meaning of section 1 of the 1949 Act); and

(b) iscarried out from outside those premises exclusively for that purpose,
is neither directed nor intrusive.

In this Part —

(@) references to the conduct of a covert human intelligence source are references to any conduct
of such a source which falls within any of sub-paragraphs (a) to (c) of paragraph (7), or i
incidental to anything falling within any of those paragraphs; and

(b) referencesto the use of a covert human intelligence source are references to inducing, asking or
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()

(8)

(9)

(10)

(11)

assisting a person to engage in the conduct of such a source, or to obtain information by means of the
conduct of such a source.

For the purposes of this Part a person is a covert human intelligence source if —

(@ he or she establishes or maintains a personal or other relationship with a person for the covert
purpose of facilitating the doing of anything falling within sub-paragraph (b) or (c);

(b) he or she covertly uses such a relationship to obtain information or to provide access to any
information to another person; or

(c) he or she covertly discloses information obtained by the use of such a relationship, or as a
conseguence of the existence of such arelationship.

For the purposes of this Part the activities of a covert human intelligence source which are to be taken
as activities for the benefit of a particular public authority include any conduct of that person as such
asource which isin response to inducements or requests made by or on behalf of that authority.

For the purposes of this Article -

(@ surveillanceiscovert if, and only if, it is carried out in a manner that is calculated to ensure that
persons who are subject to the surveillance are unaware that it is or may be taking place;

(b) a purpose is covert, in relation to the establishment or maintenance of a persona or other
relationship, if and only if the relationship is conducted in a manner that is calculated to ensure
that one of the parties to the relationship is unaware of the purpose; and

(c) arelationship is used covertly, and information obtained as mentioned in paragraph (7)(c) it
disclosed covertly, if and only if it is used or, as the case may be, disclosed in a manner that is
calculated to ensure that one of the parties to the relationship is unaware of the use or
disclosurein question.

In this Article “private information”, in relation to a person, includes any information relating to that
person’s private or family life.

References in this Article, in relation to a vehicle, to the presence of a surveillance device in the
vehicle include references to its being located on or under the vehicle and aso include references to
its being attached to it.

Lawful surveillance etc.

D

2

3

(4)

This Part applies to the following conduct —

(@ directed surveillance;

(b) intrusive surveillance; and

(c) theconduct and use of covert human intelligence sources.

Conduct to which this Part applies shall be lawful for all purposesif —

(@ an authorization under this Part confers an entitlement to engage in that conduct on the person
whose conduct it is; and

(b) that person’s conduct isin accordance with the authorization.
A person shall not be subject to any civil liability in respect of any conduct of that person which —
(@) isincidental to any conduct that is lawful by virtue of paragraph (2); and
(b) isnotitself conduct an authorization or warrant for which —
(i) iscapable of being granted under this Law, section 5 of the 1994 Act or Article 101 ¢
the Police Procedures and Criminal Evidence (Jersey) Law 2003,12%21 and
(i)  might reasonably have been expected to have been sought in the case in question.
The conduct that may be authorized under this Part includes conduct outside Jersey.
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35

(D)

(2)

3

(4)

Subject to the following provisions of this Part, the persons designated for the purposes of this Article
shall each have power to grant authorizations for the carrying out of directed surveillance.

A person shall not grant an authorization for the carrying out of directed surveillance unless the
person believes —
(@ that the authorization is necessary on grounds falling within paragraph (3); and

(b) that the authorized surveillance is proportionate to what is sought to be achieved by carrying it
out.

An authorization is necessary on grounds falling within this paragraph if it is necessary —
(@ intheinterests of national security;

(b) for the purpose of preventing or detecting crime or of preventing disorder;

(c) intheinterests of the economic well-being of Jersey;

(d) intheinterests of public safety;

(e) for the purpose of protecting public health;

(f)  for the purpose of assessing or collecting any tax, duty, levy or other imposition, contribution
or charge payable to any administration of the States or of a Committee of the States; or

(g) for any purpose (hot falling within sub-paragraphs (a) to (f)) which is prescribed.
The conduct that is authorized by an authorization for the carrying out of directed surveillance is any
conduct that —

(@ consistsin the carrying out of directed surveillance of any such description asis specified in the
authorization; and

(b) iscarried out in the circumstances described in the authorization and for the purposes of the
investigation or operation specified or described in the authorization.

Authorization of covert human intelligence sour ces

D

)

3

Subject to the following provisions of this Part, the persons designated for the purposes of this Article
shall each have power to grant authorizations for the conduct or the use of a covert human
intelligence source.

A person shall not grant an authorization for the conduct or the use of a covert human intelligence
source unless the person believes —

(8 that the authorization is necessary on grounds falling within paragraph (3);

(b) that the authorized conduct or use is proportionate to what is sought to be achieved by that
conduct or use; and

(c) that arrangements exist for the source's case that satisfy the requirements of paragraph (5) anc
such other requirements as may be prescribed.

An authorization is necessary on grounds falling within this paragraph if it is necessary —
(@ intheinterests of national security;

(b) for the purpose of preventing or detecting crime or of preventing disorder;

(c) intheinterests of the economic well-being of Jersey;

(d) intheinterests of public safety;

(e) for the purpose of protecting public health;

(f)  for the purpose of assessing or collecting any tax, duty, levy or other imposition, contribution
or charge payable any administration of the States or of a Committee of the States; or



36

(4)

()

(6)

()

(8)

(g) for any purpose (not falling within sub-paragraphs (a) to (f)) which is prescribed.

The conduct that is authorized by an authorization for the conduct or the use of a covert human
intelligence source is any conduct that —

(@ iscomprised in any such activities involving conduct of a covert human intelligence source, or
the use of a covert human intelligence source, as are specified or described in the
authorization,

(b) consistsin conduct by or in relation to the person who is so specified or described as the person
to whose actions as a covert human intelligence source the authorization relates; and

(c) is carried out for the purposes of, or in connection with, the investigation or operation so
specified or described.

For the purposes of this Part there are arrangements for the source's case that satisfy the requirements
of this paragraph if such arrangements are in force as are necessary for ensuring —

(@ that there will at all times be a person holding an office, rank or position with the relevant
investigating authority who will have day-to-day responsibility for dealing with the source on
behalf of that authority, and for the source's security and welfare;

(b) that there will at al times be another person holding an office, rank or position with the
relevant investigating authority who will have general oversight of the use made of the source;

(c) that there will at all times be a person holding an office, rank or position with the relevant
investigating authority who will have responsibility for maintaining a record of the use made
of the source;

(d) that the records relating to the source that are maintained by the relevant investigating authority
will always contain particulars of all such matters (if any) as may be prescribed; and

(e) that records maintained by the relevant investigating authority that disclose the identity of the
source will not be available to persons except to the extent that there is a need for access to
them to be made available to those persons.

The Committee may by Order —

(@ prohibit the authorization under this Article of any such conduct or uses of covert human
intelligence sources as may be described in the Order; and

(b) impose requirements, in addition to those provided for by paragraph (2), that must be satisfiec
before an authorization is granted under this Article for any such conduct or uses of covert
human intelligence sources as may be so described.

In this Article “relevant investigating authority”, in relation to an authorization for the conduct or the
use of an individual as a covert human intelligence source, means (subject to paragraph (8)) the
public authority for whose benefit the activities of that individual as such a source are to take place.

In the case of any authorization for the conduct or the use of a covert human intelligence source
whose activities are to be for the benefit of more than one public authority, the references in
paragraph (5) to the relevant investigating authority are references to one of them (whether or not the
same one in the case of each reference).

Designated persons and public authoritiesfor Articles 34 and 35

D)
2

3)

Part 1 of Schedule 2 shall have effect to specify public authorities and the persons designated i
relation to them for the purposes of Articles 34 and 35.

Part 2 of Schedule 2 shall have effect to specify public authorities and the persons designated i
relation to them for the purposes of Article 34 only.

The States may by Regulations —
(@) subject to paragraph (4), amend Schedule 2 so asto—
(i)  remove apublic authority and the person designated in relation to that authority,
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(4)

(i)  add apublic authority and designate a person in relation to that authority,
(iii)  change the person designated in relation to a public authority;
(b) imposerestrictions —

(i)  on the authorizations under Articles 34 and 35 that may be granted by any individua
designated in relation to a specified public authority, and

(i)  on the circumstances in which, or the purposes for which, such authorizations may be
granted by any such individual.

Only the Attorney General may be the designated person in relation to any of the intelligence
services, the Ministry of Defence of the Government of the United Kingdom or Her Majesty’s
Forces.

Authorization of intrusive surveillance

D)

@

3

(4)

()

(6)

(")

Subject to the following provisions of this Part, the Attorney General may grant authorizations for the
carrying out of intrusive surveillance on the application of —

(@ the Chief Officer;

(b) the Agent of the Impéts;

(c) theChief Immigration Officer;

(d) any member of the intelligence services;

(e) any officia of the Ministry of Defence of the Government of the United Kingdom; or
(fy  amember of Her Mgjesty’s Forces.

The Attorney General shall not grant an authorization for the carrying out of intrusive surveillance
unless the Attorney General believes —

(@) that the authorization is necessary on grounds falling within paragraph (3); and

(b) that the authorized surveillance is proportionate to what is sought to be achieved by carrying it
out.

Subject to paragraphs (4) to (6), an authorization is necessary on grounds falling within thic

paragraph if it is necessary —

(@ intheinterests of national security;

(b) for the purpose of preventing or detecting serious crime; or

() intheinterests of the economic well-being of Jersey.

The Attorney General shall not grant an authorization on the ground described in paragraph (3)(c) or

the application of any person mentioned in paragraph (1)(d), (e) or (f).

The matters to be taken into account in considering whether the requirements of paragraph (2) are
satisfied in the case of any authorization shall include whether the information which it is thought
necessary to obtain by the authorized conduct could reasonably be obtained by other means.

The conduct that is authorized by an authorization for the carrying out of intrusive surveillance is any
conduct that —

(@ consists in the carrying out of intrusive surveillance of any such description as is specified in
the authorization;

(b) iscarried out in relation to the residential premises specified or described in the authorization
or in relation to the private vehicle so specified or described; and

(c) is carried out for the purposes of, or in connection with, the investigation or operation so
specified or described.

Where an order has been made under section 41(4) of the Regulation of Investigatory Powers Act
2000 of the United Kingdom Parliament limiting the individuals who may apply under subsection (1)



38

39

40

of that section to individuals of an office, rank or position prescribed in that order, an application may be

(8)

made under paragraph (1)(d), (e) or (f) only by an individual of the office, rank or position st
prescribed.

References in this Article to a member of Her Majesty’s Forces do not include references to any
member of Her Majesty’s Forces who is a member of a police force by virtue of his or her service
with the Royal Navy Regulating Branch, the Royal Military Police or the Royal Air Force Police.

Rulesfor grant of authorizations

D)

2)

A person, other than the Attorney General, who is a designated person for the purposes of Article 3¢
or 35 in respect of a specified public authority shall not grant an authorization under that Article
except on an application made by a member of the same authority.

A single authorization by the Attorney General may combine an authorization under this Part and an
authorization under Article 101 of thePolice Procedures and Criminal Evidence (Jersey) Law 2003

[23]

Notification of authorizations for intrusive surveillance

D)

(2

The Attorney General shall from time to time and, in any event, at least every 12 months, notify the
Commissioner, in writing, of authorizations for the carrying out of intrusive surveillance granted,
renewed or cancelled by the Attorney General and, where an authorization was granted orally, of the
grounds on which the case was believed to be urgent.

Paragraph (1) is without prejudice to the Commissioner's general power to require the disclosure or
provision of documents and information under Article 44.

General rulesfor grant, renewal and duration of authorizations

D)

2

3

An authorization under this Part —

(@ may be granted or renewed oraly in any urgent case; and

(b) inany other case, must be in writing.

A single authorization may combine 2 or more different authorizations under this Part; but the

provisions of this Law that are applicable in the case of each of the authorizations shall apply
separately in relation to the part of the combined authorization to which they are applicable.

Subject to paragraphs (4) and (8), an authorization under this Part shall cease to have effect at the enc
of the following period —

(@ inthe case of an authorization which —

(i) has not been renewed and was granted orally or by a person whose entitlement to act is
confined to urgent cases, or

(i)  waslast renewed orally,

the period of 72 hours beginning with the time when the grant of the authorization or, as the
case may be, its latest renewal takes effect;

(b) in acase not falling within sub-paragraph (a) in which the authorization is for the conduct ol
the use of a covert human intelligence source, the period of 12 months beginning with the day
on which the grant of the authorization or, as the case may be, its latest renewal takes effect;
and

(c) inany case not faling within sub-paragraph (a) or (b), the period of 3 months beginning wit
the day on which the grant of the authorization or, as the case may be, its latest renewal takes
effect.
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(4)

()

(6)

(")

(8)

(9)

Subject to paragraph (6), an authorization under this Part may be renewed, at any time before the time
at which it ceases to have effect, by the person who would be entitled to grant a new authorization in
the same terms.

Articles 34 to 39 shall have effect in relation to the renewa of an authorization under this Part as i
references to the grant of an authorization included referencesto its renewal.

A person shall not renew an authorization for the conduct or the use of a covert human intelligence
source, unless the person —

(@) issatisfied that areview has been carried out of the matters mentioned in paragraph (7); and

(b) has, for the purpose of deciding whether he or she should renew the authorization, considered
the results of that review.

The matters mentioned in paragraph (6) are—

(@ the use made of the source in the period since the grant or, as the case may be, latest renewal of
the authorization; and

(b) the tasks given to the source during that period and the information obtained from the conduct
or the use of the source.

The Committee may by Order provide in relation to authorizations of such descriptions as may be
specified in the Order that paragraph (3) is to have effect as if the period at the end of which ar
authorization of adescription so specified is to cease to have effect were such period shorter than that
provided for by that paragraph as may be fixed by or determined in accordance with that Order.

References in this Article to the time at which, or the day on which, the grant or renewal of an
authorization takes effect are references —

(@ inthe case of the grant of an authorization, to the time at which or, as the case may be, day on
which the authorization is granted;

(b) inthe case of the renewal of an authorization, to the time at which or, as the case may be, day
on which the authorization would have ceased to have effect but for the renewal.

Cancellation of authorizations

D)

(2)

3)

(4)

()

The person who granted or, as the case may be, last renewed an authorization under this Part shall
cancel itif —

(@ that person is satisfied that the authorization is one in relation to which the requirements of
Article 34(2), 35(2) or 37(2), as the case may be, are no longer satisfied; or

(b) in the case of an authorization under Article 35, that person is satisfied that arrangements fol
the source's case that satisfy the requirements mentioned in paragraph (2)(c) of that Article nc
longer exist.

Where an authorization under this Part was granted or, as the case may be, last renewed —

(@ by aperson entitled to act for any other person; or

(b) by the deputy of any other person,

that other person shall cancel the authorization if he or she is satisfied as to either of the matters
mentioned in paragraph (1).

Where an authorization under this Part was granted or, as the case may be, last renewed by a person
whose deputy had power to grant it, that deputy shall cancel the authorization if he or she is satisfied
asto either of the matters mentioned in paragraph (1).

The Committee may by Order provide for the person by whom any duty imposed by this Article isto
be performed in a case in which it would otherwise fall on a person who is no longer available to
perform it.

An Order under paragraph (4) may provide for the person on whom the duty is to fall to be a persor
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appointed in accordance with the Order.

Power to extend or modify authorization provisions

The States may by Regulations do one or both of the following —

(@

(b)

apply this Part, with such modifications as they think fit, to any such surveillance that is neither
directed nor intrusive as may be described in the Regulations;

provide for any description of directed surveillance to be treated for the purposes of this Part as
intrusive surveillance.

PART 4
SCRUTINY ETC. OF INVESTIGATORY POWERS

Investigatory Powers Commissioner

D)

@)

3)

(4)

()

(6)

The Bailiff shall appoint one of the ordinary judges of the Court of Appea who is not the President of
the Tribunal as the Investigatory Powers Commissioner to carry out the function described in this
Article.

Subject to paragraph (4), the Commissioner shall keep under review—

(@ the exercise and performance by the Attorney General of the powers and duties conferred or
imposed on the Attorney General by or under Articles 5to 15;

(b) the exercise and performance, by the persons on whom they are conferred or imposed, of the
powers and duties conferred or imposed by or under Chapter 2 of Part 2;

(c) the exercise and performance, by the person on whom they are conferred or imposed, of the
powers and duties conferred or imposed by or under Part 3;

(d) the adequacy of the arrangements by virtue of which the duty which is imposed on the
Attorney Genera by Article 19 are sought to be discharged.

The Commissioner shall give the Tribunal all such assistance (including the Commissioner’s opinion
asto any issue falling to be determined by the Tribunal) as the Tribunal may require —

(@ inconnection with the investigation of any matter by the Tribunal; or
(b) otherwise for the purposes of the Tribunal's consideration or determination of any matter.

The Commissioner shall hold office in accordance with the terms of his or her appointment; and there
shall be paid to the Commissioner out of money provided by the States such allowances as the
Finance and Economics Committee may direct.

The Committee, after consultation with the Finance and Economics Committee and the
Commissioner, shall —

(@ make such technical facilities available to the Commissioner; and
(b) provide the Commissioner with such staff,

as are sufficient to secure that the Commissioner is able properly to carry out his or her functions.
On the coming into force of this Article the person holding office as Commissioner under Article 9 of

the Interception of Communications (Jersey) Law 19934 ghall take and hold office as
Commissioner asif appointed under this Law —

(@ for the unexpired period of that person’s term of office under the firstmentioned Law; and
(b) otherwise, on the terms of that person’s appointment under the firstmentioned Law.
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(D)

2

3

(4)
()

(6)

(7)

It shall be the duty of —

(@ every person holding office or employed in any administration of the States or of a Committee
of the States;

(b) every person holding officein Jersey under the Crown;

(c) every person holding office or employed in the Law Officers Department;

(d) every officer of the Force and member of the Honorary Police;

(e) every member of each of theintelligence services,

(f)  every official of the Ministry of Defence of the Government of the United Kingdom;
() every member of Her Majesty’s Forces,

(h) every person employed by or for the purposes of the Force or the Honorary Police;

(i) every person required for the purposes of Article 15 to provide assistance with giving effect tc
an interception warrant;

(1) every person on whom an obligation to take any steps has been imposed under Article 16;

(k) every person by or to whom an authorization under Article 26(3) has been granted;

() every person to whom anotice under Article 26(4) has been given;

(m) every person by or to whom an authorization under Article 34, 35 or 37 has been granted; and

(n) every person who is or has been employed for the purposes of any business of a person falling
within sub-paragraph (i), (j) or (1),

to disclose or provide to the Commissioner all such documents and information as the Commissioner
may require in order to carry out the Commissioner’s functions under Article 43.

If it at any time appears to the Commissioner —

(@) that there has been a contravention of the provisions of this Law in relation to any matter with
which the Commissioner is concerned; and

(b) that the contravention has not been the subject of areport made to the Bailiff by the Tribunal,
the Commissioner shall make areport to the Bailiff with respect to that contravention.

If it at any time it appears to the Commissioner that any arrangements by reference to which the duty
imposed by Article 19 has sought to be discharged have proved inadequate in relation to any mattel
with which the Commissioner is concerned, the Commissioner shall make a report to the Bailiff with
respect to those arrangements.

As soon as practicable after the end of each calendar year, the Commissioner shall make a report to
the Bailiff with respect to the carrying out of the Commissioner’s functions.

The Commissioner may also, at any time, make any such other report to the Bailiff on any matter
relating to the carrying out of the Commissioner’s functions as the Commissioner thinksfit.

The Bailiff shall cause a copy of every annual report made by the Commissioner under paragraph (4
to be laid before the States, together with a statement as to whether any matter has been excluded
from that copy in pursuant to paragraph (7).

If it appears to the Bailiff, after consultation with the Commissioner, that the publication of any
matter in an annual report would be contrary to the public interest or prejudicial to —

(@ nationa security;

(b) the prevention or detection of serious crime;

(c) theeconomic well-being of Jersey; or

(d) the continued discharge of the functions of any public authority whose activities include
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activities that are subject to review by the Commissioner,
the Bailiff may exclude that matter from the copy of the report aslaid before the States.

Assistant | nvestigatory Powers Commissioners

D)

2

3)

(4)

()

(6)

The Bailiff may, after consultation with the Commissioner as to numbers, appoint as Assistant
Investigatory Powers Commissioners such number of persons as the Bailiff considers necessary for
the purpose of providing the Commissioner with assistance under this Article.

A person shall not be appointed as an Assistant Commissioner unless the person holds or has held
officeas—

(@ ajudge of the Roya Court;

(b) ajudge of the Crown Court in England,;

(c) asheriff in Scotland;

(d) acounty court judge or resident magistrate in Northern Ireland;

(e) ajudge of the Royal Court of Guernsey; or

(f)  ajudge of the High Court of the Isle of Man.

The Commissioner may —

(@ require any Assistant Commissioner to provide assistance in carrying out the Commissioner’s
functions under Article 43(2); and

(b) delegate any of those functions to an Assistant Commissioner, subject to such conditions and
restrictions, if any, as the Commissioner thinks fit.

The assistance that may be provided under this Article includes —

(@ the conduct on behalf of the Commissioner of the review of any matter; and

(b) the making of areport to the Commissioner about the matter reviewed.

An Assistant Commissioner shall be subject to the duty imposed on the Commissioner by Article 4:

).

An Assistant Commissioner shall hold office in accordance with the terms of his or her appointment,
and there shall be paid to an Assistant Commissioner out of money provided by the States such
allowances as the Finance and Economics Committee may direct.

Investigatory Powers Tribunal

D

@)

3)

There shall be an Investigatory Powers Tribunal which shall consist of 3 members appointed by the
Superior Number of the Royal Court of whom one shall be an ordinary judge of the Court of Appeal,
who shall be the president of the Tribunal, and 2 shall be Jurats.

Notwithstanding Article 8(1)(a) of theHuman Rights (Jersey) Law 2000,[2—51 proceedings falling with
paragraph (4) of this Article which are brought pursuant to the said Article 8 shall be brought befor
the Tribunal.

The jurisdiction of the Tribunal shall be —

(@ to consider and determine any complaints made to them which, in accordance with
paragraph (5), are complaints for which the Tribunal is the appropriate forum;

(b) to consider and determine any reference to them by any person that the person has suffered
detriment as a consequence of any prohibition or restriction, by virtue of Article 21, on tha
person’srelying in, or for the purposes of, any civil proceedings on any matter; and

(c) to hear and determine any other such proceedings falling within paragraph (4) as may be
alocated to them in accordance with provision made by the Committee by Order.
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()

(6)

(")

(8)

(9)

Proceedings fall within this paragraph if —

(@ they are proceedings against any of the intelligence services in respect of any discharge of their
functions within Jersey;

(b) they are proceedings against any other person in respect of any conduct, or proposed conduct,
by or on behalf of any of those services in the discharge of such functions; or

(c) they are proceedings relating to the taking place in any challengeable circumstances of any
conduct falling within paragraph (6).

The Tribunal shall be the appropriate forum for any complaint if it is a complaint by a person who is

aggrieved by any conduct falling within paragraph (6) which the person believes-

(@ to have taken place in relation to that person, to any of that person’s property, to any
communications sent by or to that person, or intended for that person, or to that person’s use of
any postal service, telecommunications service or telecommunication system; and

(b) to have taken place in challengeable circumstances or to have been carried out by or on behalf
of any of theintelligence services.

Subject to paragraph (7), conduct falls within this paragraph if (whenever it occurred) it is—
(@ conduct by or on behalf of any of the intelligence services,

(b)  conduct for or in connection with the interception of communications in the course of their
transmission by means of a postal service or telecommunication system;

() conduct to which Chapter 2 of Part 2 applies;

(d) conduct to which Part 3 applies;

(e) any entry on or interference with property or any interference with wireless telegraphy.

For the purposes only of paragraph (4), nothing mentioned in paragraph (d) or (e) of paragraph (i

shall be treated as falling within that paragraph unless it is conduct by or on behalf of a person
holding any office, rank or position with or employed by —

(@ any of theintelligence services,

(b) any of Her Majesty’s Forces;

(c) theForce or the Honorary Police;

(d) Customsand Excise;

(e) thelmmigration and Nationality Department.

For the purposes of this Article conduct takes place in challengeable circumstances if —

(@ it takes place with the authority, or purported authority, of anything falling within
paragraph (9); or

(b) the circumstances are such that (whether or not there is such authority) it would not have been
appropriate for the conduct to take place without it, or at least without proper consideration
having been given to whether such authority should be sought,

but conduct does not take place in challengeable circumstances to the extent that it is authorized by,
or takes place with the permission of, the Bailiff.

The following fall within this paragraph —

(@ aninterception warrant;

(b) anauthorization or notice under Chapter 2 of Part 2;

(c) anauthorization under Part 3;

(d) an authorization under Article 101 of thePolice Procedures and Crimina Evidence (Jersey)

Law 2003:28L or

(e) awarrant under the Interception of Communications (Jersey) Law 1993271
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(10) Schedule 3 shall have effect to make further provision regarding the members of the Tribunal anc
appointment of officers.

Ordersallocating proceedingsto the Tribunal

(1)  AnOrder under Article 46(3)(c) alocating proceedings to the Tribunal—

(@ may provide for the Tribunal to exercise jurisdiction in relation to that matter to the exclusion
of the jurisdiction of any court or tribunal; but

(b) if it does so provide, must contain provision conferring a power on the Tribunal, in the
circumstances provided for in the Order, to remit the proceedings to the court or tribunal which
would have had jurisdiction apart from the Order.

(2) In making any provision by an Order under Article 46(3)(c) the Committee shall have regard, ir

particular, to —
(@ the need to secure that proceedings allocated to the Tribunal are properly heard and considered;
and

(b) the need to secure that information is not disclosed to an extent, or in a manner, that is contrary
to the public interest or prejudicial to national security, the prevention or detection of serious
crime, the economic well-being of Jersey or the continued discharge, within Jersey, of the
functions of any of theintelligence services.

Exercise of the Tribunal'sjurisdiction

(1) Subject to paragraphs (4) and (5), it shall be the duty of the Tribunal -
(@) to hear and determine any proceedings brought before them by virtue of Article 46(3)(c); and
(b) to consider and determine any complaint or reference made to them by virtue of Article 46(3
(@ or (b).

(2) Where the Tribunal hear any proceedings by virtue of Article 46(2), they shall apply the same
principles for making their determination in those proceedings as would be applied by a court on an
application for judicial review.

(3 Where the Tribunal consider a complaint made to them by virtue of Article 46(3)(a), it shall be the
duty of the Tribunal —

(@ to investigate whether the persons against whom any allegations are made in the complaint
have engaged, in relation to —

(i) thecomplainant,
(i)  any of the complainant’s property,
(iif)  any communications sent by or to the complainant, or intended for the complainant, or

(iv)  the complainant’s use of any postal service, telecommunications service or
telecommunication system,

in any conduct falling within Article 46(6);

(b) toinvestigate the authority (if any) for any conduct falling within Article 46(6) which they finc
has been so engaged in; and

(c) inrelation to the Tribunal’s findings from their investigations, to determine the complaint by
applying the same principles as would be applied by a court on an application for judicial
review.

(4) The Tribunal shall not be under any duty to hear, consider or determine any proceedings, complaint
or reference if it appears to them that the bringing of the proceedings or the making of the complaint
or reference is frivolous or vexatious.
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(%)

(6)

()

(8)

Except where the Tribunal, having regard to al the circumstances, are satisfied that it is equitable to
do so, they shall not consider or determine any complaint made by virtue of Article 46(3)(a) if it i
made more than one year after the taking place of the conduct to which it relates.

Subject to rules made under Article 50, where any proceedings have been brought before the Tribuna
or any reference made to the Tribunal, they shall have power to make such interim orders, pending
their final determination, as they think fit.

Subject to any provision made by rules under Article 50, the Tribunal on determining any
proceedings, complaint or reference shall have power to make any such award of compensation or
other order as they think fit; and, without prejudice to the power to make rules under Article 50(2
(9), the other orders that may be made by the Tribunal include —

(@ anorder quashing or cancelling any warrant or authorization; and

(b) an order requiring the destruction of any records of information which —
(i)  hasbeen obtained in exercise of any power conferred by awarrant or authorization, or
(i)  isheld by any public authority in relation to any person.

The Committee —

(@ shall, by Order, make provision alowing for an appeal to the Royal Court against any exercise
by the Tribunal of their jurisdiction under Article 46(3)(b) or (c); and

(b) may, by Order, make provision for an appea against any other determination, award, order or
other decision of the Tribunal,

but a determination, award, order, award or other decision of the Tribunal, including a decision as to
whether they have jurisdiction, shall not otherwise be subject to appeal or be liable to be questioned
in any court.

Tribunal procedure

D

)

3

(4)

()

Subject to rules made under Article 50, the Tribunal shall be entitled to determine their owr
procedure in relation to any proceedings, complaint or reference brought before or made to them.

The Tribunal shall have power —
(& inconnection with the investigation of any matter; or
(b) otherwise for the purposes of the Tribunal’s consideration or determination of any matter,

to require the Commissioner to provide the Tribunal with all such assistance (including the
Commissioner’s opinion as to any issue falling to be determined by the Tribunal) as the Tribunal
think fit.

Where the Tribunal hear or consider any proceedings, complaint or reference relating to any matter,
they shall secure that the Commissioner —

(@) isaware that the matter is the subject of proceedings, a complaint or areference brought before
or made to the Tribunal; and

(b) is kept informed of any determination, award, order or other decision made by the Tribunal
with respect to that matter.

Where the Tribuna determine any proceedings, complaint or reference brought before or made to
them, they shall give notice to the complainant which (subject to any rules made by virtue of
Article 50(2)(h)) may be confined, as the case may be, to either—

(@ astatement that they have made a determination in the complainant’s favour; or

(b) astatement that no determination has been made in the complainant’s favour.

Where -

(@ the Tribunal make a determination in favour of any person by whom any proceedings have



been brought before the Tribunal or by whom any complaint or reference has been made to the
Tribunal; and

(b) the determination relates to any act or omission by or on behalf of the Attorney General or to
conduct for which any warrant, authorization or permission was issued, granted or given by the
Attorney General,

they shall make areport of their findings to the Bailiff.

(6) It shall be the duty of the persons specified in paragraph (7) to disclose or provide to the Tribunal a
such documents and information as the Tribunal may require for the purpose of enabling them —

(@) toexercisethejurisdiction conferred on them by or under Article 46; or

(b) otherwise to exercise or perform any power or duty conferred or imposed on them by or under
this Law.

(7) Those persons are —

(@ every person holding office or employed in any administration of the States or of a Committee
of the States;

(b) every person employed in Jersey under the Crown;

(c) every person holding office or employed in the Law Officers Department;

(d) every officer of the Force or member of the Honorary Police;

(e) every member of each of the intelligence services;

(fy every official of the Ministry of Defence of the Government of the United Kingdom;
(g) every person employed by or for the purposes of the Force or the Honorary Police;

(h) every person required for the purposes of Article 15 to provide assistance with giving effect tc
an interception warrant;

(i)  every person on whom an obligation to take any steps has been imposed under Article 16;
(i)  every person by or to whom an authorization under Article 26(3) has been granted;
(k) every person to whom anotice under Article 26(4) has been given;

()  every person by whom, or on whose application, there has been granted or given any
authorization under Part 3 of this Law or under Article 101 of thePolice Procedures and

Criminal Evidence (Jersey) Law 2003:1%81

(m) every person who holds or has held any office, rank or position with the same public authority
as a person falling within sub-paragraph (1);

(n) every person who has engaged in any conduct with the authority of an authorization under
Article 26 or Part 3 of this Law or under Article 101 of th&olice Procedures and Criminal

Evidence (Jersey) Law 2003;[@1

(0) every person who holds or has held any office, rank or position with a public authority for
whose benefit any such authorization has been or may be given; and

(p) every person who is or has been employed for the purposes of any business of a person falling
within paragraph (h), (i) or (k).

(8 Inthis Article, areference to the Commissioner includes a reference to any Assistant Commissioner
who, under Article 45, assisted the Commissioner in the matter or to whom the Commissionel
delegated any function in respect of the matter.

50 Tribunal rules
(1) TheBailiff may make rulesregulating —
(@) theexercise by the Tribunal of the jurisdiction conferred on them by or under Article 46; and
(b) any matters preliminary or incidental to, or arising out of, the hearing or consideration of any



2

3)

(4)

proceedings, complaint or reference brought before or made to the Tribunal.

Without prejudice to the generality of paragraph (1), rules under this Article may-

@
(b)
(©

(d)

(€

()

Q)
(h)

enable different members of the Tribunal to carry out functions in relation to different
complaints at the same time;

specify the form and manner in which proceedings are to be brought before the Tribunal or a
complaint or reference isto be made to the Tribunal;

require persons bringing proceedings or making complaints or references to take such
preliminary steps, and to make such disclosures, as may be specified in the rules for the
purpose of facilitating a determination of whether —

(i) thebringing of the proceedings, or

(i)  themaking of the complaint or reference,

isfrivolous or vexatious;

make provision about the determination of any question as to whether a person by whom -
(i)  any proceedings have been brought before the Tribunal, or

(i)  any complaint or reference has been made to the Tribunal,

is aperson with aright to bring those proceedings or make that complaint or reference;

specify the forms of hearing or consideration to be adopted by the Tribunal in relation to
particular proceedings, complaints or references (including a form that requires any
proceedings brought before the Tribuna to be disposed of as if they were a complaint or
reference made to the Tribunal);

specify the practice and procedure to be followed on, or in connection with, the hearing or
consideration of any proceedings, complaint or reference (including, where applicable, the
mode and burden of proof and the admissibility of evidence);

specify orders that may be made by the Tribunal under Article 48(6) or (7);

require information about any determination, award, order or other decision made by the
Tribunal in relation to any proceedings, complaint or reference to be provided (in addition to
any statement under Article 49(4)) to the person who brought the proceedings or made the
complaint or reference, or to the person representing his or her interests.

Rules under this Article in relation to the hearing or consideration of any matter by the Tribunal may

provide —

(@ for aperson who has brought any proceedings before or made any complaint or reference to the
Tribunal to have the right to be legally represented;

(b) for the manner in which the interests of a person who has brought any proceedings before or
made any complaint or reference to the Tribunal may be represented;

(c) for the appointment in accordance with the rules, by such person as may be determined in

accordance with the rules, of a person to represent those interests in the case of any
proceedings, complaint or reference.

The power to make rules under this Article includes power to make rules —

(@

(b)

(©)

enabling or requiring the Tribunal to hear or consider any proceedings, complaint or reference
without the person who brought the proceedings or made the complaint or reference having
been given full particulars of the reasons for any conduct which is the subject of the
proceedings, complaint or reference;

enabling or requiring the Tribunal to take any steps in exercise of their jurisdiction in the
absence of any person (including the person bringing the proceedings or making the complaint
or reference and any legal representative of that person);

enabling or requiring the Tribunal, where evidence is taken in the absence of the person by
whom the proceedings were brought or, as the case may be, the person who made the
complaint or reference, to give that person a summary of the evidence so taken;
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()

(6)

(")

(d) enabling or requiring the Tribunal to exercise their jurisdiction, and to exercise and perform the
powers and duties conferred or imposed on them (including, in particular, in relation to the
giving of reasons), in such manner provided for in the rules as prevents or limits the disclosure
of particular matters.

Rules under this Article may also include provision —

(@ enabling powers or duties of the Tribunal that relate to matters preliminary or incidental to the
hearing or consideration of any proceedings, complaint or reference to be exercised or
performed by a single member of the Tribunal; and

(b)  conferring on the Tribunal such ancillary powers as the Bailiff thinks necessary for the
purposes of, or in connection with, the exercise of the Tribunal’s jurisdiction, or the exercise or
performance of any power or duty conferred or imposed on them.

In making rules under this Article the Bailiff shall have regard, in particular, to —

(@ the need to secure that matters which are the subject of proceedings, complaints or references
brought before or made to the Tribunal are properly heard and considered; and

(b) the need to securethat information is not disclosed to an extent, or in a manner, that is contrary
to the public interest or prejudicial to national security, the prevention or detection of serious
crime, the economic well-being of Jersey or the discharge, within Jersey, of any functions of
any of the intelligence services.

Rules under this Article may make provision by the application, with or without modification, of the
provision from time to time contained in specified rules of court.

Codes of practice

D)

2

3

(4)
()

(6)

The Committee may, in accordance with this Article, bring into operation one or more codes of
practice relating to the exercise and performance of the powers and duties mentioned in

paragraph (2).
Those powers and duties are —

(@ those that are conferred or imposed (otherwise than on the Commissioner) by or under Parts 2
and 3 of thisLaw;

(b) those that are conferred or imposed (otherwise than on the Commissioner appointed under
Article 104 of thePolice Procedures and Criminal Evidence (Jersey) Law 2003)@)1 by or
under Part 11 of that Law.2l

When the Committee proposes to bring into operation a code of practice, it shall prepare and publish
adraft of that code, shall consider any representations made to it about the draft and may modify the
draft accordingly.

After the Committee has complied with paragraph (3), it may bring the code into operation by Order.

An Order bringing a code of practice into operation may contain such transitional provisions and
savings as appear to the Committee to be necessary or expedient in connection with the code of
practice thereby brought into operation.

The Committee may from time to time revise the whole or any part of a code of practice and bring
into operation that revised code and paragraphs (3) to (5) shall apply, with appropriate modifications
in relation to that revised code as they apply to the first code brought into operation.

Effect of codes of practice

D)

A person exercising or performing any power or duty in relation to which provision may be made by
acode of practice under Article 51 shall, in doing so, have regard to the provisions (so far as they are
applicable) of every code of practice for the time being in force under that Article.
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(2) A failure on the part of any person to comply with any provision of a code of practice for the time
being in force under Article 51 shall not of itself render that person liable to any criminal or civi
proceedings.

(3 A code of practice in force at any time under Article 51 shall be admissible in evidence in any
criminal or civil proceedings.
(4) If any provision of a code of practiceissued or revised under Article 51 appears to—
(@ thecourt or tribunal conducting any civil or criminal proceedings;
(b) the Tribunal;
(c) theperson carrying out the Commissioner’s functions under this Law; or
(d) aperson carrying out any functions of an Assistant Commissioner under Article 45,

to be relevant to any question arising in the proceedings, or in connection with the exercise of that
jurisdiction or the carrying out of those functions, in relation to a time when it was in force, that
provision of the code shall be taken into account in determining that question.

PART 5
SUPPLEMENTAL

Power s of delegation

(1) The Attorney General may delegate to a Crown Advocate any power conferred on the Attorney
General by this Law as a person designated to grant an authorization or give a notice under
Article 26 or grant an authorization under Article 34 or 35.

(2) The Committee may by Order —

(@ authorize the Chief Officer, the Agent of the Impbts or the Chief Immigration Officer to
delegate all or any of the powers conferred on that person by this Law as a person designated
to grant an authorization or give a notice under Article 26 or grant an authorization unde
Article 34 or 35 to an officer in the public authority in relation to which that person i
designated of arank or seniority specified in the Order; and

(b) impose any such conditions as it thinks fit upon the exercise of any power of delegation so
conferred.

Expenditure
There shall be paid out of money provided by the States —

(@ any expenditure incurred by the Attorney General for or in connection with the carrying out of the
Attorney General’s functions under this Law;

(b) any expenditure incurred by the Committee for or in connection with the carrying out of its functions
under this Law; and

(c) any increase attributable to this Law in the sums which are payable out of money so provided under
any other enactment.

Power to prescribe by Order
The Committee may by Order prescribe anything that shall or may be prescribed under this Law.

Offences by body cor porate, etc.



57

58

D)

@)

Where an offence committed by a limited liability partnership or body corporate under this Law is
proved to have been committed with the consent or connivance of, or to be attributable to any neglect
on the part of —

(@ aperson who is a partner of the partnership, or director, manager, secretary or other similar
officer of the body corporate; or

(b) any person purporting to act in any such capacity,

the person shall also be guilty of the offence and liable in the same manner as the partnership or body
corporate to the penalty provided for the offence.

Where the affairs of a body corporate are managed by its members, paragraph (1) shall apply ir
relation to acts and defaults of a member in connection with the member’s functions of management
asif the member were a director of the body corporate.

General saving for lawful conduct

Nothing in any of the provisions of this Law by virtue of which conduct of any description is or may be
authorized by any warrant, authorization or notice, or by virtue of which information may be obtained in
any manner, shall be construed —

(@
(b)

(©

as making it unlawful to engage in any conduct of that description which is not otherwise unlawful
under this Law and would not be unlawful apart from this Law;

as otherwise requiring —
(i) theissue, grant or giving of such awarrant, authorization or notice, or

(i) thetaking of any step for or towards obtaining the authority of such a warrant, authorization or
notice,

before any such conduct of that description is engaged in; or

as prejudicing any power to obtain information by any means not involving conduct that may be
authorized under this Law.

Amendments, repeals, savings and transitional arrangements

D)

2
3

(4)

()

Schedule 4 shall have effect to amend enactments.

The Interception of Communications (Jersey) Law 199332 js repealed.

For the avoidance of doubt it is hereby declared that nothing in this Law (except paragraph 2 of
Schedule 4) affects any power conferred on the Post Office by or under any enactment to open
detain or delay any postal packet or to deliver any such packet to a person other than the person to
whom it is addressed.

For the avoidance of doubt it is hereby declared that nothing in this Law affects any power conferred
on a postal operator by Article 48 of the Postal Services (Jersey) Law 20043 or by awarrant issued
under Article 76 of that Law> or any requirement imposed pursuant to Article 77 of that Lawll

Where any warrant under the Interception of Communications (Jersey) Law 1993 isin force under

that Law at the time when the repeal by this Law of Article 3 of that Lan? comes into force, the
conduct authorized by that warrant shall be deemed for the period which —

(@ beginswith that time; and

(b) ends with the time when that warrant would (without being renewed) have ceased to have
effect under that Law,



as if it were conduct authorized by an interception warrant issued in accordance with the
requirements of Chapter 1 of Part 2 of this Law.

(6) In relation to any such warrant, any certificate issued for the purposes of Article 4(2) of the

Interception of Communications (Jersey) Law 19938 ghall have effect in relation to that period as
if it were a certificate issued for the purposes of Article 12(4) of this Law.

(7) Articles 19 and 20 of this Law shall have effect as if references to interception warrants and t
Article 12(4) certificates included references, respectively, to warrants under Article 3 of th

Interception of Communications (Jersey) Law 19939 and to certificates under Article 4(2) of tha

Law;[@1 and references in Articles 19 and 20 of this Law to intercepted or certified material shall b
construed accordingly.

59 Citation and commencement

This Law may be cited as the Regulation of Investigatory Powers (Jersey) Law 20G and shall come into
force on such day or days as the States by Act appoint and different days may be appointed for different
provisions of this Law and for different purposes.



SCHEDULE 1
(Article 29)

RELEVANT PUBLIC AUTHORITIESAND DESIGNATED PERSONS: COMMUNICATIONSDATA

Relevant public authority Designated person
The Force Chief Officer
Customs and Excise Agent of the Impéts
Immigration and Nationality Department Chief Immigration Officer
Income Tax Department Attorney General
Any of the Parishes Attorney General

Any of the intelligence services Attorney General



SCHEDULE 2
(Article 36)

PUBLIC AUTHORITIES AND DESIGNATED PERSONS: SURVEILLANCE
PART 1
(Article 36(1))

PUBLIC AUTHORITIESAND DESIGNATED PERSONS: DIRECTED SURVEILLANCE AND
COVERT HUMAN INTELLIGENCE SOURCES

Public authority Designated person

Chief Officer
Agent of the Impbts
Chief Immigration Officer

The Force
Customs and Excise
Immigration and Nationality Department

Any of the intelligence services Attorney General
Ministry of Defence of the Government of

the United Kingdom Attorney General
Income Tax Department Attorney General
Agriculture and Fisheries Department Attorney General
Environment and Public Services

Department Attorney General
Housing Department Attorney General
Employment and Social Security

Department Attorney General
Health and Social Services Department Attorney General
Jersey Financial Services Commission Attorney Genera
Jersey Competition Regulatory Authority Attorney General
Any of the Parishes Attorney General



PART 2
(Article 36(2))

PUBLIC AUTHORITIESAND DESIGNATED PERSONS: DIRECTED SURVEILLANCE ONLY

Public authority Designated person



SCHEDULE 3
(Article 46(10))

THE TRIBUNAL

Member ship of tribunal

() A member of the Tribunal shall vacate office at the end of the period of 5 years beginning with the
day of the member’s appointment, but shall be eligible for reappointment.

(2) A member of the Tribunal may be relieved of office by the Royal Court at the member’s own request.

Salaries and expenses

There shall be paid to the members and officers of the Tribuna from money provided by the States such
remuneration, allowances and expenses as the Finance and Economics Committee determine.

Officers

() The Finance and Economics Committee may, after consultation with the Tribunal, provide the
Tribunal with such officers asit thinks necessary for the proper discharge of the Tribunal ’s functions.

(2) The Tribunal may authorize any officer provided under this paragraph to obtain any documents or
information on the Tribunal’s behalf.



SCHEDULE 4
(Article 58(1))

AMENDMENTS

Official Secrets (Jersey) Law 1952 amended

Article 12 of theOfficial Secrets (Jersey) Law 195214 shall be repealed.

Post Office (Jersey) Law 1969 amended

In the Post Office (Jersey) Law 1969 at the end of the proviso to Article 34%2 there shall be added the
words “or under the authority of an interception warrant under Article 10 of théRegulation of Investigatory

Powers (Jersey) Law 200-431.

Telecommunications (Jersey) Law 2002 amended
In the Telecommunications (Jersey) Law 2002—

(@ for Article 52(2) to (5&4—41 there shall be substituted the following paragraph —
“(2) Paragraph (1) shall not apply to any disclosure made —

(& in accordance with the order of any court or for the purposes of any criminal
proceedings,

(b) in accordance with any warrant, authorization or notice issued, granted or given
under any provision of the Regulation of Investigatory Powers (Jersey) Law 200-;

[45]

(c) in compliance with any requirement imposed (apart from that Law) in
conseguence of the exercise by any person of any power conferred by or under
any enactment exercisable by that person for the purpose of obtaining any
document or other information; or

(d) in pursuance of any duty under the Regulation of Investigatory Powers (Jersey)
Law 2008 or under Part 11 of thePolice Procedures and Criminal Evidence

(Jersey) Law 2003147 to provide information or produce any document to the
Investigatory Powers Commissioner appointed or the Investigatory Powers
Commissioner established under the Regulation of Investigatory Powers (Jersey)

Law 200-.[%8,
(b) in Schedule 1, the amendments and repeals specified in relation to the Interception of
Communications (Jersey) Law 1993% ghall be deleted.

Terrorism (Jersey) Law 2002 amended

In Schedule 2 to the Terrorism (Jersey) Law 200 S0l _

(& in paragraphs 6(3) and 7(4), for the words “In paragraphs 5 and 8] there shall be substituted the
words “In paragraph 5,”;



(b) paragraph 8 shall be repealed.

Police Proceduresand Criminal Evidence (Jersey) Law 2003 amended

(1) Inthis paragraph, the “Law” means the Police Procedures and Criminal Evidence (Jersey) Law 2003
[51]

(2) InArticle 101 of the Lan®d _

(@ in paragraph (1), after the words*“Attorney General” there shall be inserted the words “, on an
application made by a person mentioned in paragraph (1A);;

(b) after paragraph (1) there shall be inserted the following paragraph—
“(1A) An application for an authorization under this Part may only be made by —
(@ the Chief Officer;
(b) the Agent of the Impéts;
(c) the Chief Immigration Officer;
(d) any member of the intelligence services;

(e) any official of the Ministry of Defence of the Government of the United
Kingdom; or

(f) amember of Her Majesty’s Forces.”;
(c) for paragraph (4) there shall be substituted the following paragraphs—

“(4) The Committee may by Order —

(8 authorize the Chief Officer, the Agent of the Impbts or the Chief Immigration
Officer to delegate the power, under paragraph (1A), to make an applicatior
under this Article to, respectively, a member of the Force, an officer of the Impéts
or animmigration officer of arank or seniority specified in the Order; and

(b) impose any such conditions as it thinks fit upon the exercise of any power of
delegation so conferred.

(5) InthisArticle—
‘Chief Immigration Officer’ and ‘immigration officer’ have the same meaning as the
Regulation of Investigatory Powers (Jersey) Law 200-;[5—31
‘intelligence services’ has the same meaning as in the Regulation of Investigatory
Powers (Jersey) Law 200-;[5—41

‘serious crime’” means conduct which constitutes one or more offences —

(@ which involve the use of violence, results in substantial financial gain or is
conducted by alarge number of personsin pursuit of acommon purpose; or

(b) for which a person who has attained the age of 21 and has no previous convictions
could reasonably be expected to be sentenced to imprisonment for 3 years or
more,

and references to a member of Her Mgjesty’s Forces do not include references to any
member of Her Majesty’s Forces who is a member of a police force by virtue of his or
her service with the Royal Navy Regulating Branch, the Royal Military Police or the
Royal Air Force Poalice.”.

(3 InArticle 104 of the Lan®l _
(& inparagraph (5), for the words“the security of the British Islands or to the detection of crime”



there shall be substituted the words “any of the purposes for which authorizations may be given or
granted under this Part of this Law or Part 3 of the Regulation of Investigatory Powers (Jersey)

Law 2001%"; and
(b) after paragraph (5) there shall be added the following paragraph-

“(6) The Commissioner shall give the Investigatory Powers Tribunal established under

Article 46(1) of theRegulation of Investigatory Powers (Jersey) Law 20671 &l such
assistance (including the Commissioner’s opinion as to any issue falling to be
determined by that Tribunal) asthat Tribunal may require —

(@ in connection with the investigation of any matter by that Tribunal; or

(b) otherwise for the purposes of that Tribunal’s consideration or determination of
any matter.”.

Postal Services (Jersey) Law 2004
(1) Inthisparagraph the “Law” means the Postal Services (Jersey) Law 20041581

(2) In Article 47(2) of the Lat® there shall be inserted after sub-paragraph (a) the following sub
paragraphs —
“(ad) a power arising under the Customs and Excise (Jersey) Law 1999 or the

Regulation of Investigatory Powers (Jersey) Law 200-;&11
(ab) apower exercised in a prison arising in rules made pursuant to Article 26 of the

Prison (Jersey) Law 1957;[6—21".
(3) Article 49 of the Law!® shall be repealed.

(4) InArticle 67(4) of the Law® for the words “the Interception of Communications (Jersey) Law 1993

[65] there shall be substituted the words “the Regulation of Investigatory Powers (Jersey) Law 200-
[66].,

(5) In Article 68(6) of the Lad®’ after the words “Part 97 there shall be inserted the words “the
Regulation of Investigatory Powers (Jersey) Law 200,@1”.

(6) For paragraph (3) of Article 66 there shall be substituted the followi ng paragraph —

“(3) Paragraph (1)(a) and (b) do not apply to any disclosure made in obedience to any
warrant, authorization or notice issued under Part 2 of the Regulation of Investigator

Powers (Jersey) Law 200-79 or required as referred to in Article 44 of that Law.”.
(7)  Article 69(4) of the Lawt™ shall be repealed.

(8) Paragraph 3 of Schedule 1 to the Lawt™ shall be repealed.
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